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1. OBIIASL XAPAKTEPUCTUKA PABOYEH ITPOT'PAMMBbBI
HPOPECCHUOHAJIBHOI'O MOAYJISA IIM.01 BBINTOJIHEHUE

PABOT IO MIPOEKTUPOBAHUIO CETEBO UH®PACTPYKTYPBI

1.1. ObaacTb npuMeHeHus padoveil MPoOrpamMmmbl

PabGouass mporpamMmma TpPOPECCHOHATLHOTO MOMYJSI  SIBISIETCS  YaCThIO
o0pa3oBaTenbHON MPOrpaMMbl TMOATOTOBKM CIIEIUATUCTOB CPEIHEr0 3BEHA B
cootBeTcTBUU ¢ PI'OC CIIO 1no cnenmanpHoctu 09.02.06 CeTeBoe U CHUCTEMHOE
aIMUHUCTPHUPOBAHUE

1.2. Heas U niuaHupyemMble pe3yJibTAThbl 0CBOEHUS] MPO(eCCHOHATIBLHOIO

MOYJIA

B pesynbpraTe nzydeHus paboueil mporpaMMmbl MpOPECCHOHATBHOTO MOYJIs
CTYAEHT JOJDKEH OCBOMTb BHUJ JACITEIbHOCTH BbinmosHenue pador mo
NPOEeKTHPOBAHUIO ceTeBOIl MH(PACTPYKTYPHI U COOTBETCTBYIOILINE €My OOIIHe
KOMIIETEHIIUU U MPOPECCUOHATbHBIE KOMIIETEHIINN:

Kox | IIpogeccrnonajibHbIe KOMIIETEHIIUU

[IK 1.1. | BeImoaHATh NpOEKTHUpOBaHUE KaOEIbHON CTPYKTYPhl KOMIIBIOTEPHOM
CETH.

[1K 1.2. | OcymiecTBasTh BBIOOP TEXHOJIOTUN, UHCTPYMEHTAIBHBIX CPEJICTB U
CPEZICTB BBIYMCIUTEIBHON TEXHUKU TPU OPraHU3alMH ITpoliecca
pa3pabOTKH U UCCIIEOBAaHUS OOBEKTOB MPO(PECCHOHATIBHON
JEATEIbHOCTH

[IK 1.3. | OGecnieunBaTh 3amuTy HHGOPMAIMKM B CETH C HCIIOJIb30BaHUEM
IPOrpaMMHO-AINIAaPATHBIX CPEACTB.

[IK 1.4. | [IpuHuMaTh yyacTHe B IPUEMO-CAATOUYHBIX UCIIBITAHUSIX KOMIBIOTEPHBIX
ceTeil u ceTeBoro 000pyAOBAHUS PA3IMUYHOTO YPOBHS U B OLIEHKE
Ka4eCcTBa M IKOHOMHYECKOU () (PEKTUBHOCTH CETEBOM TOMOJIOTHH.

[1IK 1.5. | Beimonuats TpeGoBaHMsI HOPMAaTUBHO-TEXHUYECKON TOKYMEHTALIUH,
UMETH OMBIT OPOPMIICHHUS IPOEKTHON TOKYMEHTAIUH.

Kon HaumMmeHnoBanmue o01ux KOMIeTeHIIUH

OK 1. | Boibupars criocoObl perieHust 3aj1a4 npodheccuoHanbHON AesTeNbHOCTH,
MIPUMEHUTENBHO K Pa3IUYHbIM KOHTEKCTaM

OK 2. | OcymiecTBasiTh MOMCK, aHAIM3 U UHTEPIpETaIlUI0 HHDOPMALINH,
HEO0OXOUMOM I BHIIOTHEHHS 33/1a4 MPO(ECCHOHATBHON
NESTEIbHOCTH

OK 3. | [InanupoBaTh 1 peaqn30BbIBaTh COOCTBEHHOE MPO(PECCHOHATBHOE U
JMYHOCTHOE PA3BUTHE.

OK 4. | PaGorarp B KOJIJIEKTUBE 1 KOMaHJE, 3()(HEKTUBHO B3aMMOEHCTBOBATD C

KoJIJ1IeraMi, pyKOBOACTBOM, KIIMCHTAMHU.




OK 5. | OcymecTBiATh YCTHYIO M TUCBMEHHYI0 KOMMYHUKAIUIO Ha
rOCyJJapCTBEHHOM SI3bIKE C Y4€TOM OCOOEHHOCTEH COLMAIbHOIO U
KYJBTYPHOT'O KOHTEKCTA.

OK 6. | [IposiBAATh IpaXIaHCKO-MIATPUOTHYECKYIO TO3ULUIO, IEMOHCTPUPOBATH
OCO3HAaHHOE MOBE/ICHNE HAa OCHOBE TPAUIIMOHHBIX O0IIEUEIOBEUYECKUX
LIEHHOCTEMN.

OK 7. | ConeiicTBOBaTh COXPaHEHUIO OKPY KAIOIIEH CPEIbI,
pecypcocOepexeHnio, 3pGEKTUBHO ACHCTBOBATH B UPE3BbIUANHBIX
CUTYaIUsIX.

OK 8. | Ucnonb3oBath cpencTBa PU3NYECKON KyIbTYPHI JJIsl COXPAHEHUS U
YKPEIUIeHHS 3[J0pPOBbA B Mpoliecce NpodhecCuoHaIbHOM IeITeTbHOCTH U
noJiJiep kaHre He0OX0AMMOT0 YPOBHSI (PU3NYECKOMN MOATOTOBICHHOCTH.

OK 9. | Ucnonb3oBaTh HHGOPMALIMOHHBIE TEXHOJIOTUHU B MPO(eCcCUOHATBHOM
JeSTENBbHOCTH

OK 10. | [Tomp3oBaThcs mpoecCHOHaANEHOM TOKYMEHTAUeH Ha
roCyIapCTBEHHOM M MHOCTPAHHOM SI3BIKE.

OK 11. | IInanupoBaTe NpeaIIPUHUMATEIBCKYIO AEATEIBHOCTD B
npodeccuoHansHOM cepe

B pe3ynbpTaTe ocBoeHMsI MPO(PecCHOHANTBHOTO MOIYJIS CTYACHT JOJKEH:

NmeTh IIPOEKTUPOBAHUH APXUTEKTYPHI JIOKAIBHOU CETH B COOTBETCTBUM

HpaKTI/I‘{CCKI/Iﬁ C ITIOCTAaBJICHHOU 3aJa4CH,

OIILIT B YCTAaHOBKE U HACTPOMKE CETEBBIX IMPOTOKOJIOB U CETEBOTO
000pYZI0BaHUS B COOTBETCTBUH C KOHKPETHOM 3a/1a4eii;

BBIOOpPE TEXHOJIOTMHM, HMHCTPYMEHTAJbHBIX CPEACTB NpHU
OpraHu3alMi mpolecca HCCIeIOBaHUA OOBEKTOB CETEBOM
UHPPACTPYKTYPHI;

o0ecrnieueHnH 6€30MaCHOTO XPaHEHUS U Mepeau HHPOpMAIH B
JIOKQJILHOM CETH;

HCIIOJIB30BaAHUH CIICIUAJIBHOTO ITPOTPaMMHOIO obecrnieueHus 1A
MOJCIUPOBAHMA, IMPOCKTHUPOBAHHA )41 TECCTUPOBAHUA
KOMIIBIOTCPHBIX CETel.

YMCTh IMPOCKTUPOBATH JIOKAJIbHYIO CCTh, BBI6I/IpaTB CCTCBbLIC TOIIOJIOT'NH,

MCIOJIb30BaTh MHOTO(YHKITMOHATbHEIE TPUOOPHI MOHUTOPHHTA,
MIPOTPAMMHO-ANIAPATHBIE CPEACTBA TEXHUUECKOTO KOHTPOJIS
JIOKAJILHOU CETH.




3HATh oOIlMe TPUHIUIBI TOCTPOCHHS] CETEH, CETEBBIX TOIOJIOTHH,
MHorocyioiiHo Mmozaenu OSI, TpeGoBaHMIT K KOMIIBIOTEPHBIM
CETSM;

aApXUTEKTYpy MPOTOKOJOB, CTaHAAPTU3AIMM CETeW, JTaroB
IPOEKTUPOBAHUS CETEBON UHPPACTPYKTYPHI;

0a30BEIE IMPOTOKOJIbI U TCXHOJIOTUH JIOKAJIbHBIX ceTeﬁ;

IMPUHOMIIBI ITIOCTPOCHUS BBICOKOCKOPOCTHBIX JIOKAJIbHBIX

CeTel;

CTaHJIaPThI KaOesel, OCHOBHBIE BUJIbI KOMMYHHUKAITMOHHBIX
YCTPOMCTB, TEPMUHOB, IIOHSATUIA, CTAHAAPTOB U TUIIOBBIX
AJIIEMEHTOB CTPYKTYPUPOBAHHON KaOEIIbHON CHCTEMBI.

1.3. KoamnuyecTBO 4YacoB, OTBOAMMOE Ha OCBOeHHE padoueil mMporpaMMbl
npodeccuoHaIbLHOI0 MOIYJIs

O6BeM obpazoBatenbHON Harpy3ku___1016

N3 Hux camocTosTenbHOM paboThl — 28 4,
1a00paTOPHO-TIPAKTUIECKUX 3aHATUN — 284

N3 nux Ha ocsoenne MJIK. 01.01 306
Ha ocBoenue M/IK. 01.02 344

N3 nux Ha npaktuku — 360,
B TOM ymcie yueOHasi___144 u npousBoacTBeHHas___ 216

W3 HUX mpoMeKyTOUYHas arrectauns 18, B TOM yucie:
KOHCYJIbTalluM- 6,
B ToM ymcie mo MJIK -6, k sx3ameny kBanudukarmonHomy -0

JK3aMEHBI- 18,
B ToM ymcie nmo M/JIK - 12, sx3amen kBanupuKalMoOHHbBIN -6




2. CTpyKTypa u cogep:xkanue npohecCHOHAIBHOT0 MOLYJIA
2.1. CTpykrypa npogecCHOHAIBHOI0 MOIYJIs

3aHATHS BO B3aUMOJENCTBUY C TIPENOIABATEIIEM, Yac CzMOC:lO"T Kowucyibra [IMA
JIbHAas
Kot Cymmapis Obyuenue no MJIK Ilpakmuku pa6ora' .
poheCCHOHAIBH HaumeHnoBaHus pa3zenos blif 00BEM Jlabopato [poussozcTaennas
BIX 00IINX po(heCCHOHATHFHOTO MOy HAarpysku, | Beero PHBIX H Kypcosbix YueGua (ecau
KOMIIETEHITUI yac. HpPaKTUYe pabot o npeoycmompena
CKHX (TpoekToB) paccpedomoyerHast
3aHATHHA NpaKmuxa)
1 2 3 4 5 6 7 8 9
IIK 1.1-1IK Paznen 1 KomnbrorepHbie
1.5 CeTH 306 288 144 10 2 6
OK 01-11
IIK 1.1-TIK Paznen 2 Opranuzanusi,
1.5 MIPUHIIUIIBI TOCTPOSHUS U
OK 01-11 Q)I;HK]I:III/IOHI/IPOBEII:{I/IH 344 316 140 30 18 4 6
KOMIIBIOTEPHBIX CETEMN
IK 1.1-TIK VYueOHast mpakTrka (1o
1.5,0K 01-11 | mpoduio crienuanbHOCTH) 144 144
IIK 1.1-TIK [IpousBoacTBEHHAS
1.5 MPaKTUKA (10 MPOPIITIO 216 216
OK 01-11 CHELUATBEHOCTH)
DK3aMeH KBaIU(PUKAMOHHBIH 6 6
Bcezo: 1016 604 284 30 144 216 28 6 18

! O6beM camocToATENBHON PabOTh 00YUaIOIIUXCS ONPEIENAETCS 00pa3oBaTebHON Opranu3anueii B coorBercTBuu ¢ Tpebosanusmu ®TOC CIIO B npejenax oobema yueOHOM
JVUCIUIUIMHBL B KOJIMYECTBE 4aCOB, HEOOXOAMMOM JUTS BBITIOJIHEHUS 33JaHUH CaMOCTOSATEIbHON pabOTh 00YUJaIOIUXCsI, IPELyCMOTPEHHBIM TEMAaTHIECKIM TJIAHOM M COAEPKaHUEM
y4eOHOW JUCTIUTUTHHBI (MEXIUCITUTUTHHAPHOTO Kypca).




2.2. MTHCTPYKIUA
10 COCTABJICHUIO padoyeil MPorpaMMbl Y4eOHOM AHCHHUIIMHBI/TIPO(eCcCHOHAIBHOT0 MOY IS

PaGouast mporpamMma no yueOHO# aucuurumae/mpodeccuonaabunomy Moyt (nainee — PIT V]I/TIM) — yueOHO-METOAUYECKUNA TOKYMEHT,
COCTaBJICHHBIN B COOTBETCTBUU C YUEOHBIM IJIAHOM, B KOTOPOM OTpak€Ha MOCieI0BaTeIbHOCTh U3yUEHHS U pacipeenenre o0beMa BpeMEeHH 110
paznenam u temam. KonuwdectBo wacoB mo PIT YV]JI/TIM Bkirouaer 00bEM 00pa3oBaTEIbHOM MPOTPAMMBI, COCTOSIIINN U3 CyMMapHOW Y4eOHOMH
Harpy3Kky BO B3aMMOJICWCTBUHU C MPEIOIaBaTEIEM H CaMOCTOSATEIbHON PabOTHI.

®opma PIT YVI/IIM sBnserca emunoit ma npenonasareneit ['BIIOY CO «TIIK». PIT YV]JI/TIM BocTtpebyercs mpernonaBaTeneM IMpH
MPOEKTUPOBAHUN UM 00Pa30BaTEbHON JAEATEIBHOCTU U SABISIETCS COCTABHBIM KOMIIOHEHTOM 00pa30BaTeIbHOM MPOrpaMMBbl.

[Tpu cocraBnenuu PIT1 YI/TIM HeoO6Xx0IUMO y4ecTh ClIeayIomIee:
1.Paccmotpenue u obcyxnaenue PIT V]JI/TIM ocymiecTBisieTcst exeroqHo Ha 3acefanusx padounx rpynn OIl coorBercTBytomiero npodus. PII

VY JI/TIM yTBepx’aaeTcst TMPEKTOPOM, UYTO OTPa)KaeTcs Ha BTOPOM JIHCTE.

2.B rpade Nel «HanmeHoBaHME pa3aenoB U TeM» ITOCIIEIOBATENBHO IUTAHUPYETCS BECh MaTepuall pabodeii MporpaMMel, pacripeeICHHBIHN 10 pa3zenam U
TEeMaM.

3.B rpape Ne2 «Copnepxkanue y4ueOHOro Mmarepuana, JabopaTopHble pabOThl U TMPaKTHUYECKUE 3aHATHUA, KypcoBas paboTa (IIPOEKT)»
TIOCTIEZIOBATENBHO TUIAHUPYETCS BECh MaTepran padodeil IporpamMMel, pacrpeeeHHbIN 10 AMAAKTUYECKUM eJMHILAM (Borpocam), Ne 1abopaTopHbIX
paboT u npakTHuecKux 3aHATUi. ClleAyeT BbIIENATh OCHOBHBIE TEMBI ¢ Pa30MBKOI Ha 3aHATHA — 2 Yaca.

4.B rpade 3 «O0BEM HacoB» CTaBUTCS JIpOOb, YUCIUTEIh KOTOPOM O3HAYAeT KOJMYECTBO YacOB, OTBEJACHHBIX HA 3aHATHE B JAHHBIA JICHb, a
3HaAMEHATENh — KOJMYECTBO YacOB, POIIEAIIee ¢ Havana yueoHoro roga. Hanmpumep, 2/2, 2/4, 2/6, 2/8, 2/10 u T.4.

5. B rpade Ned «YpoBeHb OCBOCHUS» yKa3bIBa€TCS YPOBEHb OCBOCHHUS TEMBI B COOTBETCTBHU C PEKOMEHIAIUAMH: | — O3HAKOMHTEIIbHBIN
(y3HaBaHHE paHEe M3YYCHHBIX OOBEKTOB, CBOMCTB); 2 — PEMPOAYKTUBHBIN (BBITIOJHEHHUE NESITEIBHOCTH MO 00pa3ily, MHCTPYKIIUHA HIIA TIOJT
PYKOBOJCTBOM); 3 — MPOAYKTUBHBIH (IIIaHUPOBAHHUE U CAMOCTOSITENILHOE BBITIOJTHEHUE JIEATEIbHOCTH, PEIIeHHEe MPOOIEMHBIX 3a71a4)

6.B rpade 5 «No 3aHsATHII» TOCIENOBATEIHLHO MPOCTABISIIOTCS HOMepa 3aHsaTui (1.2.3....), KOTOpbIE AOKHBI COOTBETCTBOBATH 3aIKCSIM,

3a()UKCUPOBAHHBIM B JKypHaJIe TEOPETUUECKUX 3aHATUHN 1O cooTBeTcTBYomum Y JI/ITM.

7.B rpade 6 «Bua 3aHATHS» TUIAHUPYIOTCS BHABI YUYCOHBIX 3aHSATHUN: JICKIWSA, CEMHHAp, JlabopaTtopHas paboTa, MPAKTUYECKOE 3aHATHE,
KOHTpOJbHAsi paboTa, KOHCYNbTAlLlMs, BBIMOJIHEHHE KYpCOBOM paboThl, KOMOWHHUPOBAHHBIN YpPOK, JelioBas WJIM pojieBas urpa, paz0op
KOHKPETHBIX CUTYAallHii, ICUXOJOTUYECKUI U NHOM TPEHUHT, KOMIIBIOTEPHAsI CUMYJISILIMSL, TPYIIIOBasi AUCKyccusl (ycloBHbIE 0003HaueHus - JIP
— nmabopartopHas pabota; [13 — npaktudeckoe 3anstue; KY - komOuaupoBanHbiid ypok, KII- KypcoBo# poexT).

8.B rpade 7 «BHeayauTopHas caMoCTOSITENbHAsA pab0OTa» YyKa3bIBAIOTCA BUABI CAMOCTOSATEIBHOM pabOThl (TPOpabOTKa KOHCIEKTOB 3aHSATHIA,
caMmocTosiTeNibHast paboTra ¢ y4eOHMKOM M HOPMATHBHOH JMTEpaTypod, pelleHHe 3ajad, BBIMOJHEHHE OTYETHBIX paboT K MPAaKTUYECKUM
3aHATUSAM M Ja00paTOpPHBIM paboTaM, BBINOJHEHHE pacueTHO-rpaduyeckux paboT, HamucaHue pedepaToB, MOATOTOBKA MPE3CHTAIHM,
MOJITOTOBKA JIOKJIA/I0B, TOATOTOBKA COOOIICHUH U Ip.).

9. B rpade Ne§ «KonndecTBo 4acoB» yKa3bIBaeTCsl KOJMYECTBO YACOB, OTBEAEHHOE HA CAMOCTOATEIbHYIO paboTy.



2.2. TemaTn4ecKkuii JIAH U coAep;kaHHe NPOo¢ecCHOHATBHOI0 MOAYJISA

HaumenoBanue Coaepixkanue yueOHOro MaTepuaJa, O0bem | Yposenb Ne Bun CamocrosiTesbHast
pa3aesioB H TeM JJabopaTopHbIe padOThHI U MPAKTHYECKHUE 4YacoB | OCBOCHHUsS | 3aHATHA 3aHATHHA pabora
3aHATHSA, KypcoBasi padora (IpoeKT) 3ananue Kou-Bo
4acoB
1 2 3 4 5 6 7 8

Pa3zpen 1. 306 10
Komnbrorepubie
ceTH
M/IK.01.01. 306 10
KoMmnsrorepHsie
ceTH
Tema 1.1. Conep:xkanue 66 6
Beenenne B KommnbrorepHusie cetn 2/2 1 1. Jlexmus
cereBple CoBMmecTHas paboTa, IHTEPHET ¥ COBPEMEHHbIE
TeXHoI0rNu CETEBbIE TEXHOJIOTUH — 00JIaCTh IPUMEHEHHS U

Ha3Ha4YCHHUE.

Bupl KOMIIBIOTEPHBIX CETEH. 2/4 1 2. Jlexuus

['moGanpHBIC U TOKaTBHBIE ceTH. OTHOPAHTOBBIC U

KIJINEHT-CEPBEPHBIE APXUTEKTYPBHI.

OcHOBHbBIE KOMITOHEHTBI CETEH, ceTeBas cpela u 2/6 1 3. Jlexmus

CETEBbIE YCTPOMCTBA. TE€XHOJIOTUM IOJIKIHOYEHHUS

k Wutepuer. KonBeprentneie ceru. KauectBo u

HaJeKHOCTL ceTel. OCHOBHBIE ITOHATHUSA CETEBOH

6e3onacHocTH. TeHACHIIMU pPa3BUTHSI CETEH.

KoHconbHBI mOCTYN, yHaneHHBI JOCTYH C 2/8 2 4. pazbop

nomotnpeio Telnet u SSH, ucnonb3oBanue mopra KOHKPETHBIX

AUX. CUTYyalHil

CeteBble MPOTOKOJIBI 1 KOMMYHHUKALIUH. 2/10 1 5. Jlexmus

Koauposanue u mapamerpsi cooOrienus. CeTeBbie

IIPOTOKOJIBI.  B3auMoaeiucTBue - IIPOTOKOJIOB.




Ha6op mpotokonoB TCP/IP u mpouecc oOmeHa
naHHbIMA. OpraHu3anuy 10 CTaHAApTH3ALMU:
ISOC, IAB, IETF, IEEE, ISO. MHoroypoBHeBbIE
mozenu OSI u TCP/IP. Mnkancynsuus TaHHBIX.
[TpoToKoNbHBIE OJOKK

nanHblx (PDU). JlocTyn K JIOKaIbHBIM pecypcam.

CereBas anpecauust. MAC- u IP- anpeca. loctyn
K yaaJI€HHBIM pecypcaM. 1103 no ymorganuto.

2/12

KY

CereBoil noctym.

[TpoToKONBI W CTaHIAPTHI (PUIUIECKOTO YPOBHHI.
Crnocobbl  monkmioyeHuss kK cetd. CereBble
unrepdeiicapie miatel (NIC). Cpenbl mepenaum
JAHHBIX M HX XapaKTepUCTUKU: IPOIYCKHAs
CTIIOCOOHOCTB, MTPOU3BOIUTEILHOCTb.

2/14

Jlexnusa

PaGora ¢
KOHCIIEKTOM U
JIUTEPATypOi

Buner meanbeix cereBwrIX kaOenen: UTP, STP,
KOaKCUAJIbHBIA. Pa3sHOBHIHOCTH, OCOOEHHOCTH
MPOKJIAIKU ¥ TECTUPOBAHMS KaOCIICH.

2/16

Jlexusa

Crpykrypa u 0COOEHHOCTH MPOKJIaIKH
ONTOBOJIOKOHHBIX KaleJen. becripoBogHbIE

cpenctBa mepemnaun AaHHbIX. Cranmapt Wi-Fi
IEEE 802.11.

2/18

KY

KananpHplii  ypoBEeHb U €ro  INOAYPOBHHU:
VYupasnenue norudeckum kaHaiom (LLC) wu
VYnpasiieHue J0CTYIIOM K CpeJie epeaaun JaHHbIX
MAC. CrpykTypa Kaapa KaHaJbHOIO YPOBHS H
OpUHIUIBL ero ¢GopmupoBanus. CTaHgapThl

KaHaJbHOTO YPOBHSI.

2/20

10.

Jlexusa

10




dusnueckas U JIOTHIECKAs TOIIOJIOTHS CETH.
ToImoJIorny «TOYKa-To4uKay, «3BE34a%,
«IIOJHOCBSI3aHHAA», KKOJIBIIEBAIY.
[TonynyruiekcHast ¥ MOTHOAYTIICKCHAS Tepeaaya
nanabix. Ocobennoctu kanpoB LAN, WAN,
Ethernet, PPP, 802.11.

2/22

1.

KV c
JIEMCHTaMHU
posieBor
HUT'PBI

CereBbie TexHonoruu Ethernet.

CemeiicTBo ceTeBbIxX TexHoNorui Ethernet.
[Tpuniun padots! Ethernet. Bzaumoneiicteue Ha
noaypoBHsix LLC u MAC. YnpasneHue J0CTyIIoM
K cpene nepenaun gaHHeix (CSMA). MAC-anpec:
unentudukaius Ethernet.

2/24

12.

Jlextus

Pabota ¢
KOHCIIEKTOM H
JIUTEpPaTypou

ATpuOyTHI Kaapa

Ethernet. I[IpencraBnenuss MAC-anpecos.
OnHO- UMHOT0A/IPECHO,
IIMPOKOBEIIATEILHON PacChIIOK.
CxBoznoe nogximoueHue, MAC- u IP-
azapeca.

2/26

13.

Jlextus

[Tpotokon pa3pemenus aapecoB (ARP):
MPUHIIMITBI paObOTHL, POJIb B IPOLIECCE YAATIEHHOTO
oOmena nanueiMu. Ta0auiel ARP Ha ceTeBhIX
ycTpoiicTBax. OCHOBHBIE HEJIOCTATKH MPOTOKOJIA
ARP - Harpy3ka Ha cpeny nepenauv JaHHBIX U
0€30MacHOCTb.

OcHoBHast nH(OpMaLIKS O TOPTAX KOMMYTATOPA.

2/28

14.

KY

Tabnuua MAC-anpecoB kommyTaropa. OyHKIUs
Auto-MDIX. Crioco6s! nepecbuiku Kaapa Ha
kommyTaropax Cisco. Bydepuszamus namsti Ha
KoMMyTaTtopax. @UKCHpOBaHHAS U MOJYJIbHAs
KOH(HUrypauu KoMmmyTatopoB. CpaBHEHHE
KOMMYTAIIUX YPOBHA 2 U YPOBHSI.

2/30

15.

pa3bop
KOHKPETHBIX
CUTYyalHil

11




Texnonorust  Cisco  Express  Forwarding.
Bupryaneubiii unTepdeiic kommyraropa (SVI),
Mapmpytusupyemsiit nopt, EtherChannel ypoBus
3. Kondurypanust MapmpyTH3upyeMoro mnopra.
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16.

Komnrerorepn
ast
CUMYJISALUS

Pewenne
3az1a4 B
BUPTYaJIbHOU
nabopaTtopuu
Cisco

CeteBoli ypOBEHb

CeTteBoli ypOBEHbB B MPOIIECCE MEepelavn JaHHbIX.
IIporokoiibl ceTeBoro ypoBHs. OCHOBHBIE
xapaktepuctuku [P-nmporokona. CTpykTypa
naketoB [Pv4 u [IPv6. OcoGeHHocTr 1
MpeuMyIlecTBa MpoToKoia Pvé.
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17.

KY

Mertoabl MapmpyTu3anuu y3inoB. Tabnuma
MapIIpPyTU3aLHN y3JI0B U MapIIPyTU3aTOPA AJIS
npoTokooB IPv4 u IPv6.
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18.

Jlexusa

VYerpoiictBo mapiipyTtusaTopa — [Iponeccop,
namsiTh, onepanroHHas cucrema. [loakmouenue k
MapIIpyTU3ATOPY Yepe3 pa3InyHbIe TOPTHI.
Hacrpoiika ucxoaubeix mapameTpoB, HHTEPHEHCOB,
IIJIF03a 110 YMOIYaHUIO U IPYTUX XapaKTEPUCTHUK
MapIIpyTU3aTopa.

2/38

19.

KY

TpaHcnOpTHBIN YPOBEHB

Haznauenue u 3a1a4 TpaHCIIOPTHOI'O YPOBHSI.
MynpTUILIEKCUPOBAaHUE CEaHCOB CBSI3H.
Onucanue u cpaBHeHue nporokosnos TCP u UDP
— HAJEKHOCTh M IPOU3BOIAUTEIBHOCTh, 00JIACTh
IIpUMEHEHUsI. Azipecanyisi IOPTOB U CErMEHTALNS
TCP u UDP. O6men nanasivu o TCP. Iporneccsr
TCP cepsepa. Ycranosnenue TCP- coenunenus
n ero 3asepuieHue. IIpuHIMIEBL
«TPEXCTOPOHHETO PYKOIIOKaTHS» TCP.
Hanéxnocts u ynpasinenue nortokom TCP -
IlonTBepkeHNE MOIYYEHHsS CETMEHTOB, IOTEPS
JaHHBIX M TIOBTOpHAsl IepeAaya, YIpaBIcHHE
ITOTOKOM.

2/40

20.

KY

PaGora ¢
KOHCIIEKTOM U
JIUTEPATypPOi

12




OOMeH aHHBIMU ¢ ucnionb3oBanueM UDP.
IIpoueccs! u 3anpocel UDP-cepsepa, UDP-
nararpaMMsl, npoueccsl UDP-kinenra.

ITpunoxxenns, ucnoassytome UDP u TCP.
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21.

pa3bop
KOHKPETHBIX
CUTYyalHil

[P-ampecanus

Crpykrypa IPv4-aapecoB. CereBas u y3i1oBas
yacTh [P-anpeca. [IpeoGpa3zoBanue agpecos
MCKAY ABOUYHBIM U ACCATCPUYIHBIM
npeacrapieHueM. Macka nojceru [Pv4. CereBoit
azpec, aipec y3ia U MHUPOKOBEUIATENbHBIN apec
cetu [Pv4.
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22.

Jlextus

Pemenue
3amad no [P-
ajgpecauuu

[TpucBoenue y3:1y CTaTUYECKOTO U
nuHamuyeckoro [Pv4-anpeca. MuoroanpecHas
nepenada. [Iyomuunsie u yactubie [Pv4-
anpeca.lPv4-anpeca cnenuanbHOTO
Ha3HAUYCHHS.

IIpucBoenue IP-agpecos.
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23.

Jleknsa

CoBMeCTHOE UCTI0JIb30BaHUE MTPOTOKOJIOB [Pv4 1
IPv6: nBOIHOM CTEK, TYHHEIUPOBAHUE,
npeobpaszosanue. [Ipencrasnenue [Pv6-agpecos.
IIpaBuia cokpamienus 3anucu [Pvé-anpecos.
WNHuBuayanbHBINA, TPYIIIOBOM, IIPOU3BOJIBHBIN
tunsl [Pv6-agpecoB. CTpyKTyphl JOKaJIBHOTO U
r7100abHOT0 HHAMBUAYaIbHBIX [PV6-agpecos.
CraTtnueckast 1 JMHaMU4ecKasi KOHPUrypanuu
r00abHOTO UHIMBUAYaIbHOTO aspeca. [Iporecc
EUI-64 u ciy4aiiHO creHepupOBaHHbBIN
uaeHTUUKATOp HHTEpdeiica.
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24.

KY

ICMP-cepBucel. Otnnuuns a1 npoTokoioB IPv4 u
[Pv6. Coobmiennst ICMPvVI6 «3ampoc
Mapupytusaropy», «O0bsaBieHue ot
MapIIpyTU3aTOpay, «3ampoc COCETHETO y3a» U
«OOBSABICHHUE COCETHETO Y3IIa».
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25.

pazbop
KOHKPETHBIX
CUTYyalHil

13




TecTupoBaHHUE CETU C OMOILBIO 3X0-3aIIPOCOB. 2/52 26. Jlexuus Pemenue

TpaccupoBka mapiuipyra. Bpems npoxoxaeHus 3a7ad4.

CUTHaJIa B MPSMOM U 0OpaTHOM HaIPaBIICHUSIX Cocrasnenue

(RTT). Bpewms xxuznau (TTL) IPv4 u npenen KapThl CETH

nepexonos IPv6. WHrepner,
TECTUPOBAHUE
CETEBOTO
MOAKIIOYEHUS
C TIOMOIIIBIO
KOMaHJ «ping»
u
«traceroutey,
9X0-3aIllPOCOB.
TpaccupoBka
Mapupyra.

Pa3nenenune IP-ceTeit Ha moaceTH. 2/54 27. Jlexusa

Cermenranus [P-cereii. OOMEH HaHHBIMU MEXTY

noacersimu.  [lnmanupoBanue  ajgpecanuu B

nozceTsx. PacueTHeie popMysibl A cErMEHTALMN

cetu. Pa3bueHne Ha TOACETH Ha OCHOBE

TpeOOBaHUN y3J0B M CETeH, B COOTBETCTBHH C

TpeOOBAHUSMHU CETEH.

OnpeneneHne MacKH MOJICETH.

Pa30Ouenne Ha MOICETH C UCHOJIB30BAHUEM MACKHU 2/56 28. KY

nepemennoi nuHbl (VLSM). ba3oBas monens u
Ha3HAUYECHUE OJIOKOB azpecoB VLSM.
[TnanupoBanue aapecanuu cetn. OCOOECHHOCTH
npoektupoBanusi  [Pv6-cern. Pa30Ouenue Ha
II0ACETU C UCIIOJIIB30BaAaHUEM I/I,Z[GHTI/I(bI/IKaTOpa
uHTepdeiica.

14




YPpOBEHD IPUIIOKEHUM.

YpoBeHb NPUIOKEHUH, YPOBEHb MPEACTABICHUS U
CEaHCOBBI ypoBeHb. [Ipumepsl
pacrpoCcTpaHEeHHBIX NpUiIokeHU. [IpoToKOIIBI
ypoBHs npuiokeHuit. OmHopanrosie cetu (P2P).
Monens Tuma «KJIMeHT-cepep». O0630p
nporokosnioB HTTP, HTTPS, SMTP, POP u
IMAP.

2/58

29.

KY

Cnyx6a nomennbix uMEH (DNS). ®opmar
coobmienuit u uepapxust DNS. YTunura
«nslookupy. Ciyxx6a DHCP. IIpotokon nepenaun
¢aiinos (FTP). IIpoTokosn ooOmMeHa 610KkaMu
cepBepHbIX coobmieHuit (SMB). Konnenun
«Bceoobemmomuii Matepaer» BYOD. JloctaBka
JAHHBIX 110 KOHBEPTE€HTHBIM CETSM.
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30.

Jlex1us

Cosnmanue u HacTpoOMKa HEOOJIBIION
KOMIbIOTEpHOU ceTu. [InmanupoBanue u

co37aHue HEOOJBIITON KOMITBIOTEPHOM CEeTH:
ompeieleHNE KI0YEBbIX(aKTOPOB, BHIOOD
TOTOJIOTUH U CETEBbIX YCTPOUCTB, BHIOOD U
HACTPOMKa MIPOTOKOJIOB,

CHUCTCMBI aapCCaliun

2/62

31.

pazbop
KOHKPETHBIX
CUTYyalHi

Mepsl o obGecniedeHn o 6e30MaCHOCTH CETH.

VY S3BUMOCTH U CETEBBIC aTaKH.
Pa3zBenpiBaTenbHbIe aTaku, ATaku 1ocTymna, OTka3
B oociyxuBanuu (DoS-atakn). PesepBHoe
KOIMMPOBaHKE, OOHOBJIEHHE U YCTAaHOBKA
ucnpaBieHU. MeXCceTeBbIE SKPAHBI.
AyteHTu(UKAIMS, aBTOPU3AIHS U YIET.
Bxurouenue mporokona SSH.

2/64

32.

Jlextus

15




@ainoBsle  CUCTEMBI  MapLIPpyTH3aTOPOB U
KOMMYTaropoB. Pe3epBHoe konupoBaHue U
BOCCTAQHOBJICHHE C TIOMOIIbIO TEKCTOBBIX (aiiioB,
nporokosia TFTP, USB-nakonurens. BetpoeHHbie
CITY>KOBI MapIIpyTU3ALNH. [Honnepxka
OeCTIPOBOIHBIX HOIKJIIOUYECHHU. Hactpoiika
BCTPOEHHOI'0 MAapIIPyTHU3aTOpa.
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33.

KY

JlabopaTopHbie padoThl

62

CocraBienue kapThl ceTd HTEpHET ¢ MOMOIIBIO
YTHIHT «ping» U «traceroute»
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34.

JIP

CocraBienue kapThl cetTd HTEpHET ¢ MOMOIIBIO
YTUIIMT «ping» u «traceroute»
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35.

JIP

Co3nanue npocToi CeTu: YCTaHOBKA CeaHca
KOHCOJIM C CETEBBIM 000pYIOBaHUEM ITPU
noMounu nporpammel Tera Term; co3ganue ceTu.
Hactpolika 0CHOBHBIX TapaMeTPOB KOMMYTaTOpPA.

2/72

36.

JIP

Co3paHue nMpocTol CeTH: YCTAaHOBKA CeaHCca
KOHCOJIU C CETEBBIM 000pYyI0BaHUEM MPHU
noMounu nporpammel Tera Term; co3ganue ceTu.
Hactpolika 0CHOBHBIX mapameTpoB
KOMMYTAaTopa.

2/74

37.

JIP

[IpocmoTp cereBoro Tpaduka € MOMOILBIO
nporpammsl Wireshark.
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38.

JIP

[TIpocmoTp cereBoro Tpaguka € TOMOIIBIO
nporpammbl Wireshark.
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39.

JIP

[MoaxmroueHne KOMIBIOTEPOB K CETH C TOMOIIBIO
kabenel u OECTIPOBOIHBIX aaNTEPOB:
OTIpEJICIICHUE CETEBBIX YCTPONUCTB U KaHAJIOB
CBsI3U; 00KHUM CETEeBOT0 Kabessi, IPOCMOTP

JTAHHBIX 0 OCCITPOBOAHBIX U IPOBOJIHBIX CETEBBIX
aJianrepax.
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40.

JIP

16




[MoaxitoYeHne KOMITBIOTEPOB K CETH C TIOMOIIIBIO
Kabeneil 1 6ecIpOBOIHBIX aaNTEPOB:
OIPEICIICHUE CETEBBIX YCTPOICTB M KaHATIOB
CBSI3M; 00XKHM CETEBOTO Kabels, IPOCMOTP
JTaHHBIX 0 OECIIPOBOAHBIX U MPOBOIHBIX CETEBBIX
ajanTepax.
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41.

JIP

Nzyuenne Ethernet-rexHonmoruii: mpocMoTp
MAC-aapecoB ceTeBbIX yCTPONCTB; U3yUYEHUE
kagapoB Ethernet ¢ momo1sio mporpaMmsl
Wireshark; mpocmotp ARP ¢ momomisio
nporpammbl Wireshark, uaTepdeiicoB koMaHIHOM
crpoku Windows u 10S.
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42.

JIP

Nzyuenune Ethernet-rexHonoruii: mpocMoTp
MAC-anpecoB CeTeBBIX YCTPOMCTB; U3yYCHUE
kaapoB Ethernet ¢ momorbio mporpaMmbl
Wireshark; mpocmotrp ARP ¢ momorisio
nporpammbl Wireshark, uarepdeiicon
komanHoWcTpoku Windows u 10S.
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43.

JIP

Hcnonb3oBanue nHTepdeiica KOMaHTHONW CTPOKH
I0S ¢ rabmuunamun MAC-anpecoB KOMMyTaTOpA.
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44.

JIP

Hcnonb3oBanue nHTepdeiica KOMaHTHONW CTPOKH
I0S ¢ rabmuamun MAC-anpecoB KOMMyTaTOpA.
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45.

JIP

[TocTpoenue cetu Ha 6a3ze MapuIIpyTU3aTOpPA:
IPOCMOTP TaOIMIl MApUIPYTU3ALUHU Y3JIOB;
n3yueHue PU3nIecKnuX XapakTepUCTUK
MapIIpyTU3aTopa; CO3AAHUE CETH, COCTOSALIEH U3
KOMMYTATOpa ¥ MapuIpyTH3aTopa.
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46.

JIP

[TocTpoenue cetu Ha 6a3ze MapIIpyTU3aTOpPa:
MPOCMOTP TaOIUI MapUIPYTH3ALUU Y3JIOB;
n3ydeHHue (PU3MUIEeCKUX XapaKTePUCTUK
MapIIpyTU3aTopa; CO3AaHUE CETH, COCTOSIICH 13
KOMMYTaTOpa ¥ MapuIpyTH3aTopa.

2/94

47.

JIP

17




W3yuenne TpaHCIOPTHOTO YPOBHS: HAOIIOICHHE
32 IPOIIECCOM TPEXCTOPOHHETO «PYKOIOKATUS
TCP ¢ nomomibto nporpammsl Wireshark;
n3ydeHue 3axBadeHHbIX JaHHBIX DNS UDP c
MIOMOIIBIO TIPOTPAMMBI

Wireshark; nzyuenue 3axBaueHHbix naketoB FTP
u TFTP ¢ momomi sio nporpamMmel Wireshark.

2/96

48.

JIP

Hacrpotiika IP-anpecanuu: ncnonas3oBaHue
kanpKymsitopa Windows B paboTe ¢ ceTeBbIMH

2/98

49.

JIP

anpecamu; kouBeprauus [Pv4-anpecos B
JBOWYHYIO CHCTEMY CUUCIICHHS;
omnpenenenuelPv4/IPv6-anpecos;

Hactpoiika [IPv6-aapecoB Ha ceTeBBIX
YCTPOWCTBAX; TECTUPOBAHUE CETEBOTO
MOJIKJIFOUEHUS C TOMOIIBIO0 KOMaH/ «ping» U
«traceroutey.

2/100

50.

JIP

Cermentanus [P-cereii [Pv4: uzyduenue
KaJIbKYJISITOPOB MOJICETEN; pacueT noacereit [Pv4;
paszieneHue CeTel C pa3IMYHBIMU TOTIOJIOTUSIMH
Ha TIOJICETH; pa3pabOTKa U BHEIPECHUE CXEMBI
azpecanuu pasaenéHHon Ha nojacetu [Pv4-ceru;

2/102

51.

JIP

PazpaGoTka u BHeEApeHHE CXEMBl ajpecaluu
VLSM.

2/104

52.

JIP

Pa3paboTka ® BHEIpPEHHE CXEMBI aJpecalliu
VLSM.

2/106

53.

JIP

[P-aapecanus: ananu3 Tpaduka oTHOAAPECHON
neperavyu, NHPOKOBEIIATEIbHON 1
MHOT0aJJpECHOM pACCHUIKU; HACTPOMKA aJpecaliuu
IPv6; mpoBepka anpecaruu [Pv4 u IPv6;
0TpabOTKa KOMIIEKCHBIX MPAKTUYECKUX HABBIKOB

2/108

54.

JIP

[P-anpecanusi: ananu3 Tpaduka 0THOAIPECHON
repefayu, LMPOKOBEIIATEIBHON U
MHOI'0aIpECHOM PaCChUIKH; HACTPOMKA agpecalun
[Pv6; npoBepka agpecauuu [Pv4 u [Pv6;
0TpabOTKa KOMILJICKCHBIX TPAKTUYECKHX HABBIKOB

2/110

55.

JIP

18




Cermenrauus [P-cereit VLSM u IPv6:
OpraHu3alus MOJICETH MO PA3TUYHBIM CLEHAPUSIM;
pa3paboTKa U BHEAPEHUE CTPYKTYPHI aipecariun
VLSM; BHEpEeHNE CXEMBI aJIpeECALIUU
paznenénHoit Ha noaceru IPv6-ceru;

0TpabOTKa KOMIUIEKCHBIX MTPAKTHYECKUX
HAaBBIKOB.
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56.

JIP

Cermenrauust  IP-cereit VLSM u  IPv6:
OpraHu3alys MOJACETH MO PA3JIUYHBIM CLICHAPUSIM;
pa3paboTka U BHEAPEHUE CTPYKTYPBI aapecaliu
VLSM; BHEJIPEHUE CXEMBI agpecanuu
pa3aenéHHon Ha MOJICETH [Pv6-cetu;
0TpaboOTKa KOMIUJIEKCHBIX MPAaKTHUECKUX
HaBBIKOB.

2/114

57.

JIP

Hacrpoiika IP-
azpecanuy 1o
BaphaHTaM

N3yuenne oCHOBHBIX CETEBBIX cTyk0: M3yueHue
dbyHKIIMH 0OMeHa (haitiaMu MEXITy
OJIHOPAHTOBBIMHU YCTPONCTBAMU OIpe/ieIeHHE
npeoOpazoBannii PAT; uzydenue nmpaBui paboThl
DNS; nzyuenune nporokosia FTP.

2/116

38.

JIP

N3yuenne oCHOBHBIX CeTEBBIX cyk0: M3yueHnue
¢bynkuun oobMeHa daitnamu MexIy
OJTHOPAHTOBBIMH YCTPOHCTBAMHU OTIPEICIICHUE
npeoOpazoBannii PAT; uzydenue nmpaBui paboThl
DNS; n3ydyenue nporokosa FTP.

2/118

59.

JIP

ObecneueHne 6€30MaCHOCTH CETH: U3YUECHUE
yIpO3 CETeBOH 0€30MaCHOCTH; IOCTYII K CETEBBIM
ycTpoiicTBam 1o npotokoiay SSH;

ObecneueHne 6€30MaCHOCTH CETEBBIX YCTPOMCTB;

2/120

60.

JIP

AHann3 KOMIBIOTEPHON CETHU U HACTpOiiKa
MapIIpyTU3aTopa: IPOBEPKA 3aEPIKEK B
Iepelayy CETEBBIX MAKETOB € TIOMOIIBIO YTHUIIUT
«ping» u «traceroute»; UCIOJIb30BaHHUE
uHtepdeiica komanauou crpoku (CLI) nist coopa
CBEICHUI O CETEBBIX YCTPOMICTBAX;

2/122

61.

JIP

19




VYnpasienue daitnamu KOHPUTypauu 2/124 62. JIP
MapUIpyTHU3aTopa ¢ MOMOIIBIO TPOrPaMMBbI
SMYJSILIMY TepMHUHATA . YTIpaBieHue Qaitnamu
KOH(HUTypaIyu yCTPOHCTB € UCIIOJIb30BaHUEM
TFTP, ¢pnemr-namsatu u USB-HakonuTeneit
W3yuenue nporueayp BOCCTAHOBIICHUS MapoJIeH.
[IpoekTpoBaHuE M CO3TaHUE CETHU JJISI MAJIOTO 2/126 63. JIP [IpoexTupoBan
MPEANPUSATHS — UTOTOBBIM MPOEKT ue U COo3/laHue
CEeTH ISt
MaJjioro
OPEIPUITHS —
UTOTOBBIN
IPOEKT
[IpoekTupoBaHue U CO3JaHUE CETH ISl Majoro 2/128 64. JIP
MPENNPHUATHS — UTOTOBBIA TPOEKT
Tema 1.2. Conep:xkanue 78
Hpumummsr BBenenue B KOMMYTHpPYEMBIE CETH 2/130 65. Jlexuus
MapupyTusamm | OGyequHEHHEIE CETH.
nu BBejieHNE B KOMMYTHPYEMBIE CETH 2/132 66. KY
KOMMYTAaIUH

O0benuaéHHBIC ceTu. Mepapxus B
KOMMYTUPYEMOU ceTu. Posib KoMMyTHpyEMBIX
cereil. Kommyrupyemas cpena. Jlnnamndeckoe
3amonHeHue Tabnuiel MAC-aapecoB
KOMMYTaTopa.

20




MeTo/1bl IEPECHUIKN HA KOMMYTaTOPE.
KoMMmyTanus ¢ npoMeKyTOUYHBIMXPAHEHHUEM.
CkBO3Hast KOMMYyTaIUsl.

KomMMmyTtannonnsle noMeHbl. CHUKEHNE
HEPErpy30K CETH.

2/134

67

Jlextus

OCHOBHBIE KOHLIETILIUU U HACTPOIIKa KOMMYTAI1H.
IlepBoHavasbHast HACTPOMKA KOMMYTATOpa U
BOCCTAHOBJICHUE [10CJIE CUCTEMHOTO COOSL.
Hacrpoiika noctyna ans 6a30BOro yrnpaBieHHs
KoMMyTaropoM ¢ [Pv4. JlynuiekcHast cBsI3b.

2/136

68.

KY

Hacrpoiika mopToB koMMyTaTopa Ha (PrU3nIECKOM
ypoBHe. OyHKIUS aBTOMAaTHYECKOTO ONPEAETICHUS
tuma kabens (Auto-MDIX). [IpoBepka HacTpoek
nopra kommyTaTopa. [Touck u ycrpaneHuenpooieM
Ha ypOBHE JJOCTYIIA K CETH.

2/138

69

Jlexusa

be3onacHocTh KOMMyTaTOpa. 3alUIIEHHBIN
ynanénuslid gocryn. Hactpoiika SSH.
PacnipoctpanénHbIe Yrpo3bl 6€30MaCHOCTH:
nepenonaHenue Tadmuusl MAC-agpecos, DHCP-
CIy(pUHT, UCIIOJIb30BaHHE YSA3BUMOCTEN

nporokonia CDP, Ataku Telnet u np. Aynut u
MPAKTUIECKHE PEKOMEHIAINH 110 00ECTICYCHHIO

0€30I1aCHOCTH CETH.

2/140

70.

pazbop
KOHKPETHBIX
CUTyalHi

21




be3onacHOCTh MOpTa KOMMYTATOPA.
OtcnexuBanue DHCP coobmennii. @yHKIus
6e3onacHocTH mopta. Buasr 3ammter MAC-
azpecoB. Pexumbl pearupoBaHus Ha HapylIeHHE
6e3onacHocTH. [IpoBepka u HacTpoOiiKa MOPTOB.
[Tporokoin cereBoro Bpemenu (NTP).

2/142

71.

pazbop
KOHKPETHBIX
CUTyalHi

Bupryaneusie nokansubie cetn (VLAN) —
KJaccu(UKaLus 1 OCHOBHBIE XapaKTEPUCTUKH.
TpaHku BUpTyanpHbIX ceTei. KoHTponb
IIMPOKOBENIATENbHBIX IOMEHOB B ceTsix VLAN.
TerupoBanue kaapos Ethernet s
unearudukanuu cetu VLAN. Cern native VLAN
u TerupoBanue crtanaapta 802.1Q.

2/144

72.

KY

Teruposanue ronocoBoit VLAN. Peanuzanuu
BUPTYJIbHOM JIOKaIbHOM ceTr. Haznauenue
noptoB cetiM VLAN. HacTpoiika TpaHKOBBIX
KaHaJIOB.

2/146

73.

KY

[IpoToKOJ AMHAMUYECKOTO CO3/IaHUs TPAHKOBOIO
kanana (DTP). [louck u ycTpaHeHHe HEMOIaI0K B
BUPTYAJIbHBIX JIOKAJIBHBIX CETSIX U TPAHKOBBIX
ka"aax. [Ipo6nemsr ¢ [IP-aapecanueiiceTn
VLAN. HecoBnazieHust pe;kMMOB TPaHKOBO
CBSI3H.
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74.

Jlexusa

[TpoexTrpoBanue u obecreueHue 0e30MacHOCTH
VLAN: hopping, criyuHT KOMMyTaTOpa, aTaka ¢
NBOWHBIM TerupoBanuem, Cetb PVLAN
nepumerpa. [IpakTuyeckue pekoMeHaalnuu Mo
MPOEKTUPOBAHUIO BUPTYAIbHOM JIOKAJTBHOM CETH.
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75.

pa3bop
KOHKPETHBIX
CUTYyalHil

Konuenmus mapuipyruszanuu

Hacrpoiika mapupyrusaropa. Mexanusmsl
MepecbUIK nakeToB. lloakmtoueHne u HacTpoka
ycTpoicTB. CBETOANOIHBIE HHANKATOPHI Ha

2/152

76.

KY
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MapuIpyTU3aTope.

AxTuBanus 1 HacTpolika [P- agpecannn.
IIpoBepka CBA3HOCTH CETEH €

psSIMBIM TToAKTI0ueHueM. [IpoBepka HacTpoek
uHTepdeiica. GUIbTpaKs BEIXOTHBIX TaHHBIX
KoMmaHI «showy.
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77.

Jlexusa

Kommyranust naketoB Mexay cetsiMu. OyHKIns
KOMMYTallU{ MapuIpyTuszaropa. MapupyTtuzanus
nakeroB. Onpenenenne mytu. [Ipouecc npuHsITUA
pelIeHus o nepechbuIKe makeToB. Beioop
ontuMasibHOro nytu. [Iporokonsl RIP, OSPF,
EIGRP. Pacnipenenenue Harpy3ku. 4eCKOH
Mapupyrusaiuu cerei [Pv4 u [Pv6.
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78.

KY

AnmMuHHuCcTpUpoBaHue paccrosinue (AD) u
HAJEeKHOCTh MapuipyTa. AHalIu3 TabIuIl
MapUIpyTU3aALNUNA — UICTOYHUK JAaHHBIX, TPUHIIUIIBI
(dhopMUpOBaHHE BO3MOXHOCTH HACTPOUKH. 3aliCH
Ta0JIUIIBI MAPIIPYTU3AINH JJISI CETEH C MPSMBIM
MOJKIIIOUYEHUEM. 3a/JaHUe CTaTHYECKUX
MapupyToB. [IpoTokossl fuHamu
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79.

KY

Mapupyruzanusa mexay VLAN.

[TpuHIUTIBL paOOTHI MApPIIPYTU3ALUN MEKITY
VLAN. Hacrpoiika mapipyTu3aiuu Ha 6aze
MapUIpyTU3aTOPOB C HECKOJIBKUMHU (PU3UUECKUMHU
uHTepdeiicaMu, ¢ UCIOIb30BAHNEM
KOH(HTrypamuu router-on-a-stick, uepes
MHOTOYpPOBHEBBII KOMMyTaTop. [IpoGiemsbl
Mapupytusanuu Mexay VLAN.
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80.

KY
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[TpoBepka KOHPUTYpALITE KOMMYTATOpa U
HacTpoek Mapuipyrusaropa. Henonanku B pabore
uHTepdeiica. Omubdku B [IP-anpecax u mackax
nojceru. Hactpoiika u pabota koMmyTanuu Ha 3-
M ypoBHe. Mapmpyrtuzanus mexay VLAN uepes
BUPTYyaJIbHbIE HHTEP(EHCH KOMMYTaTOPA,
MapuIpyTusupyemsle noprtel. Henonanku B
HAcCTpOMKax KOMMYyTaTopa 3-ro ypoBHsl.
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81.

pa3bop
KOHKPETHBIX
CUTYyalHil

Crarnyeckas MapuipyTH3anus
IIpeumyiecTBa 1 3a1a4u CTaTUYECKOMN

MapuIpyTU3auuu. TUIIBI CTATUYECKUX MApIIPYTOB:

CTaHAAPTHBIH, 110 YMOJIYAHUIO, CYMMapHBIii,
riaBatomuii. Hactpoiika cratuueckux
MapmipyToB [Pv4 u [Pv6. Komanna «ip routey.
Mapuipyt cnenyroiiero nepexona. Hanpsmyro
MOJKJIFOYEHHBIA CTATUYECKU MapuIpyT.
[TonHOCTBIO 3a/JaHHBIM CTATUYECKU MAPLIPYT.
Hactpolika ctarndeckoro Mmapuipyra mo
YMOJTYAHUIO.
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82.

KY

KnaccoBas anpecanus. KnaccoBbie Macku
noxacetu. beckiaccoBas Mexao0MeHHas
Mapmpytusanus CIDR. O6wenunenue
MapupyToB. Opranusanusi CynepceTei.
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83.

KY

Mcnonp30BaHne MAacoK MOJICETH (PUKCUPOBAHHOM
nuHbl (FLSM). Macka noacetu nepeMeHHOU
nHbl (VLSM). HacTpotika cyMMapHBIX 1
IJIABAIOIIMX CTaTUYECKUX MapiipyToB. Pacuér
cyMMapHoro mapupyrta. O0beIMHEHNE CETEBBIX
aapecoB IPv4 u IPv6. [louck u yctpaneHnue
HEIOJIAI0K B HACTPOMKAX CTaTUYECKOTO
MapuIpyTa ¥ MapupyTa o yMoJ4aHHIo.
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&4.

pa3bop
KOHKPETHBIX
CUTYyalHil

24




JluHaMuueckast MapLpyTHU3anus

[IpoToKOaBI AIMHAMUYECKON MapIIPyTU3ALHHN —
Ha3Ha4YeHHe, MPUHIIMIIBI pa0OThI U UCTOPUS
pazButusi. CpaBHEHHE TMHAMUYECKON U
CTaTU4YECKON Mapupytu3auuu. [ IpuHuums
paboThI IPOTOKOJIOB MAPIIPYTU3ALMH: ITYCK I1OCIIE
BKIIIOUeHUs uTanusi, CereBoe 0OHapyKEeHHE,
OOmeH maHHBIMU MapiipyTu3anuu, OoecrnedeHue
CXOAMMOCTH.
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85.

KY

Knaccugukanus mpoTokoI0B MapHIpyTU3aLUH.
[Iporokonsl IGP u EGP. /lucranunonno-
BekTOpHbIE IpoToKOJbl RIP, IGRP. IIpoTOKoms!
MapuIpyTu3aluu no cocrosuuto kanana OSPF u
IS-IS. KinaccoBble u 6eckiiaccoBbie IPOTOKOJIBI
MapLIpyTU3alnun. XapaKTePUCTUKU U METPUKHU
IIPOTOKOJIOB.
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86.

KY

JlnHamuyeckas AUCTaHLIMOHHO-BEKTOPHAS
Mapupytusamnus. J[ucTaHImOHHO-BEKTOPHBIN
aIropuT™M. MexaHu3Mbl OTIPABKH U MMOTY4YESHUS
JaHHBIX MapIIPYTU3ALUU, pacYETa ONTUMATbHBIX
myTei ¥ 100aBJIeHUS MapIIPyTOB B TAOJIUITY
MapILIpyTU3alny, OOHAPYKEHUS U pPearupoBaHus
Ha U3MEHEHUS B TOIMOJIOTHH.
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87.

KY

Hacrpoiika npotokona RIP: Bkntouenue RIPv2,
OTKJIIOYEHHE aBTOMAaTUYECKOI0 OObEUHEHN,
HaCTpOIKa MacCUBHBIX HHTEPPEICOB, mepenaya
MapuipyTa 10 yMOJIYaHHUIO 110 cetu. Hacrpoiika
nporokoisa RIPng. I[Iponecc mapipyrusanuu 1o
coctosiHuio kaHana. Hello mporoko:. maket
cocrosiHus kaHana (LSP). JlaBunHas pacchiika
[IAKETOB COCTOSIHMS KaHasa. JIaBuHHas pacchbuiKa
IIAKETOB COCTOSIHUS KaHaJIa.
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88.

pazbop
KOHKPETHBIX
CUTYyalHil

25




Coznanue nepesa kparyaimux myreit SPF.
Jlo6asnenne mapuipyroB OSPF B Tabnuiry
Mapupyrusaunu. HepoctaTku npoToKosoB
MapUIpyTU3aLUU 10 COCTOSHUIO KaHama. Tabnuma
MapIIPYTU3ALNN. 3aMIUCHU C IPSIMBIM
MOJKJIFOYEHUEM U YAAIEHHOU ceTU. JIMHaMU4eCKH
nosrydaeMbie MapuipyThl [Pv4/6. Tlpornecc moucka

MapupyTa.
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&9.

pa3bop
KOHKPETHBIX
CUTYyalHil

OSPF nnis onnoit o6mactu CeMencTBO
npotokosoB OSPF. XapaktepucTuku, TpUHIAIIBI
pabotsl 1 kommoHeHTHI OSPF. OcobenHocTn
OSPF 11 oqHOM 1 HECKOJIBKUX 00JIaCTEM.
MaructpanbHasi 001acTh.

Nuxancynsmus coobmennit OSPF. Tumbr nakero
OSPF: naker npuserctBus (hello), maker
orcanus 6a3el nanHbIXx (DBD), maker 3ampoca
cocrosiHus kaHana (LSR), maker oOHOBIEHUS
cocrosiaus kanana (LSU). maket moaTBepkIeHus
cocrosiaus kaHana (LSAck). O6HoBneHUS
cocrosiHus KaHana. Paboune cocrosuust OSPF.
Brinenennsiii (DR) u pe3epBHBIN BBIJCTICHHBIN
mapuipytusarop (BDR).
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90.

KY

Cunxponu3anus 6a3 nanasix OSPF. Hactpoiika
OSPFv2 st onHoit obnactu. Pexxum
KOH(UTyparuu UACHTUPUKATOPHI
Mmapuipytusaropa. Vcnonbs3zoBanue narepdeiica
loopback. Bxiitouenne OSPF Ha nunTepdeiicax.
IITa60oHHas macka. Komannma «networky.
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91.

pa3bop
KOHKPETHBIX
CUTYyalHil

Hacrpoiika naccuBabIX nHTEpdEiicoB. Dopmyna
pacuéra metpuku croumoctu OSPF. Hactpoiika
3HAYECHHH MTPOIYCKHOM CITOCOOHOCTH MHTEpdeiica.
[IpoBepka coceqHUX YCTPOMCTB, HACTPOEK
MIPOTOKOJIA, TaHHBIX MpOIecca U APYTUX
xapaktepuctuk OSPF. CpaBuenne OSPFv2 u
OSPFv3. Anpeca tuma link-local.
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92.

KY
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Tononorus cetu OSPFv3. Hactpoiika
uneHTudukaropa mapmpyruzatopa OSPFv3.
Bxmouenne OSPFv3 na unTtepdericax.
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93.

KY

Criucku konTposis nocryna (ACL)

Cnucku kouTpossa gocryna (ACL). [punuun
pabotel ACLcnuckoB. Tunst ACL-crimckos
Cisconns IPv4. IIpucBanBanne HOMEpPOB U
uMEH ACL- criuckam. Pacuér mabioHHOM
Macku B ACL- criuckax. Pexomenganuu no
co3nanuto u pazmenieHuo ACL-criuckos.
Pazmenienue ctaHAapTHHIX U PaCIIUPEHHBIX
ACL-cnuckoB.HacTpoiika cTanaapTHOTO
ACL-cnucka.

IIpumenenue crannaptbix ACL-criuckoB Ha
unrepdeiicax. Kommenrapuu k ACL-ciuckam.
[IpoBepka u pe1akTUPOBAHUE CTAHAAPTHBIX

HyMepoBaHHbIX ACLcnuckoB. ACL-cTaTuctuka.
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94.

KY

3anmuta noptoB VITY ¢ nmomoiibio
cranapTHoroACL-cniucka [Pv4. CtpykTypa u
HacTpolika pacmupeHHbix ACL-ciuckoB ajist
IPv4.

OunpTpanus Tpapuka ¢ UCIOJIb30BaHUEM
pacmupeHHbix ACL-criuckoB.

ITouck u ycrpanenue Henonanok ACL-ciickos.

Pacnpoctpanénnsie ommbkn ACL-ciickoB.
CpaBuenue ACL-cniuckoB i [IPv4 u IPv6.
Hactpoiika u nposepka ACL-cnuckoB ais IPv6.
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95.

KY

[Tpotokon DHCP. DHCPv4: 6a3oBast onepanus,

¢dopmar cooOmieHni, cooOIeHHsT OOHAPYKEHHS U

npemoxkenus. Hacrpolika, mposepka u
petpancisinus npocroro DHCPv4-cepsepa.
Hacrpolika mapupyrusaropa B KauecTse
DHCPv4-xnueHra.
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96.

KY
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Hacrpoiika mapmpyruzaropa kinacca SOHO. 2/194 97. pazbop

[Touck u ycTpaHeHHe HEMOIA 0K B paboTe KOHKPETHBIX

Mmapupyruzaropa DHCPv4. CUTyalui

[Tporokonm DHCPv6. ABTOMaTnueckast HaCTpoiika 2/196 98. pazoop

aapeca 6e3 orcnexxuBanus cocrosaus (SLAAC). KOHKPETHBIX

[Mpunnun padoter SLAAC ¢ DHCPv6. DHCPv6 ¢ CUTYyalHil

u 0e3 oTciexuBanus coctossHus. [Iporecco

DHCPv6.

Hacrpoiika mapmpyruzaropa B kauectee DHCPv6-|  2/198 99. pazbop

cepepa u DHCPv6-knuenTa. [louck nycrpanenue KOHKPETHBIX

Henonaaok B pabore DHCPv6. CUTyaluin

[IpeoOpazoBanme ceTeBbIX aapecos [Pv4. 2/200 100. KY

KonnentyanbHoe mpeobpazoBaHue CETEBBIX

aapecoB (NAT). TepMUHONOTHS U IPUHIIAITHI

pabotel NAT. IIpocTpancTBo yacTHbIX [Pv4-

anpecoB. CTaTu4eckoe U JMHaAMUYECKOe

npeoOpazoBanme ceTeBbIx anpecoB (NAT).

[IpeobpazoBanue aapecoB moptoB (PAT). 2/202 101. KY

CpaBuenue NAT u PAT. Ilpenmyiuectsa u

Henoctatku NAT. AHanu3 cTaTuuecKoro

npeobpazoBanust NAT. [Ipunuun paboTs

nuHamuyeckoro NAT Hactpoiika u mpoBepka

NAT, PAT. Ilepeanpecanus nopros. Hactpoiika

NAT u nporokona IPv6. Ilouck u ycrpanenue

Henonazok B pabore NAT.

3akperuieHue ¥ NOBTOPEHHE MPOiiIEHHOTO 2/204 102. VYpok- Pabota ¢

Marepuana MOBTOPEHHUE | KOHCIEKTOM H
JUTEpPaTypou

3akpernyieHue ¥ TTOBTOPEHUE TPOUIECHHOTO 2/206 103. Kontponbras

Marepuaia paborta

JlaGopaTopHblie padoThI 58

HacTtpoiika kommyTtaTopa: 6a30Bast HacCTpoiika 2/208 104. JIP

KOMMYTaTopa;
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Hacrpoiika komMmyTaTopa: 6a30Bast HaCTpOIKa
KOMMYTaTopa;

2/210

105.

JIP

Hacrpoiika komMmyTaropa: 0a30Bast HAaCTpOWKa
KOMMYTAaTopa;

2/212

106.

JIP

Hacrpoiika 6e30macHOCTH KOMMYyTaTOpa:
HacTpoiika mpotokoia SSH; Hactpoiika GyHKIIHN
Switch Port Security; mouck u yctpaneHue
HEMoJIaZI0K B cucTeMe 0€30MacHOCTH MTOPTOB
KOMMYTaTopa;

OTpa6OTKa KOMINJICKCHBIX MTPAKTHYCCKHUX HABBIKOB.

2/214

107.

JIP

Hacrpoiika 6e30macHOCTH KOMMYyTaTOpa:
HacTpoiika mpotokoia SSH; Hactpoiika GyHKIIHN
Switch Port Security; mouck u yctpaneHue
HETOJa 0K B CUCTeMe 0€30MaCHOCTH MOPTOB
KOMMYTaTOpa;

OTpaboTKa KOMIUIEKCHBIX MPAKTUYECKUX
HABBIKOB.
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108.

JIP

Hacrpoiika 6e3011acHOCTH KOMMYTaTOpa:
HacTpoiika nmpotokona SSH; HacTpoiika pyHKINU
Switch Port Security; mouck u ycrpanenue
HETIOJIA/IOK B cUcTeMe OE€30I1aCHOCTH MOPTOB
KOMMYTaTopa;

OTtpaboTKa KOMIUIEKCHBIX TPAKTUYECKUX
HaBBIKOB.

2/218

109.

JIP

Hacrtpoiika mapuipytuzaropa: Mcnonbs3oBanue
KOMaH/JIBI traceroute it 0OHApYKEHUS CETH;
JoxymenTtupoBanue cetu; Hactporika
untepdeticos [IPv4 u IPv6; Hactpoiika u
npoBepka HebobInoi cetu; MccnenoBanue
MapHIpyTOB C NPSMBIM NOAKIIOYEHUEM.
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110.

JIP
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Hacrpoiika mapmpyrusaropa: Mcnons3oBanue
KOMaH/Ibl traceroute /it OOHapy>KEHHsI CETH;
Jloxkymentuposanue cetu; Hactporika
untepdeiicoB IPv4 u IPv6; Hactpoiika u
npoBepka HebobIoi cetu; MccnenoBanue
MapUIPYTOB C NPSMbBIM IOAKIOYECHUEM.
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111.

JIP

Hacrpoiika mapmpyrusaropa: Mcnosns3oBanue
KOMaH/Ibl traceroute /i OOHapy>KEHHsI CETH;
JloxkymentupoBanue cetu; Hactporika
untepdeiicoB IPv4 u IPv6; Hactpoiika u
MpoBepKa HeOobIIoN ceTh; MccnenoBanue
MapuIpyTOB C MPSIMBIM IOJKJIIOUEHUEM.
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112.

JIP

Hactpolika mapipyTu3anuu: COCTaBICHUE CXEMBbI
cetu laTepHeT; HacTpoiika 0a30BBIX TAPAMETPOB
MapIIpyTU3aTopa ¢ MOMOIIbIO HHTepdeiica
komanaHou ctpoku (CLI) cuctemsr Cisco 10S;
Hactpoiika 6a30BBIX mapamMeTpoB
Mapupyruzaropa B CCP.

2/226

113.

JIP

Hactpolika MmapiipyTu3anuu: COCTaBICHUE CXEMBbI
cetu MluTepHeT; HacTpoiika 0a30BBIX TAPAMETPOB
MapuIpyTHU3aTropa ¢ HOMOIIbI0 HHTepdeiica
koMauaHou ctpoku (CLI) cucremsr Cisco 10S;
Hacrpoiika 6a30BbIX TapamMeTpoOB
Mapurpyruzaropa B CCP.
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114.

JIP

Hacrpoiika mappyTu3anuu: COCTaBICHUE CXEMBI
cetu MlHTEpHET; HacTpolika 6a30BbIX TApaMETPOB
MapuIpyTHU3aTopa ¢ HOMOIIbI0 HHTepdeiica
koMauaHou ctpoku (CLI) cucremsr Cisco 10S;
Hacrpoiika 6a30BBIX mapamMeTpoB
Mmapupyruzaropa B CCP.

2/230

115.

JIP

Kondurypamus cereit VLAN: Konduryparnus
cereid VLAN u TpankoBbIX kaHanoB; [louck u
yCTpaHEHHE Hemoaao0K B KoHpurypanuu VLAN;
Peanuzanusa cuctemsl 0e3onacHocTd cetd VLAN;

2/232

116.

JIP
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Peamuzarmsg cereit VLAN 11 cerMeHTaIlNNA CETENR
MPEINPUATHI MaJIoro U CpeHero Ou3Heca.

Kondurypamus cereit VLAN: Konduryparus
cereil VLAN u TpankoBbIX kaHasoB; [lonck n
yCTpaHEHUE Henojaiok B KoHpurypanuu VLAN;
Peanusanusa cucremsl 0e3onacHocT cetd VLAN;
Peanuszanus cereit VLAN my1st cermeHTanuu cetei
NPENPUATHIA MaJIOTO U CpeTHEro OM3Heca.
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117.

JIP

Kondurypauus cereit VLAN: Konduryparus
cereil VLAN u TpaHkoBbIX kaHas1oB; Ilonck n
yCTpaHEHHUE Henoja ok B KoHpurypanuu VLAN;
Peanuzanusa cuctemsl 0e3onacHocTd cetd VLAN;
Peamuzanusg cereit VLAN 11g cerMeHTallNU ceTEN
HPENNPUATHA MaJIOro U CpelHero Ou3Heca.
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118.

JIP

Mapupyruzanus mexxkay VLAN: Hacrporika
Mapupytusanuu Mexxay VLAN s kaxaoro
untepdeiica; Hactpoitka MapmpyTusamium MExIy
VLAN Ha ocHoBe crangapta 802.1Q u
TpaHkoBoro kaHana; [louck u ycrpanenue

HEMoJIaJOK B MapIIPyTHU3ALMHA MEXAY CETIMU
VLAN.
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119.

JIP

Mapmpyruzauus mexxny VLAN: Hacrpoiika
Mapupyruzaunu Mexay VLAN st kaxxaoro
uHTepdeiica; Hactpoiika MapipyTu3auy Mexm1y
VLAN Ha ocHoBe crangapra 802.1Q u
TpaHKOBOro KaHana; Ilouck u ycrpanenue
HEMOJIAN0K B MapIIPYTU3ALUU MEXIY CETAMU
VLAN.
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120.

JIP
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Mapmpyruzanus mexxny VLAN: Hacrpoiika
Mapupyruzaunu Mexay VLAN st kaxxaoro
uHTepdeiica; Hactpoiika MapmipyTu3aum Mexmy
VLAN Ha ocHoBe crangapra 802.1Q u
TpaHKOBOro KaHana; Ilouck u ycrpanenue
HEMOJIAN0K B MapIIPYTU3ALUU MEXIY CETIMU
VLAN.
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121.

JIP

Hactpolika crarnueckoi MapLpyTU3auu:
Hacrpoiika crarnueckux mapupytos [Pv4/IPv6
1o ymon4anuio; Pazpabotka u peanuzanus cXxembl
anpecanuu [Pv4 ¢ ucnons3oBanuem VLSM;

2/244

122.

JIP

Hactpoiika crarndeckoi mapuipytuszanuu: Pacuér
cymMapHbix mapuipytoB IPv4 u IPv6; Ilouck u
yCTpaHEHHUE HEMoJaJ0K CTaTUYECKUX MapIIpyTOB
IPv4 u IPv6.
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123.

JIP

Hactpoiika crarndeckoi mapuipytuszanuu: Pacuér
cymMapHbix mapuipytoB IPv4 u IPv6; Ilouck u
yCTpaHEHHUE HEMoJaJ0K CTaTUYEeCKUX MapIIpyTOB
IPv4 u IPv6.

2/248

124.

JIP

Hacrtpolika nuHaMuyeckoi MapiipyTU3aluu:
Hccnenoanue cxoqumoctu; CpaBHEHUE METOI0B
BbIOOpa nmyTu B npotokosuax RIP.
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125.

JIP

Hacrtpolika nuHaMuyeckoi MapIipyTU3aluu:
Hccnenoanue cxoqumoctu; CpaBHEHUE METOI0B
BbIOOpa nytu B npotokonax RIP. Hactpoiika
npotokosioB RIPv2 u RIPng.
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126.

JIP

Hactpolika nuHaMuyeckoil MapiipyTU3aluu:
Uccnenosanue cxonumocTtu; CpaBHEHHE METOIOB
BbIOOpa myTH B mpoTokosiax RIP. Hacrpoiika
npotokosoB RIPv2 u RIPng.
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127.

JIP

Hacrpoiika nporokonoB OSPF: Hactpoiika
6a3oBoro nmporokoia OSPFv2 nns ogHoi
obnactu; ba3osas HacTpoiika mpoTokosna OSPFv3
IUTSL OTHOM 00J1acT
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128.

JIP
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Hacrpoiika nporokonos OSPF: Hacrpoiika
6azoBoro mporokona OSPFv2 s onHoit
obnactu; ba3oBast HacTpolika MPOTOKOJIA
OSPFv3nns ogHolt obnacTu

2/258

129.

JIP

Hacrpoiika nporokonos OSPF: Hacrpoiika
6azoBoro mporokona OSPFv2 s onHo#t
obnactu; ba3oBast HacTpolika MPOTOKOJIA
OSPFv3nns ogHoit obnactu

2/260

130.

JIP

N3ydyeHne MexaHU3MOB pabOThI CO CTUCKAMHU
KOHTPOJIS IOCTYIA: HATJISIAHOE MPECTaBICHUE
pabotel ACL-criucka; HacTpoWKa CTaHAApTHBIX,
MMEHOBaHHBIX, 1)1 TUHUK VTY, pacuimpeHHbIX
ACL- ciuckoB JU1sl pa3JUYHBIX CIIEHAPUEB.

2/262

131.

JIP

N3ydyeHne MexaHU3MOB pabOThI CO CTUCKAMHU
KOHTpOJIs foctyna: [louck u ycrpaHnenue
Heronanok B padbore ACL-cniuckoB. Hactpoiika
ACL-criuckoB [Pv6;0TpaboTka KOMITJIEKCHBIX
MPAKTUYCCKHX HABBIKOB.

2/264

132.

JIP

N3yuenne MexaHn3MOB pabOTHI CO CIUCKaMHU
KOHTpoJIs focryna: Ilouck n ycrpanenue
Henonaaok B pabore ACL-criuckoB. Hactpoiika
ACL-cnuckoB [Pv6;0TpaboTka KOMIUIEKCHBIX
MPAKTUYECKUX HABBIKOB.
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133.

JIP

Hactpoiika ACL-cnuckoB: Hactpoiika u
npoBepka ctanaapTHbIX ACL-cniuckos;
orpannueHui VTY; pacupennbix ACL-
cnuckoB. [Touck 1 ycTpaHeHue HemonaI0kK B
HacTpolike u pazmenieHuu ACL-cniuckos.
Hacrtpoiika st [Pvo6.

2/268

134.

JIP

Hactpoiika ACL-cniuckoB: Hactpoiika u
npoBepka ctanaapTHbIX ACL-CIIUCKOB;
orpannueHui VTY; pacupennbix ACL-
cnuckoB. [Touck 1 ycTpaHeHue HemonaI0kK B
HacTpolike u pazmenieHuu ACL-cnuckos.
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135.

JIP
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Hactpoiika s IPv6.

N3zyuenne npotokonoB DHCP: 6azoBas
Hactpoiika DHCPv4 na mapuipyruzarope; Ha

kommyTaTope. [Tonck 1 ycTpaHeHHe HEMoIaI0K B
pabore DHCPv4;

2/272

136.

JIP

Hactpoiika cepsepa DHCPv6 6e3 oTcnexxuBaHus
COCTOAHHUA U C OTCIIC)KUBAHHUEM COCTOAHUSA.

[Torck U ycTpaHEHHE HETOJIA0K B paboTe
DHCPv6.

2/274

137.

JIP

N3yuenne nporokosna DHCP: nHactpolika
npotokosia DHCP ¢ momomnisto komang Cisco
10S. OTpaboTka KOMIUIEKCHBIX MPAKTHIECKUX
HaBBIKOB.
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138.

JIP

Nzyuenue npotokona DHCP: nactpoiika
npotokosia DHCP ¢ momomnisto komang Cisco
10S. OTpaboTka KOMIUIEKCHBIX MPAKTHIECKUX
HaBbIKOB.

2/278

139.

JIP

N3yuenue npotokona DHCP: nactpoiika
npotokona DHCP ¢ nomompto komann Cisco
I0S. OtpaboTka KOMIUIEKCHBIX MTPAKTHYECKUX
HaBBIKOB.
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140.

JIP

[TpeoOpa3oBaHue CETEBBIX aJIPECOB: U3yUCHUE
npuniuna padorsl NAT. Hactpoiika
cTaTudyeckoro u auHammyeckoro NAT.
Peanuszanus cTaTuueckoro 1 IMHaMHU4ECKOI O
NAT. Hactpoiika nepeagpecanuy IopToB Ha
mapmipyrusarope Linksys. [IpoBepka, mouck u
yCTpaHeHHE Hemoaaaok KoHpuryparuii NAT.

OTpa6OTKa KOMINJICKCHBIX TPAKTHYCCKHUX HAaBBIKOB.

2/282

141.

JIP
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IIpeoOpa3oBaHue CETEBBIX aIPECOB: U3yUCHUE
npuniuna padorsl NAT. Hactpoiika
CTaTHUYECKOT0 U JuHamuueckoro NAT.
Peanusanus cTaTH4eCKOro U AMHAMUYECKOTO
NAT. Hactpoiika nepeaapecanuy IopToB Ha
mapmipyrusarope Linksys. [IpoBepka, mouck u
ycTpaHeHue Henomanok koHpurypamuit NAT.
OTtpaboTKa KOMIUIEKCHBIX MTPAKTHYECKUX
HaBBIKOB.

2/284

142.

JIP

Nzyuenue pabotel ¢ NAT u PAT:mHactpoiika
nuHamuueckoro u ctatuaeckoro NAT, NAT-nyna

c neperpy3koit u PAT. [louck u ycrpanenue
Henoiaaok koHpuryparnuii NAT.
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143.

JIP

ITonroroBka
JOKJIazia u
Ipe3eHTalNH K
YPOKY-
KOH(EpEeHITNH

Nzyuenue pabotel ¢ NAT u PAT:mHactpoiika
nuHamuyeckoro u ctatuyeckoro NAT, NAT-nynac
neperpy3koit u PAT. [Touck u yctpanenue
Henoiaaok koHpurypanuii NAT.

2/288

144.

JIP

KouncyabTauuu

IK3aMeH

O6bém 00pa3zoBaTeibHOM HATpYy3KHU — 306 YacoB, U3 HUX:
CaMoCTOSATeJbHOM padoTsl — 10 yacos,

y4eOHOIl HArPy3KH BO B3aUMOJCHCTBHH C penogaBartesaeM — 288 yacos, B T.4.J1a00paTOPHBIX

padort - 144 yaca , KoHCyabTaIMK- 2 Yaca, IK3aMeH- 6 YacoB.

Pazpen 2.
Opranuszanus,
NPUHIUIBI
NOCTPOEHUS U
GyHKuUMOHUPOB
aHus
KOMIIbIOTEPHbI
X ceTeH

316

18
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M/IK.01.02. 316 18

Opranuszanus,

NPUHIUIBI

NMOCTPOEHUS U

(pyHkuuoHupos

aHus

KOMINbIOTEPHBI

X ceTel

Tema 2.1. Conep:xanue 68

MapmpyTusan

usi "
2.1.1 BBeenue B MmacmiradupoBaHue ceTei

KOMMYTalUsl. =

Macirra6upos Brenenue B macmrabupoBanue ceTeit 2/2 1 1 Jlexkuusa

anue ceren Peanusanus npoekra cetu. IIpoekT nepapxuueckon 2/4 1 2 Jlexums
CeTH.
Pacmmpenue cetu. 2/6 2 3 KY
BrI60p ceTeBbIX yCTPOUCTB. 2/8 2 4 KY
KommyTarnnonnoe o6opyoBaHue. 2/10 1 5 Jlexuusa
MapuipyTu3aTopsl. 2/12 1 6 Jlexmmst
VYnpasnsoomuye yCTponCTBa. 2/14 1 7 KY
2.1.2 U36bITOuHOCTH LAN
N36bITounocts LAN 2/16 1 8 Jlexnust
[TonsaTus nporokoia spanning-tree. 2/18 2 9 CemuHap
[IpenHnasHaueHue MPOTOKOIIA Spanning-tree.
[Mpunnun padoter STP. Tumnset nporokonos STP. 2/20 10 CemuHap
Hactpoiika nporoxona STP. 2/22 2 11 Pemenue

CUTYaIlMOHHBIX
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3aga4

Hactpoiika PVST+H. 2/24 12 Pemenue
CUTYaIlMOHHBIX
3a1a4y
Hacrpoiika Rapid PVST+. 2/26 13 Pemmenune Pabota c
CUTYallMOHHBIX | KOHCIIEKTOM,
3aga4 JIUTEPATYPOi
[Tpo6nems! HacTpoiiku STP. 2/28 14 Pemenue
CUTYAI[MOHHBIX
3a/1a4
2.1.3 ArperupoBaHue KaHAJIOB
OCHOBHBIE OHATHUS arpErUPOBAHUS KAHAJIOB. 2/30 15 Jlexuus
ArperupoBaHue KaHaJIOB.
[Tpunnun padoter EtherChannel. 2/32 16 KY
Hactpoiika arperupoBanus kaHanos. Hactpoiika 2/34 17 Pemenune Pabota ¢
EtherChannel. CUTYaLIMOHHBIX | KOHCIIEKTOM,
3a1a4 JINTEPATypOu
[TpoBepka, MOUCK M yCTpaHEHHE HEMOJIAIOK B 2/36 18 Pemenne
pabote EtherChannel CUTYaIIMOHHBIX
3a1a4
2.1.4 becnipoBOIHbIE JIOKAJIbHbIE CETH
becnipoBoHBIE TOKAIBHBIE CETH 2/38 19 Jlexus
Konnenmun 6ecipoBoiHO# cBsi3u. BBeaenue B
OecripoBoHYIO cBsi3b. KommoneHTs! ceteit WLAN
. Tononoruu cereit WLAN 802.11. [Ipuniumne: 2/40 20 Jlexusa
paboTHI OECTIPOBOAHOM JIOKATBLHOM CETH.
Crpykrypa kazapa 802.11. ®yHKIHOHUpPOBaHKE 2/42 21 Jlexmms

OeCTIPOBOIHOM CBSI3U. YTIPaBICHUE KaHATaAMHU.
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be3omnacHOCTh OeCTIPOBOTHBIX JIOKATBHBIX CETEH. 2/44 22 Jleknus

VYrpossl g cereidr WLAN. Obecnieuenue

6e3omacuoct WLAN..

Hacrpoiika 6ecripoBOIHBIX JTOKAIBHBIX CETEH. 2/46 23 KY Pabota c

Hacrpoiika 6ecripoBogHOTO MapIIpyTH3aTOpa. KOHCIIEKTOM,

JIUTEepaTypou

HacTtpoiika 6ecripoBogHbIX KIHEHTOB. [Touck u 2/48 24 Ky

YCTpaHEHHE HemoJaag0K B padote cereir WLAN

2.1.5 HacTpoiika u ycTpaHeHHe HEeNoJIaA0K B

padore OSPF nust onHoit o6s1acTu

HacTtpoiika u ycTpaHeHue HEemoIa10K B padore 2/50 25 Jlexnus

OSPF nuist ogHo# 00nactu

Pacmmpennbie napamerpsl npotokona OSPF mis

OJIHOI 06sacTH.

MapupyTuzanys Ha ypOBHAX paclpeneieHus u 2/52 26 KY

spa. OSPF B ceTsix ¢ MHOKECTBEHHBIM JJOCTYIIOM.

PacmipocTpanenue mapuipyTa 1o yMoJI4aHUIo.

Tounast HacTpoiika uatepdericoB OSPF. 3amura 2/54 27 KY

OSPF. Ycrpanenue HenosaloK pean3anuu

npotokosia OSPF nist omHo# obmacTy.

Cocrapnstoniue mpoueaypbl IOMCKa U yCTpaHEHUS 2/56 28 Pemienne PaGora ¢

Hernonaaok B pabore OSPF nnst ogHol 06macTw. CUTYaIMOHHBIX | KOHCIIEKTOM,
3a71a4 JIUTEPATYPO

ITouck u ycTpaHeHue HEMOIAal0K B 2/58 29 Pemenune

mapmpyrusanuu OSPFv2 mis ogHol obnactw. CUTYallMOHHBIX

ITouck u ycrpanenue Henonagok B OSPFv3 nis 3a1a4

OJTHO¥ 00JacTH

2.1.6 OSPF nas HeckoabKUX olJacTeit

OSPF muis HeckonpKkux obiacTeit 2/60 30 Jlexmus

[Mpunun padotsr OSPF i HeckonbkuxobmacTeit.

Hasznauenue OSPF mns Heckonbpkux o0aacTeil.

38




[Mpuanmn pabote! nakeroB LSA B OSPF mns 2/62 1 31 Jlexmus
HECKOJIbKUX obnacreil. Tabnuna Mappyruzanun
u tunsl Mmapupytos OSPF.
Hacrpoiika OSPF mys Heckonpkux o0macTei. 2/64 2 32 Pemenune
CUTYAI[MOHHBIX
3a1a4
O6benuaenue mapipyroB OSPF. [Tposepka OSPF 2/66 2 33 Pemenne [ToBTOpEeHME
IUISL HECKOJIBKUX 00J1acTei. CUTYaIIMOHHBIX | MaTepuasa
3aza4
KontponbHas padota 2/68 3 34 KonTtponbHas
paborta
JlabopaTopHbie padoThl 62
Pa3BepThiBaHNE KOMMYTHPYEMOM CETH C 2/70 3 35 JIP
pe3epBHBIMU KaHAJIAMHU
Hacrpoiika Rapid PVST+, 2/72 3 36 JIP
Hacrpoiika Rapid PortFast 2/74 3 37 JIP
Hactpoiika BPDU Guard 2/76 3 38 JIP
Hacrpoiika nporoxona GLBP 2/78 3 39 JIP
Omnpenenenne TUMTOBBIX OMIMOOK KOH(DUTYypaluu 2/80 3 40 JIP
STP
Hactpoiika EtherChannel 2/82 3 41 JIP
[Touck u ycTpaHeHHe HEMOIa0K B paboTe 2/84 3 42 JIP
EtherChannel
ArperupoBaHue KaHaJIOB 2/86 3 43 JIP
ArperupoBaHue KaHaJIOB 2/88 3 44 JIP
Hacrpoiika 6ecipoBOIHOTO MapIIpyTH3aTOpa U 2/90 3 45 JIP
KIJIMCHTA
Hacrpoiika 6a3zoBoro nmporokona OSPFv2 ms 2/92 3 46 JIP

OIIHOH 00acTh
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Hactpoiika 6a3oBoro nporokona OSPFv2 mns 2/94 3 47 JIP
OJTHOM 00JacTH

Hacrpoiika 6a3zoBoro mporokona OSPFv2 mns 2/96 3 48 JIP
OIIHOH 00acTh

Hactpoiika OSPFv2 B ceTu MHOKECTBEHHOTO 2/98 3 49 JIP
JOCTYyTIa

Hacrpoiika pacmmpennbix Gynkiuit OSPFv2 2/100 3 50 JIP
Hacrpoiika pacimpennsix ¢pynkuuit OSPFv2 2/102 3 51 JIP
[Towck u ycTpaHeHHe HeMoIaI0K B paboTe 2/104 3 52 JIP
O0CHOBHBIX MpoTOoK00B OSPFV2 1 OSPFV3 mis

OJTHOM 00J1acTH

[Touck u ycTpaHeHHe HEMOIAI0K B padboTe 2/106 3 53 JIP
YCOBEpIIEHCTBOBAHHOTO TTpoTokosia OSPFv2 mnst

OIIHOH 00acTh

Brnanenue HaBbIKaMU MOUCKA U YCTPAHEHUSI 2/108 3 54 JIP
Heronanok B pabore OSPF

Brnanenue HaBbIKaMU MOUCKA U YCTPAHEHUSI 2/110 3 55 JIP
Hernonagok B pabore OSPF

Hacrpoiika OSPFv2 njis HeckonbKkux oOacTei 2/112 3 56 JIP
Hacrpoiika OSPFv2 njis HeckonbKkux oOactei 2/114 3 57 JIP
Hacrpoiika OSPFv3 nys HeckoabKux oOnacTei 2/116 3 58 JIP
Hacrpoiika OSPFv3 mis HeckonbKkux oOactei 2/118 3 59 JIP
[Touck u ycrpanenue Henonanok B pabore OSPFv2 2/120 3 60 JIP
u OSPFV3 u1st HECKOJIBKUX 001acTei

BrimmonHeHHe KOMIUIEKCHOTO 3aJaHUsA 110 2/122 3 61 JIP
KOMMYTaIlUH

BrimmonHeHHe KOMIUIEKCHOTO 3aJaHUsA 110 2/124 3 62 JIP
KOMMYTaIlUH

BrimmonnHeHHEe KOMIDIEKCHOTO 3aJaHus 110 2/126 3 63 JIP
MapuIpyTU3aluu

BrimmonHeHHe KOMIUIEKCHOTO 3aJaHUsA 110 2/128 3 64 JIP

MapILIPyTU3ALUU
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BrinonHeHne KOMIUIEKCHOTO 3aaHuUs 110 2/130 3 65 JIP IToaroroska
MacCIITaOUPOBAHUIO CETH OTYETOB
Tema 2.2. Conepxanue 78
Coe[inHeHne 2.2.1 lloaxkaroYeHne K rjo0aJbLHON ceTH
ceTeid.
IMoaxmroueHue K r100aIbHOM CETH 2/132 3 66 Jlexmus
00630p TexHosoTHi TII00anEHOM ceTH. Llenb
cO34aHus TNIO0AIBHEIX CETEH.
[ToaxiroueHne K II100AILHOM CETH 2/134 2 67 Cemunap
00630p TexHosorHi rI0daIpHOM ceTu. Llens
co3gaHus TVIO0AIBHBIX CETEN
[Tpuniun paboThl r100aNbHOM CeTH.. 2/136 1 68 Jlexuus
CepBHuCHI TTI00ATEHOMN CETH. 2/138 2 69 Cemunap
WHdpacTpyKTypsl YaCTHBIX TJI00ATBHBIX CETEH. 2/140 2 70 KY
NudpactpykTypa 00111e 10CTYITHOM II100aTBHOM 2/142 2 71 KY Pabora c
ceTu. Beibop cepBHCOB ri100anbHOM CeTH KOHCIIEKTOM,
JIUTEepaTypou
2.2.2 CoequHEeHHE KTOYKA-TOYKA)
CoenuHEeHNE «TOUKA-TOYKA) 2/144 2 72 KY
O0630p mocIeI0BaTENLHOTO COSIUHEHUS «TOYKA-
Toukay. CBS3b 10 TOCIEIOBATEIILHOMY KaHaTYy.
CoenHEHNE «TOYKA-TOYKa)) 2/146 2 73 Pemenne
O630p IIOCJICOOBATCIIBHOT'O COCANHCHUA «TOYKA- CUTYaIlMOHHBIX
To4Kay. CBA3b 10 MOCIIEA0BATEILHOMY KaHAITY. 3a1ay
WNukancymsuus HDLC. [Tpunuun paboTsl 2/148 2 74 KY
nporokoiua PPP. IIpeumymecrsa nporokoia PPP.
Nukancymsuus HDLC. [Tpunuun paboTsl 2/150 2 75 Pemenune
nporokona PPP. [Ipeumymiectsa nporokona PPP. CHUTYaIIMOHHBIX
3a1a4
LCP u NCP. 2/152 2 76 Ky
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LCP u NCP. 2/154 77 Pemenue
CUTYaI[HOHHBIX
3a1a4y
Ceancol PPP. Hactpoiika npotokona PPP. 2/156 78 KY
Hacrpoiika nmporokona PPP.
Ceancel PPP. Hacrpoiika nporokosa PPP. 2/158 79 Pemenue Pemenune
Hacrpoiika nporokona PPP CUTYallUOHHBIX | CUTYallMOHHBIX
3a1a4 3ama4y
Aytentuduxanus PPP. Otnaaka coennnenmit 2/160 80 KY
WAN. Otnagka PPP
Aytentuduxanus PPP. Otnanka coenqunennii 2/162 81 Pemenne
WAN. Otnagka PPP CUTYallMOHHBIX
3a1a4
2.2.3 PemieHus1 LIMPOKOIOJIOCHOIO 10CTYIIA
Pemenus mmpoKonosocHOro A0CTyma 2/164 82 Jlexuus
VY nanéunas padora. [IpenmyiecTa ynanéHHOM
paboTHI.
buznec-TpeboBanms 17151 yaanEHHBIX PAaOOTHHUKOB. 2/166 &3 Jlexuusa
CpaBHeHME pelIeHUH HTUPOKOMOIOCHOTO JIOCTYTIA. 2/168 84 KY
Kab6ens. DSL.
BecripoBoiHBIE IMPOKOTOIOCHKIE ceTH Bribop 2/170 85 Jlexuus
pelieHui MUPOKOIOJIOCHOTO JOCTYyIA.
Hacrpoiika noakmrouenuit xDSL. 2/172 86 KY
0630p PPPoE. Hactpoiika PPPoE 2/174 87 KY
2.2.4 3ammTa Me:xXPUIHAIBHON CBSI3H
3ammTa MeX(pIHATEHON CBA3U 2/176 88 KY
Cetu VPN.
Ocnogsl cererr VPN. Tunsl ceteit VPN. 2/178 89 KY
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Tynnenmu GRE mexny oobekramu. OcaoBel GRE. 2/180 90 KY
Hacrpoiika tynneneit GRE.
O6mme ceenenus o6 [Psec. 3ammra mpotokosna IP. 2/182 91 Pemenne
CrpykTtypa npotoko:na IPsec. CUTYyallMOHHBIX
3amaq
Oo6mue ceenenus 06 [Psec. 3amura nporokosna IP. 2/184 92 Pemenue
CrpykTypa npotokona [Psec. CUTYaLIMOHHBIX
3amaq
VYV nanéunsiii nocryn. Pemenuss VPN mis 2/186 93 KY
yaanénnoro nocryna. Cetu VPN ynanéHnoro
JIOCTyTa C ucroiab3oBanuem IPsec
VY nanénnslii nocryn. Pemenus VPN nns 2/188 94 Pemenue
yaanéunoro noctymna. Cetu VPN ynanénnoro CUTYallMOHHBIX
JIOCTyTIa C UCroiab30BaHueM IPsec 3a1ay
2.2.5 Monutopunr Cetu
MonuTtopunr Cetu 2/190 95 KY PaGora ¢
KOHCIIEKTOM,
JIUTEPaTypou
Syslog. ITpuntun padotsr Syslog. Hactpoiika 2/192 96 KY
Syslog.
Syslog. ITpuntun padotsr Syslog. HacTtpoiika 2/194 97 KY
Syslog.
SNMP. I[Tpunnun padotet SNMP. Hacrpoiika 2/196 98 KY
SNMP.
NetFlow. [Tpunmun pa6otsr NetFlow. Hactpoiika 2/198 99 Pemenue
NetFlow. I[IpoBepka mozaeneit Tpaduka. CUTYaIIMOHHBIX
3a1aqy
NetFlow. [Tpunnun padotsr NetFlow. Hactpoiika 2/200 100 Pemenue
NetFlow. IIpoBepka mojeneit Tpaduka. CUTYalIMOHHBIX
3amaq

2.2.6 OT1iaaKka ceTH
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Otnanka cetu. Ilonck u ycTpaHeHHe HENOIAI0K C 2/202 2 101 KY
HCII0JIb30BaHUEM CHCTEMHOIO MOJIX0/1a.

Joxymenranus 1o cetu. IIpouenypa nmoucka u

YCTpPaHEHUS HEIMOJIAJIOK.

N3omnsiius mpoOaemMbl ¢ TOMOIIBIO 2/204 2 102 KY
MHOTI'OYPOBHEBBIX MOJCIIECH.

Otnanka cetu. CpencTBa NOMCKa U yCTPaHEHUS 2/206 2 103 Pemenue
HenosagoK. CUMITOMBI M IPUYUHBI OTIAJKHU CETH. CUTYAI[MOHHBIX
ITorck u ycTpaHeHue HenoJaJloK CBs3U B ceTax IP. 3a1a4
Otnanka cetu. CpecTBa MOWCKA U yCTPAHEHUS 2/208 2 104 Pemenue
HenoJsiagoK. CUMITOMBI M IPUYUHBI OTJIAAKHU CETH. CUTYaIIMOHHBIX
[Touck u ycTpaHeHue HeMoJal0K CBs3M B ceTax IP. 3a1a4
JlabopaTopHbie padoThI 78

HacTtpoiika 6a3oBoro PPP ¢ ayrentudukanueit 2/210 2 105 JIP
HacTtpoiika 6a3oBoro PPP ¢ ayrentudukanueit 2/212 2 106 JIP
Otnanka 6a3oBoro PPP ¢ ayrenTuduxanmeit 2/214 2 107 JIP
Otnanka 6a3oBoro PPP ¢ ayrenTuduxanmeit 2/216 2 108 JIP
[Iposepka PPP 2/218 2 109 JIP
[Iposepka PPP 2/220 3 110 JIP
Hacrpolika MmapuipyTtu3aropa B KaUeCTBE KIIMEHTA 2/222 3 111 JIP
PPPoE nns nonkmouenuss DSL

Hactpoiika MmapimipyTtu3aropa B KaYeCTBE KIMEHTA 2/224 3 112 JIP
PPPoE mns noakmarouenus DSL

Hactpoiika Mmapuipytu3aropa B Ka4ecTBE KJIMEHTa 2/226 3 113 JIP
PPPoE mnsa nonxnrouenust DSL

Hactpoiika Mmapuipytr3aropa B Ka4ecTBE KJIMEHTa 2/228 2 114 JIP
PPPoE mnsa nonxnrouenust DSL

Hacrpoiika tynnenss VPN GRE no cxeme «rouka- 2/230 2 115 JIP
TOYKa»

Hacrtpoiika Tynnenst VPN GRE no cxeme «Touka- 2/232 2 116 JIP

TOYKa»
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Hacrpoiika tynnens VPN GRE no cxeme «rouka- 2/234 2 117 JIP
TOYKa»

Hactpoiika tynnenss VPN GRE no cxeme «rouka- 2/236 2 118 JIP
TOYKa»

Pa3paboTka TeXHUYECKOTO OOCTY)KUBAHUS CETH 2/238 3 119 JIP
PazpaboTka TeXHUYECKOTO 00CITY)KUBAaHUS CETH 2/240 3 120 JIP
Hacrpoiika Syslog u NTP 2/242 3 121 JIP
Hacrpoiika Syslog u NTP 2/244 3 122 JIP
N3ydenne mporpaMMHOTO 0OeCTIeueHUS IS 2/246 3 123 JIP
MOHHUTOPHHTA CETH

N3ydenne mporpaMMHOTO 0OeCTIeueHUS IS 2/248 3 124 JIP
MOHHUTOPHHTA CETH

Hactpoiika SNMP 2/250 3 125 JIP
Hacrpoiika SNMP 2/252 3 126 JIP
Hactpoiika SNMP 2/254 3 127

Hactpoiika SNMP 2/256 3 128 JIP
COop u ananu3 nanHbix NetFlow 2/258 3 129 JIP
COop u ananu3 nanHbix NetFlow 2/260 3 130 JIP
COop u ananu3 ganHbix NetFlow 2/262 3 131 JIP
CO6op u ananu3 nanHbeix NetFlow 2/264 3 132 JIP
NHcTpymeHTapuil ceTeBOro aIMUHUCTPATOPA IS 2/266 3 133 JIP
HAOIIOICHUS

HNHcTpymMeHTapuii ceTeBOro aAMUHUCTPATOpA IS 2/268 3 134 JIP
HaOJIIOJEHUS

HNHcTpymMeHTapuii ceTeBOro aAMUHUCTpaTOpa s 2/270 3 135 JIP
HaOJIIOJEeHUS

HNHcTpymeHTapuil ceTeBoro aIMUHUCTPATOPA I 2/272 3 136 JIP
HaOJIIOICHUS

CoOoii B paboTte cetn 2/274 3 137 JIP
COoii B paboTe ceTu 2/276 3 138 JIP
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Pa3paboTrka qokyMeHTauu 2/278 3 139 JIP
Pa3paboTrka qokyMeHTauu 2/280 3 140 JIP
[IpoekTupoBaHue COETUHEHUS CETEN 110 BapUAHTaM 2/282 3 141 JIP
[IpoekTupoBaHue COEAUHEHUS CETEN 110 BApUAHTAM 2/284 3 142 JIP
CoenuHeHue ceTei Mo BapuaHTaM 2/286 3 143 JIP IToarororka 1
OTUYETOB
Conep:xkanue 30
Kypcosoe [TocraHoBKa 3a71aun KypcoBoro npoekraPa3paborka | 2/288 3 144 Koncynpramus | [loaroroBka 1
NMPOEKTHPOBA
e TeXHU4UecKoro 3amanusg OIucaHue TEXHUYECKUX K KII T3 Ilouck
TpeOOBaHUM K CeTH HUCTOYHUKOB U
JTUTEPaTypHI
[IpeanpoekTHOE UCCIEeI0BaHUE TPEAMETHOU 2/290 3 145 Koncynbranus
obnactu Onrucanue NpeAnpUsITHs, €ro K KII
WH(pOPMAIMOHHBIX TOTOKOB, cymecTByromux IT
pELICHHH U ceTen
Brei6op u ob6ocHoBanme Tomonoruu cetu. Beibop u | 2/292 3 146 Koncynpramus
000CHOBaHHE THUIIOB KaHAJIOB CBS3U CETMEHTOB k KII
ceTu
Br100p 1 000cHOBaHME TEXHOJIOTUU KauecTBa 2/294 3 147 Koncynpramms
00CITy>)KUBaHUS k KII
Br10op 1 onrcanue ceTeBoro 060pynoBaHUs 2/296 3 148 Koncynpramus | Opopmienue |1
k KII MOSICHUTEIBHO
1 3aIIMCKU
KYPCOBOTO
MPOeKTa
Br16op u onricaHue ceTeBbIX TPOTOKOJIOB 2/298 3 149 Koncynbramnus
Hacrpoiika ceTeBbIX Ciryx0 K KII
[IpoekTpoBaHUE CHCTEMBI IPECaIUA CETMEHTOB 2/300 3 150 Koncynpramus |[Odopmienue |1
CeTH k KII [OSICHUTEIbHOMN
3aMKUCKU
KYypCOBOTO
pOEKTa
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ArperupoBaHue KaHajaoB. BeiOop u onucanue 2/302 3 151 Koncynpramus | Opopmuenue |1
METOOB U CPEJCTB YAAJICHHOTO JOCTYIIA. k KII MOSICHUTEIEHO
1 3aIIMCKHU
KypCOBOTO
MpOEKTa
Onucanue MOAKIOYEHUH K ITI00aNbHOM ceTH 2/304 3 152 Koncynpranus
k KII
Cocranenue miaHa aIMUHUCTPUPOBAHUS CETH. 2/306 3 153 Koncynbranus
Br16opu mpuMeHeHne HHCTPYMEHTAPHS k KII
aJIMUHHCTpaTOpa
Br160op MeTo/10B 1 cpeicTB 0OecredeHus1 KauecTBa, 2/308 3 154 Koncynpramus |(Odopmienue |1
HAJIe)KHOCTH CETH, ONTMCAHKE MPOLIEAYP OTIIAJIKH, K KII MOSICHUTEIbHOU
TECTUPOBAHUS, MOHUTOPUHTA, YCTpaHEHUs cO0eB 3aMCKU
cetu. ObecrieueHne OE30MACHOCTH CETH. KYpPCOBOTO
MpOEKTa
JoxymenTtupoBanue cetu. OdopmiieHne 2/310 3 155 Koncynbranus | Odopmnenue |1
MOSICHUTEIIBHOM 3aIIMCKHU KYpCOBOT'O MPOEKTA k KII [MOSICHUTEIHHO
1 3aKMCKU
KYypCOBOTO
MPOEKTa
OdopmieHne yepTexei MpoeKTa 2/312 3 156 Koncynpranus | Odbopmnenne |1
K KII yepTexen
MPOEKTa
IToaroroBka gokiaga v Npe3eHTALMU TPOEKTa 2/314 3 157 Koncynpranus | [lonroroska |1
K KII JOKJIaga u
Mpe3eHTaINH
3ammTa KypcoBOTO POSKTa 2/316 3 158
KouncyabTanuun 4
9K3aMeH 6

O6bém 00pazoBaTeIbHOM HATPY3KHU — 316 YacoB, U3 HUX:

CaMoCTOSITeJIbHO PagoThl — 18 yacoB , y4ueOHOM HATPY3KH BO B3aUMO/IelCTBUH C NpenogaBaresaeM 286 yacos,

B T.4. J1a0opaTopHbIX padoT -140 4., kypcoBoro npoexkrupoBanus 30 4. , KOHCYJIbTalHH- 4 Yaca, IK3aMeH — 6
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acoB.

VYuebHas mpakTuka (cogepkanue B paboyeil mporpaMme MpakTHKN) 144
yaca

[IpousBoacTBEeHHAs MpakTHKa (coaep:kaHue B paboueil mporpaMMe MpakTUKH) 216
4acos

Koncynbranuu k sx3ameny no [IM.01

IIpomexyrounas atTectanus — 3k3amed no [IM.01 6 yacoB

Hroro mo IIM 01 O0bém oOpa3zoBarenbHoil Harpy3ku — — 1016 yacos, u3
HHUX:CAMOCTOSITEJIbHOM PadoThl — 28 4yacos,
HArpPy3KH BO B3aUMOJECTBUM ¢ NpenogaBareneM — 964 yaca,
B T.4. 1a00paTOPHO-NPAaKTHYeCKHUX PadoT -284 yacoB, koHcyabTanmii -6 yacos . [IMA (3x3ameHoB) - 18 yacoB.y4eOHoOlH
npakTuku — 144 yaca, npou3BOJACTBEHHOM NPaKTUKHU- 216 yacos.
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3. YCJIOBUSA PEAJIU3AIIUU PABOYEM ITPOT'PAMMBI
INPOPECCHUOHAJIBHOI'O MOAYJIA

3.1. [das peanusanum padodeidi mnporpaMmsl Npo(ecCHOHATIBLHOI0
MOAYJA [JO0JLKHbI ObITh MPeXyCMOTpPEHbI CJeayHlnue ClenuaJdbHbIe
MOMeIICHUS:

JlaGoparopus «OpraHuzanusi U OPUHLHUIB TTOCTPOEHUS KOMIIBIOTEPHBIX
CHUCTEM», OCHAIIICHHBIE B COOTBETCTBUU C 1. 6.1.2.1. [TpuMepHOil nporpaMmMbl MO
crietimanbHOCTH 09.02.06 «CeTeBOE M CUCTEMHOE AJIMUHUCTPUPOBAHUE.

Cryaus IlpoexkTupoBaHus U JM3ailHA CETEBBIX APXUTEKTYP U MHKEHEPHOMN
rpadyKu, OCHAIIIEHHAs] B COOTBETCTBHUM C M. 6.1.2.2. IlpumepHO#l nporpaMmsl 10
cnenuanbHocTH 09.02.06 «CeTeBoe U CHCTEMHOE aAMUHUCTPUPOBAHUE.

OcHaiennble 0a3bl MpakTHUKW, B cooTBeTcTBUU ¢ 1 6.1.2.3 TlpumepHoii
nporpamMbl o cnenuanbHoctTH  09.02.06  «CeTreBo€ U CHUCTEMHOE
aAMUHUCTPUPOBAHUE.

3.2. UndopmannoHHoe obecnevyeHue peajsn3auuu NporpaMmbl
Jisg peanu3zanuu MporpaMMbl  OMOIMOTEUHBI (OHI 00pa3oBaTENbHOM

OpraHM3aliM JO0JKEH MUMETh MeYaTHbIE W/MIIM 3JIEKTPOHHBbIE 00pa30BaTEIbHbIEC U
WH(POPMALIMOHHBIE  PECypChl, PEKOMEHAyeMble JUIi  HWCIOJIb30BaHUA B
o0pa30BaTeIbHOM IPOLIECCE.

1) TOCT P 53245-2008  Cuctembl KaOelbHBIE CTPYKTYpUPOBAHHBIE.
MoHTaX OCHOBHBIX y3JI0B CHCTEMbI. METO bl UCTIBITAHUS

2) mo I'OCT P 53246-2008 Cucremsl KaOeabHbIE CTPYKTYPUPOBAHHBIE.
[IpoexTupoBaHre OCHOBHBIX Y37I0B cUcTeMBI. OO01IMe TpeOoBaHUs

3) T'OCT 2-105-95 ECK. O6mmue TpeGoBaHMs K TEKCTOBBIM IOKyMEHTaM

4) T'OCT 2.109-73 ECK/I. OcHOoBHBIEC TpeOOBaHUS K YePTEIKAM

5) TOCT 2.108-68 (ct COB 2516-80) M3rotoBieHne cOOpOUHBIX YePTEKEH

u crienuduKkanun

6) 'YK M. AnnapartHblie cpeacTBa JIOKaIbHBIX ceTeil. Duuuknoneaus. CIIO:
[IUTEP, 2013

7) Makcumos H.B., ITonmo 1.1.. KommbroTepasie cetu: yued. [Tocobue -M.:
OOPYM: UHOPA-M 2017.

8) Muxanpuenko C.I'., EpemeeBa E.A. KoMmnbloTepHbIE CHCTEMBI U CETH.
[IpoektupoBanue kommbroTepHbIX ceTeil B makere OPNET-Tomck, U3zn. TI'Y
CVYwuP, 2019

9) Muxanbuenko C.I'., MBanoB B.B. KommnbloTepHble CUCTEMBI U CETH.
[IpoekTupoBaHre KOMIBIOTEPHBIX ceTell Ha Oa3e mapmpytu3aTtopa CISCO-2801

OPNET - Tomck, U3n. TT'Y CYwuP, 2018

10) HopoxxmwiioB E.O. KommbroTepHble ceTt: ydeb. mocodue s CTy/I.
yapexenuit cpea. npod. odpazoranus / E.O.Hosoxunos, O.I1.Hopoxwuios. — 2-
e u3nanue nepepad. u qomn. — M.: U3marensckuii meHTp «Axagemusy», 2013.

11) Omudpep B.I'., Omudep H.A. Komnbrorepusie cetu. IlpuHummei,
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TexXHOJ0ruH, mpotokoisl. — CII0.: U3natensckuit nom «Ilutep», 2017.

12) Yusicon O. MOHUTOPUHT W aHanu3 ceTeid. MeToasl BbIABICHUS
HeucnpapHocTel / O Yuncon. — M.: JIOPU, 2012.

13) UekmapeB HO.B. JlokanbHble BBIUMCIHUTENBbHBIE ceTH. 3gaHue BTOpOE,
ucrpasieHHoe u gqonoiaHenHoe. — M.: JIMK Ilpecc, 2016.

NHTEepHET-UCTOYHUKH:

1 DnexkTpoHHas OHOMMOTEUHAsl cUCTEMa OOpPa30BATEIBHOTO YUPEKIACHHUS C
MHTEPHET-I0CTYIIOM K pecypcam

2 Kypnan cereBbix pemenuii LAN [OnektponHsbIil pecypc]. — Pexum no-
ctyna: URL:http://www.osp.ru/lan/#/home.

3 JKypHas1 0 KOMIOBIOTEPHBIX CETAX U TEIEKOMMYHUKALIMOHHBIX TEXHOJIOTHIX
«CetH 1 cUCTEMBI CBA3W» [ DNEKTpOHHBbIN pecypc]|. — Pexum nocryna: URL:
http://www.ccc.ru/.

4 Hay4yHO-TeXHUYECKH u HAy4YHO-TIPOU3BOICTBEHHBIN KypHa
«MHpopmaloHHbBIe TEXHONIOTHI» [DNEeKTpoHHBIH pecypc]. — Pexum noctyna:
URL: http://www.novtex.ru/IT/.

1. HaumnonaneHeiii OtkpeiTeiii YHUBepcuteT «MHTYUT» [DnexkrpoHHBIM
pecypc]. — Pexum poctynma: URL: http://www.intuit.ru/. ( B T.4. CemenoB A.b.
AJIMUHUCTPUPOBAHUE CTPYKTYPUPOBAHHBIX KaOenbHbIX cucteMm; CemeHoB A.DB.
[IpoekTupoBaHre © pacyeT CTPYKTYPUPOBAHHBIX KaOEJIbHBIX CHCTEM H
komnoneHToB; Bacun H.H. Tloctpoenme cereli Ha 0a3ze KOMMYTaTOpOB H
MapIIpyTU3aTOPOB U JIp.)
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4. KOHTPOJIb 1 OIIEHKA PE3YJIbTATOB OCBOEHUA
HNPOPECCHUOHAJIBHOI'O MOAYJIA

Konx u HaumeHnoBaHue

npodecCHOHABHBIX U

OOIIMX KOMITETCHIIUI,
(bopMHpyEeMBIX B
paMKax MOJYJIst

Kpurepun onenku

MeTtonasl o1ieHKH

[IK 1.1. BeimosHATH
MIPOEKTUPOBAHHE
KaOeIbHOMN CTPYKTYphI
KOMIIBIOTEPHOM CETH.

OreHKa «OTJIUYHOY - TEXHHUECKOE
3aJlaHKe TIPOAHATH3UPOBAHO,
aITOpPUTM pa3paboTaH,
COOTBETCTBYET TEXHHUECKOMY
3aJlaHuio ¥ 0ohopMIIeH B
COOTBETCTBUH CO CTaHIAPTaAMH,
TIOSICHEHBI €T0 OCHOBHBIC
CTPYKTYPHI.

O1eHKa «XOPOIIO0Y -aJTOPUTM
paspabotas, ohOpMIIECH B
COOTBETCTBHUH CO CTaHIapTaMH H
COOTBETCTBYET 33aHUI0, TIOSICHEHBI
€ro OCHOBHBIE CTPYKTYPHI.

O1eHKa «y/10BJIE€TBOPUTEIBHO)Y -
QITOPUTM pa3paboTaH U
COOTBETCTBYET 3a/IaHUIO.

DOk3ameH/3a4er B popme
cobeceI0BaHNA:
NpPaKTHYECKOE 3aJaHne
10 TIOCTPOCHHIO
aNropUTMA B
COOTBETCTBUH C
TEXHUYECKUM 3a/JaHHEM

3arura 0OTYETOB 10
MPAKTUYECKUM U
nabopaTOpHBIM paboTam

IK 1. 2.
OcymiecTBISITH BEIOOP
TEXHOJIOTHH,
MHCTPYMEHTAJIbHBIX
CPEICTB U CPE/ICTB
BBIYMCIIUTEIBHOM
TEXHUKH MpU
OpraHu3anu
mporiecca pa3paboTKu
1 UCCIIEJIOBAHUS
00BEKTOB
npodeCcCuOHATBHON
JeSITEILHOCTH.

OrneHka «0TJIMYHOY - TEXHUYECKOE
3aJlaHHE TPOAHATU3HPOBAHO,
aITOPUTM pa3paboTaH,
COOTBETCTBYET TEXHHUUECKOMY
3aJlaHuio ¥ 0ohopMIIeH B
COOTBETCTBUM CO CTAHJAPTaMH,
HOSICHEHBI €70 OCHOBHBIE
CTPYKTYPBI.

OneHka «xopouo» -aaropuTM
pa3paboraH, opopMmIIEH B
COOTBETCTBHUH CO CTAaHIApPTaMH U
COOTBETCTBYET 33aHUI0, TIOSICHEHBI
€r0 OCHOBHBIE CTPYKTYPHI.

OrneHka «y/10BJ1eTBOPHTEIbHO)Y -
QITOPUTM pa3paboTaH U
COOTBETCTBYET 33JaHUIO.

Dk3aMmeH/3aueT B hopme
cobeceI0BaHNA:
MPaKTHYECKOE 3a/IaHUE
10 TOCTPOCHHIO
aJTOpUTMA B
COOTBETCTBHUH C
TEXHUYCCKHUM 33T1aHUEM

3arura 0OTYETOB 10
MPAKTUYECKUM U
n1abopaTOpHBIM paboTam
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IK 1. 3.
ObecnieunBaTh
3alIUTy UH(GOPMAIHH
B CETH C
UCTIOJIb30BaHUEM
POTrPaMMHO-
anmapaTHBIX CPECTB.

O1eHKa «0TJIMYHOY - TEXHUYECKOE
3aJaHKe MPOaHATU3UPOBAHO,
QITOPUTM pazpaboTaH,
COOTBETCTBYET TEXHUYECKOMY
3aaHHIO0 U 0POPMIICH B
COOTBETCTBUH CO CTaHJApTaMH,
HOSICHEHBI €T0 OCHOBHBIE
CTPYKTYPBI.

O1eHKa «XOPOIIO0Y -aJTOPUTM
paspaboTtas, ohOpMIIECH B
COOTBETCTBHUH CO CTaHIapTaMH H
COOTBETCTBYET 33aHUI0, TIOSICHEHBI
€r0 OCHOBHBIE CTPYKTYPHI.

O1eHKa «y/10BJE€TBOPUTEIBHO) -
aITOPUTM pa3paboTaH U
COOTBETCTBYET 3a/IaHUIO.

Dk3amen/3a4et B popme
co0eceToBaHus:
MPAKTUIECKOE 3aJaHUE
IO TIOCTPOCHUIO
aJITOpUTMA B
COOTBETCTBHUH C
TEXHUYCCKUM 3aaHUEM

3armura OTYETOB II0
MPAKTUYECKUM U
nabopaTOpHBIM paboTam

IIK 1. 4. IIpunumats
y4acTHe B IPHUEMO-
CAATOYHBIX
HCIIBITAaHUSX
KOMIIBIOTEPHBIX CeTel
U CETEBOTO
obopynoBaHus
Pa3IUYHOTO YPOBHS U
B OLIEHKE KayecTBa U
SKOHOMUYECKON

3¢ heKTHBHOCTH
CETEBOM TONOJIOTHH.

O1eHKa «OTJIMYHOY - TEXHUYECKOE
3aJjaHKe MPOaHATU3UPOBAHO,
QITOPUTM pazpaboTaH,
COOTBETCTBYET TEXHUYECKOMY
3aJaHHIo0 U 0POPMIICH B
COOTBETCTBUH CO CTaHJApTaMH,
HOSICHEHBI €T0 OCHOBHBIE
CTPYKTYPBI.

OneHka «Xopouo» -aaropuTM
pa3paboraH, opopMmIIEH B
COOTBETCTBHUH CO CTAaHIApPTaMU U
COOTBETCTBYET 33JaHUI0, TIOSCHEHBI
€ro OCHOBHBIE CTPYKTYPBI.

Or1eHKa «y/10BJ1E€TBOPUTEIbHO) -
aITOPUTM pa3paboTaH u
COOTBETCTBYET 33aHUIO.

Dk3amen/3a4et B popme
co0eceT0BaHus:
MIPAKTUIECKOE 3aJaHUE
0 TIOCTPOCHUIO
aJITOPUTMA B
COOTBETCTBUH C
TEXHUYCCKUM 3a1aHUEM

3armura OTYETOB II0
MPAKTUYECKUM U
nabopaTOpHBIM paboTam

[IK 1. 5. Beinoanste
TpeboBaHUs
HOPMAaTHUBHO-
TEXHUYECKON
JOKYMEHTAIUH, UMETh
OTIBIT OPOPMIICHUS
IIPOECKTHOM
JOKYMEHTAI1H.

O1eHKa «OTJIMYHOY - TEXHUYECKOE
3aJaHKe MPOaHATU3UPOBAHO,
QITOPUTM pazpaboTaH,
COOTBETCTBYET TEXHUYECKOMY
3aaHHIO0 U 0pOPMIICH B
COOTBETCTBUH CO CTaHJApTaMH,
HOSICHEHBI €T0 OCHOBHBIE
CTPYKTYPBHI.

O1eHKa «XOPOIIO0Y -aJTOPUTM
paspaboTtas, ohOpMIIECH B
COOTBETCTBHUH CO CTaHIapTaMH H
COOTBETCTBYET 33aHUI0, TIOSICHEHBI
€Tr0 OCHOBHBIC CTPYKTYPHI.

OreHka «y/10BJ1eTBOPUTEIbHO)Y -
aITOPUTM pa3paboTaH u
COOTBETCTBYET 33aHUIO.

Dk3amen/3a4et B popme
co0eceI0BaHus:
MIPAKTUIECKOE 3aJaHUE
0 TIOCTPOCHUIO
aJITOPUTMA B
COOTBETCTBUH C
TEXHUYCCKUM 3a1aHUEM

3arura 0OTYETOB 10
MPAKTUYECKUM U
nabopaTopHBIM paboTam
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OK 01. Beibupats cioco0sl
pereHus 3a1a4
npodeccroHanbHOM
IeSATELHOCTH,
NPUMEHUTEIBHO K
Pa3IUYHBIM KOHTEKCTaM.

— 000CHOBAaHHOCTH ITOCTAHOBKH
1eJTH, BEIOOpA U IPUMEHEHUS
METOJIOB U CITIOCOOOB peIIeHUs
pod)eCCHOHANIBHBIX 3a71a4;

- aJIeKBaTHAas OI[CHKA U CAMOOI[CHKA
3¢ PEeKTUBHOCTH U Ka4eCTBa
BBITTOJIHEHUS TPO(HECCHOHAIBHBIX
3a1a4

OI1 02.Ocy11ecTBasATH
MOWCK, aHATIN3 U
WHTEPIIPETAIIIO
uHpopManuy,
HEOOXOTUMOM TSI
BBITOJIHEHUS 32144

- UCTI0JIb30BAHUC PA3JIMYHBIX
HCTOYHHUKOB, BKJIFOYAs 3JICKTPOHHBIC
pecypcesl, meauapecypcesl, HTepHeT-
pecypcesl, IEPUOJNYECKUAE U3AAHUS
Mo CICHUAJIBHOCTH JIS1 pCHICHUA
npo(hecCHOHANBHBIX 3a7a4

npodeccuoHaIbHON

JESITEIbHOCTH.

OK 03. IInanuposats u - IEMOHCTpauus OTBETCTBEHHOCTH 3a
pean30BbIBaTh NPUHATHIC pEIICHUS

COOCTBEHHOE - 000CHOBaHHOCTbh CaMOAHaIN3a U

npogeccuoHaTBHOE U
JMYHOCTHOE Pa3BUTHE.

KOPPEKIHS PE3yIbTaTOB
coOCTBEHHOM pabOTHI;

OK 04. Paborats B
KOJIJIEKTUBE M KOMaHJIE,

3P PEKTUBHO
B3aMMOECHCTBOBATH C
KOJIJIETaMH, PYKOBOJCTBOM,
KJIMEHTaMH.

- B3aMOJEHCTBHUE C
00y4aromuMucs, MpenoaBaTeIsiMu
U MacTepaMH B X0Je 00y4eHus, ¢
PYKOBOJIUTENSAMHU Y4eOHOU U
IIPOU3BOJCTBEHHO! IPAKTHK;

- 000CHOBaHHOCTH aHAJIM3a PabOTHI
YJICHOB KOMaHIbI (IO TYNHEHHBIX )

OK 05. Ocy1iecTBasiTh
YCTHYIO M TUCHMEHHYIO
KOMMYHUKAITHIO Ha
TOCYJapCTBEHHOM SI3BIKE C
y4eTOM 0COOCHHOCTEH
COITHAITLHOTO U
KYJIBTYPHOT'O KOHTEKCTA.

-TPaMOTHOCTb YCTHOM U ITUCbMEHHOU
peun,

- AICHOCTb ()OPMYJIMPOBAHUS U
M3JI0KEHUS MBICIEN

OK 06. ITposBasaTh
IpaxaaHCKO-
MaTPUOTHYECKYIO TIO3HUIIHIO,
JEMOHCTPUPOBATH
OCO3HAHHOE ITOBEACHHE Ha
OCHOBE 00II[€UETTOBEYECKUX
I[IEHHOCTEH.

- cOOMI0IeHNE HOPM TTOBE/ICHUS BO
BpeMsl yueOHBIX 3aHATHIA U
MIPOXOXKICHHS Y4COHOU 1
MIPOM3BOJICTBEHHOM MPAKTHUK,

OK 07. CopneiicTBoBaTh
COXPaHEHUIO OKpYKaroIen
cpensl,
pecypcocOepeKeHHIO,

3¢ pexTUBHO NEHCTBOBATH B
Ype3BbIYANHBIX CUTYAIIHSIX.

- 9 PeKTUBHOCTD BHITIOTHEHUS
npaBui Th Bo Bpemst yueOHbBIX
3aHATUHN, TIPU TPOXOKACHUN
y4eOHOM 1 TPOU3BOACTBEHHOM
MPAKTHK;

- 3HaHHE U UCTIOJIL30BaHUE
pecypcocOeperaronmx TeXHOIOTHil B
00J1aCTH TEIEeKOMMYHHKAITUH

OK 08. Ucnonb3oBarhb
cpeacTBa pu3nUecKoi

- 3¢ ($eKTUBHO HCIIOTH30BATH
cpeacTBa PU3UYECKON KyIbTYpHI AT

Nutepnperanus
pe3yJIbTaToB
HaOItoIeHnH 3a
JeSTEeTbHOCTHIO
oOyuatolerocs B
nporecce OCBOCHHUS
o0Opa3oBaTenbHOI
IPOrpPaMMBbI

DKCIEPTHOE
HaOJIIOeHNE U
OLIEHKa Ha
1ab0paTOPHO -
MPaKTUYECKUX
3aHSTUSIX, IPU
BBITIOJTHCHUH paboT
1o y4eOHO 1
MIPOU3BOACTBEHHOMN
MPaKTUKaM

DK3aMeH
KBaTU(DUKAITOHHBIHA




KYJIbTYPBI JIs1 COXPAHEHUS
U YKPEIUICHUS 310pPOBbs B

COXPAHEHUS U YKPEIUICHUS 310POBbs
B TIporiecce npodeccuoHaIbHON

npoiiecce NESTEIILHOCTH | MOJIJIEpKaHue
npogeccuoHaTbHON HE00X0IMMOT0 YPOBHS (PU3NYECKOM
NEeSITeNIbHOCTH U MOJITOTOBJICHHOCTH.

MoJ/IepKaHue

HEO0OXOMMOTO YPOBHS

¢buznyeckoi

MIO/ITOTOBJICHHOCTH.

OK 09. Mcnonb30Barh - 3¢ (eKTUBHOCTD UCIIOIE30BAHMUS
HH(bOpMaHI/IOHHBIe I/IH(i)OpMaI_II/IOHHO-KOMMYHI/IKa]_II/IOHHBIX
TEeXHOJIOTHH B TEXHOJIOTHHA B TTpoeccrHoHaIbHOM

PO eCCHOHAIBHOI NEATETLHOCTH COTJIACHO (POPMHUPYEMBIM
eATENEHOCTH. YMEHUSM U IOJIy4aeMOMY

IMPAKTHUYCCKOMY OIIBITY;

OK 10. ITonp3oBaThCst
npodeccroHanbHOM
JTOKYMEHTaluen Ha
rOCy/IapCTBEHHOM U

- 3¢ (eKTUBHOCTD UCIIOJIb30BAHUS B
pohecCHOHATLHON IEATEIIEHOCTH
HEO0OXOTUMOM TEXHHUECKON
JIOKYMEHTAIIUH, B TOM YHCIIC Ha

MHOCTPAHHOM SI3BIKE. AHTJIMICKOM SI3BIKE.
OK.11. IlnanupoBars - 3¢ (eKTUBHO IIIAHUPOBAThH
PEINPUHUMATENBCKYIO IpeANPUHIMATENbCKYIO

JeSTEeTBHOCTD B
npodeccuoHabHOU chepe

JEeSITENIbHOCTh B MPO¢eCCHOHATbHON
chepe pu mpoBeIeHUH PadbOT 1O
KOHCTPYUPOBAHUIO CETEBOM

UH(ppacTpyKTyphI
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