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1. OBIIIAA XAPAKTEPHCTHKA PABOYEH ITPOT PAMMBI
ITPO®ECCHOHAJIBHOI' O MOAYJIA

«[IM.03 DKCIUIY ATALIMSA OB bEKTOB CETEBOM UH®PACTPYKTYPhI»

1.1. Ilens u nnanupyemuie pe3yiomamsl 0C60EHUA RPODECCUOHATIBHO20 MOOYNA

B pesynbrare nzyueHus npodeccuoHaIbHOI0 MOAYIIS CTYACHT TOJKEH OCBOMTH OCHOBHOM BH/JT IEATEILHOCTH
OKcIuTyaTanusi 00bEKTOB CeTeBOW HMH(PACTPYKTYphl W COOTBETCTBYIOIIME €My OOIIME KOMIICTCHIIUU U

npogheccCroHaIbHbIC KOMIIETCHIINN |

1.1.1. ITepeueHb OOUIMX KOMIIETCHITUH

Kon HanmeHnoBaHnue 00IIMX KOMIIETEHIIMIH

OK 1. Boibupate cmocoObl  pemieHuss 3a7ad  NPOQECCHOHANbHON  JIeATENbHOCTH,
MIPUMEHUTENFHO K Pa3IMYHBIM KOHTEKCTaM

OK 2. OcymiecTBIATh IOUCK, aHATM3 U MHTEPIIPETAIINI0 HHPOPMAIIUHA, HEOOXOMMOM IS
BBITIOJIHEHUS 3a71a4 TPO(HEeCCUOHATILHOM esITeIbHOCTH

OK 3. [1nanupoBaTh U pean30BbIBaTh COOCTBEHHOE TPOGECCHOHATBHOE U JINYHOCTHOE
pa3BUTHE.

OK 4. PaGortath B KOJJIEKTHBE U KOMaH i€, 3PPEKTUBHO B3aUMO/IEHCTBOBATh C KOJUIETaMH,
PYKOBOJCTBOM, KIMEHTAMHU.

OK 5. OcCymiecTBISITh YCTHYIO U MUCbMEHHYI0O KOMMYHUKAIIMIO HA TOCYJTapCTBEHHOM
A3BIKE C Y4ETOM OCOOCHHOCTEN COLMAIbHOTO U KyJIbTYPHOTO KOHTEKCTA.

OK 6. [IposBasaTh rpaXkJaHCKO-MaTPUOTHYECKYIO MO3UIHUIO, JIEMOHCTPUPOBATh
OCO3HAHHOE MOBEJICHHE Ha OCHOBE OOIIeUEI0BEYECKUX LIEHHOCTEH.

OK 7. ConelicTBOBaTh  COXpPAaHEHUIO  OKPYXAIolIed Cpenbl, pecypcocOepekeHuto,
3¢ deKTUBHO AeMCTBOBATH B UPE3BBIYAMHBIX CUTYALIUSX.

OK 8. Hcnonws3oBath cpeacTBa (U3MIECKON KYJIbTYPHI ISl COXpAaHEHUS U YKPETIIICHUS
3I0pOBbsi B Ipolecce NpohecCHOHaIbHOW MAEATeIbHOCTH U TOJAEp:KaHue
HE0OX0IMMOTO YPOBHA (PU3MUECKOM MOrOTOBICHHOCTH.

OK 9. Hcnonb3oBath nH(GOPMALIMOHHBIE TEXHOJIOTUHU B TIPO(HECCHOHATBHON AeSITeTbHOCTU

OK 10. [Tonb3oBatbest mpodeccCHOHANBPHOM JOKYMEHTAallMe Ha TOCYIapCTBEHHOM H
WHOCTPaHHOM SI3bIKE.

OK 11. [TnanupoBaTh NpeANPUHUMATENBCKYIO ASSITENLHOCTh B MPOQECCUOHANTBHON cdepe

1.1.2. Ilepeuens npodeccuoHaTbHBIX KOMITETEHITHIA




Kox

HanMeHoBaHUEe BU/IOB /1eATEJILHOCTH H MPO(PECCUOHAIBLHBIX KOMIIETEeH Uil

B 3. Okcniyamayus 00beKmos cemesoll UHGpacmpykmypbl

11K 3.1 Y cranaBiIMBaTh, HACTPAUBaTh, IKCILTYaTHPOBAThH U OOCTY)KHBATh TEXHUYECKUE U TIPOTrPAMMHO-
armnapaTHbIE CPEICTBA KOMITBIOTEPHBIX CETEH.

[1K 3.2 [TpoBoauThk podunakTryeckue paboTel Ha 0OBEKTAX CETEBOH HHPPACTPYKTYPHI U pabounx
CTaHIIMAX.

[1K 3.3. Y cranaBiMBaTh, HACTPAUBaTh, IKCIUTYaTHUPOBATh U OOCIY)KUBATh CETEBbIE KOHPUTYPAIIHH.

[1K 3.4. 'YyacTBOBaThH B pa3paboTKe CXEMBI IOCTIeaBapHiHOTO BOCCTAHOBIIEHHUST pa0OTOCTIOCOOHOCTH
KOMITBIOTEPHO CETH, BBITIOIHSATH BOCCTAHOBJICHHE U PE3epBHOE KOMTUPOBaHKUE HH(OPMAIINH.

[1K 3.5. OpraHn30BbIBATH MHBEHTAPU3AIIO TEXHUYECKUX CPEJICTB CETEBON MH(PPACTPYKTYPHI,
OCYILECTBIIATH KOHTPOJIb 000PYA0BAHUS MIOCIIE €r0 PEMOHTA.

[1K 3.6. BEIMOMHATE 3aMEHY pAaCXOJJHBIX MaTePHUaJIOB U METKUH PEMOHT MepU(EepHITHOTO

000pyOBaHUs, OIIPEAEIISATh yCTapeBIlee 000pyJOBaHUE U IPOrPaMMHBIE CPEIICTBA CETEBOM
MH(PACTPYKTYPHI.




B PEIYILTATEC OCBOCHUS HpO(pCCCI/IOHaJ'ILHOFO MOAYJIA CTYACHT JOJIPKCH:

HNmers nmpakTU4eCKU ONBIT B

00CITyKHBaHUN CeTeBou HHPPACTPYKTYPHI,
BOCCTAHOBJIEHHH PAaOOTOCIIOCOOHOCTH CETH TOCIe
cOos;

yIaJIeHHOM aJIMAHUCTPUPOBAHUN 17§
BOCCTAHOBJICHUM PabOTOCIIOCOOHOCTH  CETEBOM

UHPPACTPYKTYPHI,

MOANEPKKE MOJIb30BATENEH CETH, HACTPOMKE
armnapaTHOro U MPOrPaMMHOT0 00ecIeueHUs

CEeTeBOW MHPPACTPYKTYPHI

yYMETh BBITIONHATh MOHUTOPHMHT M aHalu3 PabOTHI
JIOKaJIbHOW CEeTH C TOMOIIbI0 MPOTrpaMMHO-
arnmapaTHBIX CPEJICTB;
OCYLIECTBIISThH JUATHOCTUKY u TTOUCK
HEHCIPaBHOCTEH BCEX KOMIIOHEHTOB CETH;
BBITIOJTHSTH JeHCTBHS o YCTpaHEeHHIOo
HEUCIIPAaBHOCTEN

3HATh APXUTEKTYPY ¥ QYHKIUH CHCTEM YIPaBICHHUSA

CCTsIMHU, CTaHlIapTI)I CHUCTEM ynpaBneHHs[;
CpencTBa MOHUTOPHHTA M aHATN3a JIOKAJTHHBIX
CeTel;

METOJbl  YCTpaHEHHWs  HEHWCIPaBHOCTEH B

TEXHUYCCKUX CPEACTBAX

1.2 KosiuyecTBO 4acoB, 0TBOJAUMOE HA 0CBOEHHE MPOGecCHOHAIBLHOT0 MOIYJIA

Bcero uacos 538

W3 nux Ha ocBoenne MJIK. 03.01 186
Ha ocsoenue M/IK. 03.02 130

Ha IPAaKTUKH, B TOM uncie yueOnyto 108  u mpousBoactBeHHyro 108




2. CTpyKTypa u coep:kanue npogeccuoHaJIbLHOr0 MOIYJIst

2.1. CtpykTypa npogeccnoHaabHoro moay.s «IIM.03 IKCIVIVATAIIHA OB bEKTOB CETEBOU HH®PACTPYKTYPBI»

O0BeM podhecCHOHATFHOTO MOYIIA, Yac.

Kozt CymmapHe! Ob6yuenue no MK Ilpaxmuxu [Tpomexy | Koncyinbra
po(ecCHOHANTBHBIX i 00BeM TOYHAS ITUH
001X HaunmenoBanus pasznenos HATPY3KH, TaGopaTopHs! [IponsBozcTBEHHAS aTTeCTAI Camocros
KOMITCTEHII poQeCcCHOHATBHOTO gac. n Kypeossix (ecnu TeNbHas
MOyt Beero | poaxrimeckix haGor VaeGuas | npedycmompena | % paGoral
3aHsTHH (mpoekToB) paccpedomoyernast
npaKkmuxa)
1 2 3 4 5 6 7 8 9 10
OK 01-11 Pazpen 1. Okcruryatanus
00BEKTOB CETEeBOM
IK 3.1-3.6 186 182 108 2
nH(paCTPYKTypHI
OK 01-11 Pasnen 2. BesomacHocTh 130 114 52 2 14
KOMIIBIOTEPHBIX CETEH
1K 3.1-3.6 P
OK 01-11 VY4ebHas npakTuka (1Mo 108 108
otuTio
TIK 3.1-3.6 mpogun
CIIEITNAIBHOCTH ), 9aCOB
(ecm mpemycMoTpeHa
HATOrOBas
(KOHIIEHTpUPOBaHHA)
MIPaKTHKA)
OK 01-11 [IpousBoacTBeHHas 108 108
rpakTuka (1o npoduirto
1K 3.1-3.6 P (o npoy
CHENHAITLHOCTH ), YaCOB
(ecu mpemycMoTpeHa
HATOrOBas
(KOHLIEHTpUPOBaHHAs)
MIPaKTHKA)




Hpomeofcymouua}l ammecmayuu (3K3¢I.M£’H

no mMooynwo)

Bcezo:

538

296

160

108

108

16

1 o o o o
O0BeM caMOCTOATEIEHOH paboTH 00YJaIOIINX Csl ONpeieNsieTcss 00pa3oBaTeIbHON opranusarueii B coorerctBry ¢ TpeboBanmsimu @PI'OC CIIO B mpenenax odbeMa yueOHOM

JUCIHHUIITIMHBI B KOJIMYCCTBC 4aCOB, HeO6XO)II/IMOM JJIA BBITIOJTHCHH A 3aJIaHHﬁ CaMOCTOSITSIILHOU pa6OTH 06yqafonmxc;1, nIpeaAyCMOTPEHHBIM TCMATUYCCKUM ITIJIAHOM U COACPIKAaHUEM

yueOHON MUCIUIUTHHBI (MEKIUCIUIDIMHAPHOTO Kypca).




2.2. TemaTHYeCKHii IUIAH U cofepKanue npodeccuonanbuoro moxyas (JIM.03 IKCIVIVATAIIUA OB BEKTOB CETEBOH HH®PACTPYKTYPhL»

HaumeHnoBanue pasne/ioB
U TeM
npo¢ecCHOHAIBHOIO Coaep:xanue y4eOHOro MaTepuaa,

monyas (IIM), O0bém B
JabopaTopHble padoThl M NMPAKTHYECKHE 3AHATHS, CAMOCTONATE/IbHAS yueOHas padoTa o0y4yaouiuxcsi, Kypconasi
MeEKTHCIUTIIHHAPHBIX

padoTta (MpoeKT) (eciu npedycmompersl) Hacax

kypcoB (MAK)

1 2 3

Pa3pen 1.
Ikcnayarauus 00beKTOB

ceTeBoH
HH(PPACTPYKTYPbI

MJIK 03.01 186

OKCIuTyaTaIus 00hEKTOB
CETEBOUW HHPPACTPYKTYPHI

Tema 1.1. DOxcruryararus Cooepicanue 86
TEXHUYECKHX CPEIICTB
cereBoi MHPPACTPYKTYPHI

1. ®usnyeckue acneKTsl SKcIuTyatanuy. Ou3ndyeckoe BMEIATENbCTBO B UHPPACTPYKTYPY CETH.

2. AKTHBHOE 1 TTAaCCHBHOE CETeBOe 000pymoBaHue: KabenbHbIe KaHANbI, KaOellb, TaTd-TIaHelH, PO3ETKH.

3. Ilonoca mporyckaHus, Napa3uTHasE Harpy3Ka.

4. PacumpsiemocTs cetu. MacmtabupyeMocTs ceTH. J{o0aBieHne OTAenbHBIX JIEMEHTOB CETH (II0JIb30BaTENEH,

KOMIIBIOTEPOB, MPUIIOKEHUH, CITyk0).

5. HapaH_I,I/IBaHI/Ie JUIMHBI CCTMCHTOB CCTHU, 3aMCHA CYH_IGCTBYIOH_Ieﬁ armnapaTypbl.

6. YBenuueHue KoIm4IecTBa Y3J10B CCTU; YBCINUYCHHNUC MMPOTAKECHHOCTU CBsI3el MCKAY 00BEKTaMM CCTH.

7. Texunueckas u MMPOCKTHAA JOKYMCHTAlLIUA. HacnopT TEXHHUYCCKUX yCTpOﬁCTB.

8. dusnueckas KapTa BCel CE€THU; JIOTNYECCKas TOIMOJOIus KOMHBIOTCpHOﬁ CCTH.




9. Knaccuduxanus periaMeHToB TEXHUIECKHX OCMOTPOB, TEXHUUECKHE OCMOTPHI 00BEKTOB CETEeBON HHAPACTPYKTYPHI.

10. IIpoBepka 0OBEKTOB CETEBON MHPPACTPYKTYPHI M MPOPHIAKTHIECKHE PAOOTHI

11. IlpoBenenue peryaspHoro pesepeupoanus. O0CIykuBaHUe GU3NIECKUX KOMIIOHCHTOB; KOHTPOJIb COCTOSTHUS

armnapaTHoro 06GCH€‘I€HI/I$1; Oopranusanus yaaJd€HHOIr'o OIoBCHICHUA O HETIOJIaAKaX.

12. TIporpammHoe obecrieueHre MOHUTOPHHTA KOMITBIOTEPHBIX CETEH U CETEBBIX YCTPOMCTB.

13. Ilporokon SNMP, ero xapakTrepucTiKu, popMart cooOIIeHHI, HAOOp YCITyT.

14. 3agaum ympaBiieHUS: aHAJN3 POU3BOJUTEIHHOCTH U HaJISKHOCTHU CETH.

15. O6opynoBaHue Jisi AUATHOCTHUKH U cepTU(UKAINK KaOeIbHbBIX crucTeM. CereBbie MOHUTOPBI, TPUOOPHI TS

cepTuduKauy KabeIbHBIX CHCTEM, KaOCTBbHEBIE CKAaHEPHI U TECTEPHL.

B mom uucne npakmuyeckux 3auamuil u 1a60pamopHsIx paoom

1. OxoHII0BKa KaOesst BUTAs mapa

58




. 3azienka kabems BUTas Mapa B PO3ETKY

. KpOCCHpOBaHI/Ie 1 MOHTAX IMaT4Y-IIaHCIIN B KOMMyTaLIPIOHHLIfI IHKa(b, Ha CTCHY

. TectupoBanue xademst

. ITonnepxka nosp3oBaTenei CeTu.

. BeinonHenue qeiCTBUN 110 YCTPaHEHUIO HEUCIIPABHOCTEN

. BelmoHeHre MOHUTOPHHTA U aHaJKM3a PA0OTHI JIOKAJIBHOM CETH C MTOMOIIBIO TPOrPAMMHBIX CPEJICTB.

2
3
4
5
6. DKcIuTyaTalysi TEXHHYECKUX CPEACTB CETEBOH MHPPACTPYKTYpPHI (TPUHTEPHI, KOMIIBIOTEPHI, CEPBEPHI)
7
8
9

. OdbopmiteHrEe TEXHUYECKOW JOKyMEHTAIlnH, TTpaBuia ohOpMIIeHHS JOKYMEHTOB

10. IIporokon ympasienus SNMP

11. OcHoBHBIE XapakTeprcTuku nporokona SNMP

12. Habop ycuyr (PDU) mporoxoina SNMP

13. ®opmar coobmenuit SNMP

14. 3amaum yripaBiaeHUS: aHAINA3 TPOU3BOAUTEILHOCTH CETH

15. 3amaum ynpaBieHUS: aHAIA3 HAJACKHOCTHA CETH

16. Ympasienre 6€30IMacHOCTIO B CETH.

17. Yder Tpaduka B ceTn

18. CpezncrBa MOHHTOPHHIA KOMIIBIOTEPHBIX CeTel

19. CpenctBa aHanu3a ceTy ¢ NOMOIIbIO KOMaH/J| CETEBOM OMEPallMOHHON CUCTEMBI

20. ®uHaThHAS KOMIUIEKCHAS MTPaKTHYecKas padoTa 10 IKCILTyaTaliil 00bEKTOB CETEBOM HH(PPACTPYKTYPHI

Tema 1.2. Dxcnnyarauus
cucrem IP-Tenedponun

Cooeporcanue

1. Hactpoiixa H.323. Onucanne H.323 u o6mue pexomerganyn. OyHKIHOHATEHBIE KOMITOHeHTHI H.323.Y cTanoBKa 1

nonaepkka coenuaeHust H.323. Coeaunenus 6e3 u ¢ ucnonb3oanneM GateKeeper. CoeliHEHHS ¢ UCTIOIB30BaHUEM
Heckonmbkux GateKeeper. MHorononp3oBarenbckue koHpepennnn. OdecrieueHne 0TKa30yCTONINBOCTH.

2. Hacrpoiika SIP. Onucanue u ooume pexkomengarnuu. TexHonorus SIP u cBs3aHHBIE ¢ HEW CTaHIAPTEHL.
Oynkimonansabie KoMIoHeHTHl SIP. Coobmenus SIP. Anpecanus SIP. Mojenb ycTaHOBICHHS COSTMHEHUS.
[InannpoBaHne 0TKa30yCTOMUNBOCTH.

100

10




3. YcraHOBKA U MHCTAUIALIUS IPOTPaMMHOI0 KOMMyTaTopa. MoHTa)KHbIe pouieyphl. [Iporneaypsl HHCTaIALNH.
VYnpasieHue anmnapaTHEIMU cpeacTBamu U noptamu. [Iporokonsl ynpasnenus MGCP, H.248. Coznanue aHanoroBbIx

a0OHEHTOB. BHyTpI/ICTaHHI/IOHHaSI MapumpyTru3anus.

4. YmpaBieHue nporpaMMHbBIM KoMMyTaTopoM. MapmpyTtuszanus. [ pynnsl coenuauTensHbIx TuHui. [lonkmodyenue
cranmmii ¢ TDM (abonentckuit moctyn TDM). Curnamu3zarus SIP, SIP-T, H.323 u SIGTRAN. IP

-a0oHeHThl. ['pynmel aboHeHTOB. JlomonHuTEbHbIE Aa00HEHTCKHE YCITYTH.

5. Opranuzanust dkcrutyaTanuu cucreM [P-tenedonun. Texandyeckoe o0CnyKHUBaHHE, IUTAHOBBIN TEKYIINH PEMOHT,

IUIAHOBBIW KaIlMTaJIbHBIA PEMOHT, BHEIIJIAHOBBI PEMOHT.

6. BoccranoBienue paboThl ceTH mociie aBapuu. CXxeMbl OC/IeaBapuitHOTO BOCCTAHOBJICHHST paOOTOCTIOCOOHOCTH CETH,
TEXHUYECCKAA N MPOCKTHAA JOKYMCHTAIUA, CIIOCOOBI PEICPBHOIO KOIMMPOBAHUSA JaHHBIX, IIPUHIIUAIILI pa6OTBI XpaHUIIUIIL

JIaHHBIX;

11




B mom uucne npaxmuyeckux 3anamuil u 1a00pamopHuvix pabom

1. Hacrpoiika anmapatusix |P-tenedonos

. Hacrpoiika nporpammusix [P-tenedonos, dakcos

. PazBepTriBanue ceru ¢ ucnonb3oBanreM VLAN mnst [P-renedonun

. Hacrpoiika numosa

. YcTaHoBKa, TOJKITIOUYEHUE U NTEpBOHAYAIFHBIE HACTPOHKH T'OJIOCOBOTI'0 MapIIpyTH3aTOpa

. Hactpoiika rpymnn B ToJ10COBOM MaplipyTH3aTOpe

. Hactpoiika Tabmuibl MapmpyTH3aiy BEI30BOB B TOJIOCOBOM MapIPyTH3aTOPE

2
3
4
5
6. Hactpoiika TaOJIMIIBI MTOJIb30BATEIICH B TOJIOCOBOM MapIlpyTH3aTOPE
7
8
9

. Hactpoiika roiocoBBIX COOOIIEHNH B MapIIPYyTH3aTOPE

10. Hacrpoiika nporpammuo-anmapaTtaoit IP-ATC

11. YcranoBka u HacTpoiika mporpammaon IP-ATC (manpumep, Asterisk)

12. TectupoBanue KoeKoB. McciienoBanne mapaMeTpoB KauecTBa 00CITyKUBaHUS

13. MOHUTOPYHT U aHANW3 COSIMHEHUH M0 PA3IMYHBIM POTOKOIAM

14. MOHUTOPYHT BBI30BOB B TPOrPAMMHOM KOMMYTaTOPE

15. Co3zmanuve pe3epBHBIX KOMHH 06a3 TaHHbBIX

16. JlnarHOoCTHKA M yCTpaHEHUE HEUCTIpaBHOCTeN B ciuctemax [P-tened onnn

17. ®ruHanpHAS KOMILTEKCHAS TIPaKTHYecKast pa0boTa 1Mo 3KcIuTyaTanun cucteM [P-tened ornn

50

MJK.03.02. be3omnacHoCTh

KOMITBIOTEPHBIX ceTel

114

Tema 2.1. Be3omacHocTh
KOMIIBIOTEPHBIX CeTel

Cooepitcanue

1 DyHIaMeHTAIbHbIE IPUHLIUIBI 0€30acCHOM ceTH

CoBpeMeHHBIE YTPO3bI CETeBOH Oe30macHOCTH. Bupychl, uepBu 1 TpOsIHCKHE KOHH. MeToIbl aTak.

2 Be3onacnocts CereBbIx yerpoiicte OSI

besomnacHslii gocTyn k ycrpoiictBaMm. Ha3HaueHne aAMUHUCTPAaTUBHBIX poiied. MOHUTOPUHT U YIPaBICHUE

12




ycrpoiictBamu. Vcions3oBanne QyHKIHs aBTOMaTH3UPOBAaHHON HACTPOHKM 0€30MacHOCTH.

ABTOpHU3anus, ayTeHTU(PUKALIUSA U y4eT aocTyna (AAA)

CpoiictBa AAA. JlokanbHas AAA ayrentudukanus. Server-based AAA

Peanu3anusi TexHoJ0ruii 6panamayaIpa

ACL. Texunosorus 6panamayaspa. KonrexkctHbiii kKoHTposb goctyna (CBAC). [Tonutuku OpanamMayaspa
OCHOBaHHbBIE Ha 30HaX.

Peanu3zanusi TeXHOJ0rnii npeaoTBpaliCeHusA BTOPKCHUSA

IPS Texnonoruu. IPS curnatypsl. Peanu3zamus IPS. Ilpoepka u monutopusr IPS

Be3onacHocTh 10KaIbLHOI ceTH
Obecrieuenne 6€30MacHOCTH MOTB30BATENBCKHX KOMIBbIOTEpOoB. CooOpakeHus 1Mo 0€301aCHOCTH BTOPOTI'0 YPOBHS

(Layer-2). Kougurypanus 6€30macHOCTH BTOPOro ypoBHs. be3omacHocTs GecripoBoAHbIX cereit, VoIP u SAN

114

13




Kpunrtorpaguueckne cucreMbl
Kpunrorpaduueckue cepucsl. bazoBas nenoctHocTh B ayTeHTHUHOCTh. KoHpunennuansHocts. Kpunrorpadust

OTKPBITBIX KIIIOUEH.

Peanuzanusa rexuojgorui VPN

VPN. GRE VPN. Komnonents! u ¢pynkiponuposanue [PSec VPN. Peanuzanus Site-to-site [PSec VPN ¢
ucnonb3zoBanreMm CLI. Peanmm3amus Site-to-site IPSec VPN ¢ ucnions3oBannem CCP. Peanuzanus Remote-access
VPN

YnpaBienue 6e30nacHOil CeTbIO

[TpunIMIEI 0€30MaCHOCTH CETEBOrO M3aiiHa. be3omacHas apXuTekTypa. YIpaBlieHHE MPOIECCaMU U
0e3zomnacHocTh. TecTpoBaHUe ceTH Ha YSI3BUMOCTH. HelpepbIBHOCTh OHM3Heca, TUIAHMPOBaHUE BOCCTAHOBIICHHS
aBapuitHBIX cuTyanuil. JKH3HEHHBIN UK CETH U ITaHupoBaHue. Pa3paboTka perinaMeHToB KOMITAHUHU H TIOJTHTHK

0€30ITaCHOCTH.

10

Cisco ASA

Beenenune B AnanTuBHOE ycTpoiicTBo Oe3onacHocTr ASA. Kondurypaius gaupsoia Ha 6aze ASA ¢
ncnoap3oBaHueM rpaduyeckoro uarepdeiica ASDM. Koudurypaims VPN Ha 6aze ASA ¢ uCronbp30BaHHEM
rpadudeckoro uaTepderica ASDM.

mom

yucile NPAKMUYEcKUX 3aHAMUIL U 1a00pamopHbIX pabom

CornansHast HHXCHEPHUS

HccnenoBanue CETEBBIX aTak U HHCTPYMECHTOB ITPOBEPKU 3aIIUTHI CETU

Hacrpoiika 6e30macHOro 1ocTymma K MapiipyTH3aTOPY

Ob6ecrnieuenne anMuHNUCTpaTUBHOTO AocTyna AAA u cepBepa Radius

Hacrpoiika noiautuku 6e30MmMacHOCTH OpaHaMayspOB

Hacrpoiika cucremsl npenorsparuenus sropxxenuii (IPS)

Hacrpoiika 6e3omacHOCTH Ha BTOPOM YPOBHE Ha KOMMYTaTOpax

HUccnenoBanne MeTo10B U (pOBaHUS

©| 00 N o g &~ W N P W

Hacrpoiika Site-to-Site VPN ucnons3ys natepdeiic KoMaHAHONW CTPOKU

14




10

BbasoBas HacTpoiika nuiro3a 6esonacHoctd ASA 1 HAaCTpoiika OpaHIMayIpoB HCIOIB3Ys HHTEp(eiic KOMaHIHOMI

CTPOKH

11 Bba3zoBas HacTpoiika 11032 0e30macHOCTH ASA 1 HacTpoiika OpaHAMay3poB UCHoiab3ys ASDM

12 Hacrpoiika Site-t0-Site VPN ¢ omHO# cTOpOHBI Ha MapLIPYyTU3aTOPE UCTIONB3Ys UHTEp(dElc KOMaHTHOW CTPOKH H C
JpYyroi CTOPOHBI MCTIONB3YsI IUTI03 Oe3onmacHocTH ASA nocpencteom ASDM

13 HacrpoiikaClientless Remote Access SSL VPNSs ucnionbs3yss ASDM

14 Hacrpoiika AnyConnect Remote Access SSL VPN ucnone3yss ASDM

15 dunHambHas KOMILIEKCHAs JlJabopaTopHas paboTa 1mo 0e30MmacHOCTH

52
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TemaTnka camocTosiTeIbHOI y4eOHOI padoOTHI:
1. CucremaTtnueckas npopaboTKa KOHCIIEKTOB 3aHSTUH, yueOHON U cllennaIbHON TEXHHYECKOH JINTEPaTypHI.

2.  KoncnektupoBaHue TeKcTa, paboTa co CIIOBApSIMH U CIIPABOYHUKAMH, O3HAKOMJICHHUE C HOPMATHUBHBIMH JOKYMEHTAMH, YU4eOHO-UCCIIEN0BATEIbCKAS
pabora Ipu caMOM IIUPOKOM Hcnoib3oBaHUM VHTepHEeTa U Apyrux IT-TexHomoruii.

3. IlpoekTHbIe POPMBI pabOTHI, MOJTOTOBKA COOOIICHUH K BRICTYIIJICHUIO HA CEMHHApaX U KOH(EPEHIIUSX; MTOITOTOBKA pedhepaToB, TOKIATIOB.

4. Tloaroroeka K J1abOpaTOPHBIM U MPAKTHYECKUM paboTaM C HCIIOIb30BAHNEM METOANYECKUX PEKOMEH AN TIperoiaBaTes, ohopMieHne
J1a00paTOPHO-NIPAKTHYCCKUX PabOT, OTYETOB U MOATOTOBKA K UX 3AIIUTE,

Y4yeOHas MpaKTHKA
nepeyeHb padoT:

Hacrpoiika npas nocrymna.

OdopmiieHre TEXHUUECKOH JJOKYMEHTAIMH, paBmia oOPMIICHHS JJOKYMEHTOB.
Hacrpoiika anmapaTHOro ¥ MporpaMMHOI0 00ECIICUCHHS CETH.

Hactpoiika ceTeBoii KapThl, UMsI KOMIIbIOTEpa, pabodas rpyrmmna, BBeIeHHe KoMIbioTepa B domain.
[IporpamMmmHas 1MuarHocTUKa HEUCIIPABHOCTEH.

AnnapaTHas AUarHOCTUKA HEMCIPABHOCTEH.
ITouck HeucrpaBHOCTEW TEXHUYECKUX CPENCTB.

BoinonHenue neliCTBUM IO yCTPaHEHUIO HEUCIIPABHOCTEH.
Hcnonp3oBaHKe aKTHBHOTO, TACCHBHOTI'O 000PYIOBaHUS CETH.
VYcerpaneHue napa3suTHpYOLEN Harpy3KU B CETH.

[MocTpoeHue Guzndeckoii kKapThl JIokaitbpHOH ceTh. Y cranoBka WEB-cepBepa
JHuarnoctuka u obcnyxuBanue Web cepsepa

JunarHoctuka u o0coyxuBanue GaiyioBoro cepsepa
JlmarsocTrka u o0CITy)kKHBaHHE TIOYTOBOT'O CEPBEPA.
HuarHocruka u oocmyxuBanne SQL — cepsepa
Kondurypuposanne web-cepsepa.

108
3aryck, mepe3amyck 1 OCTaHOB CepBepa.
Bsanmozeiicteue ¢ 6a3aMu TaHHBIX.

YcraHoBKa Opanamayapa.

COXPaHGHI/IG M BOCCTAHOBJICHHE OOJIBIINX Ha60pOB npaBuil.




O0ecneuenne 0€30M1aCHOCTH.

AJIMUHHCTPHPOBAHKE CEPBEPOB U pabOYMX CTAHIHH.
Opranu3anys A0CTymna K JOKaJIbHEIM ceTsM U MHTepHeTy.
VYcTaHOBKA U CONPOBOXK/IEHNE CETEBBIX CEPBUCOB.

Pacuér croumMocTH ceTeBOro 000pyAOBaHUS M IPOIPAMMHOIO
obecrieueHus.

C60p JaHHBIX JIA aHaJIu3a UCIOJIb30BaHUsA IMPOrpaMMHO-
TEXHUYCCKUX CPEACTB KOMIIBIOTCPHBIX ceTell.

17




IIpousBoacTBeHHAsl MPAKTHKA pa3jeia
nepeyeHb padoT:

Hcnonps3oBaHue akTUBHOIO 000py10BaHUs ceTH. Vcrionb30BaHNe ACCUBHOTO 000PY10BaHUS CETH.
YcTpanenue napazuTUpyroLeil Harpy3Ku B CETH.

3amoaHeHHe TEXHUYECKOH ToKkyMeHTaruu. [locTpoenne Gpu3ndeckoit KapThl JOKAITBHOHN CETH.
Pabora o co3zmanuio, peJakTHPOBaHUIO, yAaJIeHHO mmosib3oBareneii B DOMAIN.
PeriameHThI TEXHUYECKUX OCMOTPOB.

[Ipodunaktuyeckue paboThl B 00bEKTaX ceTeBON HHPPACTPYKTYPbl. MOHUTOPUHT U aHAJIU3 CETU C MIOMOILBIO MPOTPAMMHBIX U allapaTHBIX
CPEACTB.

CrpykTypa cHCTEMBI YIIPABICHHUS, APXUTEKTYpa CUCTEMBI YIIPABIICHUS.

VYrpaBneHnue o6IacTsIMH CeTH: OMMOKaMH, KOH(HUTypaliued, TOCTYIOM, TPOU3BOAUTEIBHOCTEIO, 0€301TaCHOCTHIO.
Pa6ota ¢ nmpotokonamu SNMP; CMIP; TMN; LNMP; ANMP.

OTtcnexxuBanue pabOTHI CETH.

PaGora ¢ cepBepom, uTeHue rojos, padoTa Haj ommOkaMu. KoHTposib 1ocTyna, coXpaHeHHe LEIOCTHOCTH JaHHBIX U KypHAIUpPOBaHUE.
VY naneHHoe aIMUHUCTPUPOBaHUE PAabOUMX CTAHIIUHN C cepBepa. Y JAJICHHOE aJIMUHUCTPUPOBAHUE CepBepa ¢ pabOYUX CTAHIIHMMA, TPOTPAMMBbI
JUI yIaJIeHHOTO JTOCTYIIA.

Amnanus Tpaduka ceTu.
PaGora ¢ kaGenbHBIMU CKaHEepaMU U TECTEPAMHU.
PaGota co BCTpOCHHBIMH CKaHEpaMU AUATHOCTUKH U YIIPABICHHUS.

PaboTa ¢ 6azamu JaHHBIX, CO3aHUE TAOIUIl, BHECEHHE JAaHHBIX B TAOIHIIBI, PEIaKTUPOBAHKUE TAHHBIX TAOJIHII.
Boccranosnenne cetu nocie cOos.

CO3,Z[aHI/Ie IJ1aHa BOCCTaAHOBJICHUA CCTH.

Hcnonb3oBaHue B paboTe KOHTPOJIbHO-U3MEPUTENILHON amlnapaTypbl, CEpBUCHBIX IJ1aT, KOMIUIEKCOB.
PazpaboTka (pyHKIIMOHAIBHBIX CXEM 3JIEMEHTOB aBTOMAaTU3MPOBAHHONW CUCTEMBI 3allIUThl HH(POPMALIHH.
PazpaboTka anroputma u uHTepdeiica nmporpaMmsl aHaaM3a HHOOPMAIITMOHHBIX PUCKOB U €€ TECTUPOBAHUE.
AHanu3 BXos1ero u ucxoaduiero tpaguka. KoHTposnb yreukn KoH(UASHIMAIbHOW HHPOPMALIUH.

108
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PazpaboTka mosmTHK 0€301MaCHOCTH U BHEAPCHHUE MX B ONEPALMOHHBIE CHCTEMBI.
Hacrpoiika ipsec 1 VPN. HacTpoiika MeXceTeBbIX SKPaHOB.

[TpoBepka mail u web Tpaduka Ha Ham4yre BpenoHOCHOTO 10 ¢ MOMOIIBIO AaHTHBUPYCHBIX CPEJICTB.
Hacrpoiika 3ammTbl 6eCTIpOBOAHBIX CETEH C MOMOIIBIO0 CUCTEM IHU(POBAHHSL.

ApxuBanus u BoccTaHoBieHue kimoueit B windowsserver (PKI).
VYcTanoBKa M HACTPOHKA CUCTEMbl OOHAPYKEHHUS aTak Snort.

IIpomexyToUuHasi aTTecTALMs IK3aMeH 110 MOAY.TI0

Bcero

538

19




3. YCJOBUA PEAIM3ALIUU TPOT'PAMMbI TPOPECCUOHAJBHOI'O MOAYJIA

«lIM.03 IKCIUIVATAIIHA ObbEKTOB CETEBOU HH®PACTPYKTYPbI»

3.1. lsis1 peau3anuu MporpaMmMsbl NpogecCHOHAILHOTO MOLYJIsI I0JKHbI ObITH
Npe1yCMOTPEHBI CJIeAYIoNINe CienHATbHbIe TOMeIeHsT:

Jlabopatopuu «OpraHu3aiusi W TMPUHIMUIB TTOCTPOCHUS KOMIIBIOTEPHBIX CHCTEM)», OCHAINECHHBIC B
cootBercTBuH C 1. 6.1.2.1. [IpumepHoit nporpammel 1o crenuanbHOcTH 09.02.06 «CereBoe U CUCTEMHOE
aIMUHUCTPUPOBAHUECY.

OcHamieHHble 0a3bl MPaKTHKH, B COOTBETCTBUM ¢ 1 6.1.2.3 [lpumepHodl mporpammsl 1o
cnennanbHocTH09.02.06 «CereBoe U CUCTEMHOE aIMUHUCTPUPOBAHUEY.

3.2. UudopmannoHHOe 00ecnieyeHne peain3aini NporpaMMbl

s peanuzanuy mporpaMmbl OMOJMOTEUHBIM (OHJ 00pa30BATE/ILHOM OpraHU3alluy JIOJIKEH
HMMETh TIeUYaTHBIC U/UJIH DJIEKTPOHHBIC 00pa30BaTebHbIC U HH()OPMAIMOHHBIC PECYPCHI, PEKOMEHIYEMbIEe
JUTA MCTIOJB30BAaHMS B 00pPa30BaTENbHOM MPOIIECCE.

3.2.1. IleyaTuble U3TAHUA

1. Hazapos A.B., Mensaukos B.I1., KympusaoB A.W. Okcimyatanys 00bEKTOB CETEBOM
undpactpykrypst OUL] «Akagemus». 2014.

4. KOHTPOJIb H OIIEHKA PE3Y/JIbTATOB OCBOEHHUA IIPO®ECCHOHA/IBHOI' O MOAYJIA

«IIM.03 IKCILIYATAITHA ObbEKTOB CETEBOH HH®PACTPYKTYPbI»

Kon n HanmenoBaHue
poheccCroHaIbHBIX U 00X
KOMIETEeHIINH, (OPMHUPYEMBIX B Kpurepnn onenku Merossl oreHKH
paMKax MOAyJIs

IIK 3.1. YcTaHaBIMBaTh, OneHka «OTIHYHOY - Ok3amMen/3auer B hopme
HACTPauBaTh, SKCITyaTUPOBATh | TEXHUYECKOE 3aJaHNE cobecenoBaHUS:
¥ 00CITy)KUBATh TEXHUYECKHE U | poaHANTM3UPOBAHO, MPAKTUYECKOE 3aJaHUE 110
HPOrpaMMHO-aIIIapaTHBIC aJropuTM pa3paboraH, MTOCTPOEHUIO AJITOPUTMA B
CpEe/ACTBa KOMIBIOTEPHBIX CETEH. COOTBETCTBHH ¢ TEXHIICCKIM
COOTBETCTBYET
3aJlaHIEM

TCXHUYCCKOMY 3aJIaHUTO U

oopmIleH B COOTBETCTBHUU

13



CO CTaHAapTaMu, ITOSICHCHBI

€ro OCHOBHBIE CTPYKTYPHI.

OreHka «Xo0pomo» -
aNTOpPUTM pa3paboTaH,
oopmIieH B COOTBETCTBUHU
CO CTaHJapTaMH U
COOTBETCTBYET 3aJIaHHIO,

IOSICHCHBI €I'0 OCHOBHBIC

3ammTa OT4ETOB 110
MMPAKTUYCCKUM U
J1a00opaTOpHBIM padoTaM

14



CTPYKTYPBI.

Orenka

«YOBJIETBOPUTEIBHO -
aJIrOPUTM pa3paboTaH U
COOTBETCTBYET 3aJIaHHUIO.

1IK 3.2. IIpoBomuTh

npouIaKTHIECKHEe padoThl Ha

00BEKTax CeTeBOH
HHPPACTPYKTYPHI U pabounx
CTaHIHSIX.

Or1ieHKa «OTIUYHOY -
TEXHUYECKOE 3aJaHNe
HPOaHaIM3UPOBAHO,
aJIrOPUTM pa3paboraH,
COOTBETCTBYET
TEXHHYECKOMY 3aJaHUI0 U
oopmIIeH B COOTBETCTBUHU
CO CTaHAapTaMH, MOSCHEHBI
€r0 OCHOBHBIE CTPYKTYPBL.

OreHKa «X0poLIoY -
aJTOPHUTM pa3paboTaH,
oopmIieH B COOTBETCTBHUH
CO CTaHIApPTaMu U
COOTBETCTBYET 3a/IaHUIO,
ITOSACHEHBI €I'0 OCHOBHBIC

CTPYKTYPBI.

Orenka

«yIOBJIETBOPUTEIBLHO -
aJNTOPHUTM pa3paboTaH U
COOTBETCTBYET 3a/IaHUIO.

Ok3amen/3auer B hopme
cobeceoBaHMs:
NPaKTHYECKOE 3aJ]aHUE 1O
MOCTPOCHUIO aJITOPUTMa B
COOTBETCTBHUU C TCXHUYCCKUM
3alaHHeM

3ammTa OT4ETOB 10
IMMPAKTUYCCKUM U
nmabopaTOpHBIM paboTaM

IIK 3.3. YcranaBiuBaTh,

HaCTpauBaTh, SKCINNTYaTUPOBATH

1 00CITy’)KUBaTh CETEBEIE
KOHpUTYpaluu

O1leHKa «OTJIHYHO) -
TEXHUYECKOE 3a/IaHuC
MIPOAHAIM3UPOBAHO,
aJITOPHUTM pazpadoTaH,
COOTBETCTBYET
TEXHUYECKOMY 3aJ[aHUI0 U
oopmIleH B COOTBETCTBUH
CO CTaHJapTaMH, MOSCHEHBI
€ro OCHOBHBIC CTPYKTYPBHI.

OLEeHKa «X0poLIo) -
aNrOpUTM pa3padoraH,
0(hOpMIIEH B COOTBETCTBHH
CO CTaHAapTaMH U
COOTBETCTBYET 3aJaHUIO,
MOSICHEHBI €r0 OCHOBHBIE

CTPYKTYPBHI.

DK3aMeH/3a4eT B popMme
cobecemoBaHNS:
MPAKTUIECKOE 3a/IaHUE IO
MOCTPOCHUIO allTOPUTMA B
COOTBETCTBHHU C TEXHUYCCKHM
3aJlaHIEM

3ammra OT4ETOB 110
NPaKTHYECKUM U
nabopaTopHBIM paboTaMm
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Orenka

«yJOBJIETBOPUTEIbLHO -
aJropuTM pa3paboTaH u

16



COOTBCTCTBYCT 3a1aHUIO.

1IK 3.4. YgacTBOBaTh B
pa3paboTKe CXeMBbI
MOCJI€aBAPUITHOTO
BOCCTaHOBJICHUS
paboTocniocobHOCTH
KOMITBIOTEPHOM CETH,
BBITIOJIHSITH BOCCTAHOBJICHHE U
pe3epBHOE KOITUPOBAHHE
nHbopMaIm.

Ol1ieHKa «OTJIHYIHO) -
TEXHUYECKOE 3a/IaHue
NPOAaHAIN3HPOBAHO,
aJTOPHUTM pa3paboTaH,
COOTBETCTBYET
TEXHUYECKOMY 3a/IaHUI0 U
oopmiieH B COOTBETCTBHUH
CO CTaHIapPTaMH, TIOSCHEHBI
€r0 OCHOBHBIE CTPYKTYPBL.

Or1eHKa «XOPOLIo) -
aJNTOPHUTM pa3padoTaH,
oopmIIeH B COOTBETCTBHH
CO CTaHAapTaMH U
COOTBETCTBYET 3a/IaHUIO,
TIOSICHEHBI €r0 OCHOBHBIE

CTPYKTYPBHI.

Orenka

«yIOBJIETBOPUTEIbHO -
aJITOPHUTM pa3paboTaH U
COOTBETCTBYET 3a/IaHUIO.

Ok3amen/3auer B hopme
cobece0BaHUS:
NPaKTHYECKOE 3a]aHue 10
MOCTPOCHHUIO aJITOPUTMa B
COOTBETCTBHUHU C TECXHUYCCKUM
3a7laHHeM

3ammTa OT4ETOB 110
MPAKTUICCKUM H
nmabopaToOpHBIM paboTam
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1IK 3.5. YyacTBOBaThH B
pa3paboOTKe CXEMBbI
10CJIEaBapUUHOIO
BOCCTAQHOBJICHHUS
paboTocrocoOHOCTH
KOMIIBIOTEPHOM CETH,
BBITIOJIHATH BOCCTAHOBJICHUE U
pe3epBHOE KOMTUPOBAHHE
nH(pOPMAITUH.

OlLieHKa «OTJAMYHO) -
TEXHHUYECKOE 3a/JaHHE
IPOAHAIN3UPOBAHO,
aJIrOpUTM pa3paboraH,
COOTBETCTBYET
TEXHHYECKOMY 3aJaHUI0 U
oopmIieH B COOTBETCTBUHU
CO CTaHAapTaMH, MOSICHEHBI
€r0 OCHOBHBIE CTPYKTYPBL.

Or11ieHKa «XOPOLIO0Y -
aJIrOPUTM pa3paboraH,
oopmiieH B COOTBETCTBUHU
CO CTaHIAapTaMH U
COOTBETCTBYET 3aJIaHHUIO,
ITOSACHEHHBI €I'0 OCHOBHBIC

CTPYKTYPBI.

Orenka

«yIOBJIETBOPUTEIBLHO -
aNTOPHUTM pa3paboTaH U
COOTBETCTBYET 3a/IaHUIO.

Ok3amMen/3auer B hopme
cobecenoBaHUS:
NPaKTHYECKOE 33J]aHUE TI0
MOCTPOCHUIO aJITOPUTMa B
COOTBETCTBHHU C TEXHUYECKUM
3aJlaHlEM

3ammTa OT4ETOB 10
MMPAKTUYCCKUM U
J1a00opaTOpHBIM padoTaM

1IK 3.6. BBIIOTHATE 3aMEHy
PaCXOJIHBIX MaTEPUAIIOB H
MEJIKHI PEMOHT TepU(pEPURHOro
000pyIOBaHMS, ONIPENCIATh
ycrapeBiee 000pya0oBaHUE U
MPOrpaMMHBIE CPEJICTBA CETEBOU

HHPPACTPYKTYPHL.

OreHKa «OTJAMYHO) -
TEXHUYECKOE 3a/IaHUE
MIPOAHAIN3UPOBAHO,
aNTOPHUTM pa3padoTaH,
COOTBETCTBYET
TEXHUYECKOMY 3aJIaHUI0 U
oopmIIeH B COOTBETCTBHH
CO CTaHJapTaMH, MOSCHEHBI
€ro OCHOBHBIEC CTPYKTYPBHI.

O1eHKa «X0pOoLIo -
aJITOPHUTM pazpadoTaH,

o opMIICH B COOTBETCTBUH
CO CTaHAapTaMH U
COOTBETCTBYET 3aJaHUIO,
MOSICHEHBI €r'0 OCHOBHBIE

CTPYKTYPBHI.

Ornenka

«yIOBJIETBOPUTEIbHO) -
AIrOpPUTM pa3paboTaH u
COOTBETCTBYET 3aaHUIO.

DOk3amen/3auer B hopme
cobeceoBaHNS:
MIPaKTHUYECKOE 3aJaHHUE 110
MMOCTPOCHUIO aJITOPUTMA B
COOTBETCTBHH C TEXHUUYECKUM
3aJlaHueM

3amuTa OTYETOB IO
HPaKTHYECKUM U
nmabopaToOpHBIM paboTam
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OK 01. Beibupats
CIIOCO0BI pelieHus 3a1a4
npoheccroHaIbHON
JeATEIBHOCTH,
MPUMEHHUTEIBHO K
pa3IUYHBIM KOHTEKCTAM.

0 000CHOBaHHOCTD MTOCTAHOBKH IICITH,

BBIOOpA U IPUMEHEHHUST METOJIOB U
CIOCOOO0B pelIeHHsT MPOPeCCHOHATBHBIX
3a1ad;

- aICKBaTHas OIICHKAa U CaMOOIICHKa

3((eKkTUBHOCTU 1 KayecTBa
BBITIOJTHEHU S TTPOECCHOHANIBHBIX 33134

OIT 02.0OcymiecTBasTH
MIOWCK, aHaJN3 U
MHTEPIPETAIHIO
WHpOPMAIUH,
HEOOXOJIMMOM ISt
BBITTOJTHEH S 3141
npoheccroHaIbHON

JIESITENILHOCTH.

- UCIIOJIb30BAHUE PAZTUYHBIX
HNCTOYHUKOB, BKJIIOYAA 3JICKTPOHHBLIC
pecypcsl, menuapecypcesl, IHTepHer-
pecypchl, NEPUOANIYECKHUE U3TAHUS 11O
CIIEUAIBHOCTH JIJI pelIeHUs
npodeCCHOHATBHBIX 3a1a

OK 03. IlimanupoBats 1
pEaM30BBIBATH
COOCTBEHHOE
npodeccruoHaasHOe U

JIMYHOCTHOC pa3BUTHE.

- IEMOHCTPALUS OTBETCTBEHHOCTH 3a
IIPUHSATHIE PELLICHHUS

- 000CHOBaHHOCTb CaMOaHaJIH3a U
KOPPEKIUS pPe3yIbTaTOB COOCTBEHHOM

paboTsr;

OK 04. PaboraTb B
KOJIJIEKTUBE U KOMaHJIE,
a3 dexTuBHO
B3aHMO/ICHICTBOBATH C
KOJIJIEraMHu,

PYKOBOJZICTBOM,
KITHEHTaMU.

- B3aMMOJICHCTBUE C 00YYAIOIIMMUCS,
MIPENoaBaTelIIMU U MacTepaMu B XOJIe
00ydeHHUsI, C PyKOBOIUTEISAME yIeOHOM
U TIPOU3BOJICTBEHHOM TPAKTHK;

- 00OCHOBaHHOCTE aHaJIM3a PadOTHI
YJICHOB KOMaHIBI (TTOMYMHEHHBIX )

OK 05. OcymecTBiATh
YCTHYIO U TINCHbMEHHYIO
KOMMYHHKAIIUIO Ha
rOCyIapCTBEHHOM SI3BIKE
C Y4eTOM OCOOEHHOCTe!
COLIMAIEHOTO U

KyJIBTYPHOTO KOHTEKCTA.

-TPaMOTHOCTh YCTHOH ¥ NUCbMEHHOU
peun,

- SICHOCTH (DOPMYIIMPOBAaHUA U
HU3I0KEHUST MBICIENH

OK 06. IIposBasaTe
rpa)kIaHCKO-
MATPUOTHYECKYIO
MIO3ULIHUIO,
JIEMOHCTPUPOBATh
OCO3HAaHHOE ITOBE/ICHHE
Ha OCHOBE
00111eYeIT0BEYECKIX

LEHHOCTEMN.

- COOJIOICHNE HOPM TIOBEICHHSI BO
BpeMsl y4eOHBIX 3aHATHH U
MIPOXOXKIEHUS YIeOHOH U
MIPON3BOJICTBEHHON TPAKTHK,

NHuTepnperanus
pe3yabTaTOB HAOMIOACHU I
3a JICITEIbHOCTHIO
o0yuyaromierocst B mporecce
OCBOCHHS
00pa3oBaTeIbHON
IIPOTrPaMMBl

DKcrnepTHOE HAOI0IeHUE U
OlIeHKa Ha JJabopaTOpHO -
MPAKTUYECKUX 3aHATHSAX,
MIPH BBITIOJTHEHUH paboT 1Mo
yaeOHOH 1
MPOU3BOJICTBEHHOMN
MpaKTHKaM

DK3aMeH
KBaJIM()UKALIOHHBII
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OK 07. CopeiicTBOBaThH
COXPaHECHUIO
OKpY’Karollen Cpebl,
pecypcocoepexeHuto,
3¢ deKTUBHO
JIENCTBOBATh B

Ype3BbIYANHBIX
CUTYyalUsIX.

- 3((heKTUBHOCTH BBIMOTHEHHSI TPABUIT
Tb Bo Bpemst yueOHBIX 3aHATHH, IPU
POXOXKICHUH y4eOHOH U
IIPOU3BOJCTBEHHOM IIPAKTUK;

- 3HAHHE U MCIIOIb30BaHUEC
pecypcocOeperarwnmx TeXHOIOTHI B
00J1aCTH TeTeKOMMYHHUKAIAN

OK 08. Mcnonp3oBaTh
cpencTBa pusnveckon
KYJIBTYpPBI IJIs
COXpaHEHUS U
YKpEIUIeHHs 3I0POBBS B

nporecce

- 3(peKTUBHO UCIOIB30BATh CPEACTBA
(uzndecKol KyJabTyphI ISl COXPaHEHHS
U YKpEIUICHUS 37I0POBbS B IPOIIECCE
poheCCUOHAIBHOM EITETLHOCTH U
MOJIePIKaHUe HEOOXOIMMOTO YPOBHS

(uznvecKol MOArOTOBICHHOCTH. ;
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npoheccCroHaIbHON
JEATETBHOCTH U
MOJJICpIKAHNE
HEOOXOJMMOT0 YPOBHS
(uznueckoi

IOATrOTOBJICHHOCTH.

OK 09. Mcnonb3oBaTh
“H(OPMAIMOHHBIC
TEXHOJIOTHH B
npoheccroHaIbHON
JIESITEITLHOCTH.

- 3(pPEeKTUBHOCTH MCITOIB30BAHUS
WH(POPMATHOHHO-KOMMYHHKAITHOHHBIX
TEXHOJIOTUH B MPOheCCHOHATBHON
JEATEIbHOCTH COTJIACHO (POPMUPYEMBIM

YMEHUSM U II0JIy4aeEMOMY
IIPAKTUYECKOMY OIIBITY;

OK 10. ITonp3oBaThes
npoheccroHaIbHON
JIOKyMEHTaIleN Ha
rOCyJIapCTBEHHOM U

HWHOCTPAHHOM A3BIKEC.

- 3(peKTUBHOCTH MCITOJIL30BAHUS B
poeCCUOHANTBHOM EITEIbHOCTH
HE00XOAUMOI TEXHUYECKOM
JIOKYMEHTAIIMH, B TOM YKCIIC Ha

AHTJINICKOM S3BIKE.

OK.11. IlmanupoBaTh
MPEANPUHUMATETBCKYIO
JeSTebHOCTh B
npodeccruoHanbHOM

chepe

- 9(pPEeKTUBHO TIAHUPOBATH
MPpEANIPUHUMATEIIBCKYIO ACATCIbHOCTb B
npodeccuoHaNbHOM chepe mpu
MPOBEACHUN PabOT 110
KOHCTPYHUPOBAHUIO CETEBOU

UHQPACTPYKTYPHI
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