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1 HACIIOPT NTPOT'PAMMBI NPO®ECCHUHOHAJIBHOI'O MOAYJIA
1.1. Ob6aacTh NpUMeEHEHHUS MO/EJIbLHOM MPOrpaMMbl NPO(eCcCHOHAIBLHOI0 MOLYJIs

[Tporpamma npodeccronanbaoro Moy [IM.01. Beimonaerne paboT 1Mo mpoeKTHPOBAHUIO
ceTeBoil MH(PACTPYKTYpHI (Hasee - mporpamma Mpo(ecCHOHATBFHOTO MOMIYJS) SIBJISICTCS YacThIO
IporpaMMbl  TIOJTOTOBKM ~ CHEHHMAIMCTOB cpegHero 3BeHa 1o crenuansHoctd  09.02.07
«ndopmannoHHbie CHCTEeMbI H IPOrPAMMHPOBaHMe», pa3paboTaHHOH Ha OCHOBE (heaepaTbHOTO
rOCyJapCTBEHHOTO 00pa30BaTEIbHOTO CTaHIAPTa CPETHEro MPo(ecCHOHAIBHOTO 00pa3oBaHMs TI0
cneruanbHocT 09.02.06 «CeTeBoe U cUCTEMHOE aAMUHUCTPUPOBAHUEY, YTBEPKAECHHOTO IPUKA30M
MuHnuctepcTBa 0o0pa3oBanus W Hayku oT 9 nexabpst 2016 roma Ne 1548 (3apeructpupoBan
MunuctepctBom toctuiuu Poccuiickoit ®enepauuu 26 naexabps 2016r., peructpaliiOHHBIN
Ned44978) (manee — ®I'OC CIIO).

PesynbTaTroM OCBOEHHMS MporpamMMbl  IPO(ECCHOHAIBLHOTO MOJIYNS — SIBJISIETCSl  OBIIQJICHUE
oOyJaromMucs  BuaoM mpodeccuonansHoi  nmestenpHoctd  [IM.O1.  Beimonnenue pabor 1o
MIPOEKTUPOBAHUIO CETEBOM MHMPACTPYKTYPHI, B ToM uwrcite npodeccronansabivu (ITK) u o6ummu (OK)
KOMIICTCHIIUAMMU

1.1.1. [lepevyenn oOUX KOMIIETEHITHI

Kon HanmeHnoBanue o0IIMX KOMIIETEHIIMI

OK 1. Boibupate  cmocoObl  pemieHuss  3a7ad  Mpo(EecCHOHATbHOM  J1eATENbHOCTH,
MPUMEHUTEIFHO K Pa3JIMYHBIM KOHTEKCTaM

OK 2. OcymiecTBIATh MOWCK, aHAJIM3 W WHTEPIpETaIio HHGOPMAIUU, HEOOXOIMMON ISt
BBITIOJIHEHUS 3a]1a4 PO(EeCCHOHATILHOM NesITeIbHOCTH

OK 3. [InanupoBaTh W peaqu30BBIBATH COOCTBEHHOE MPOGECCHOHATBPHOE M JUYHOCTHOE
pa3BUTHE.

OK 4. PaboTaTpe B KoJekTHBE M KOMaHE, YPPEKTUBHO B3aUMOJCHCTBOBATh C KOJIJICTAMH,
PYKOBOJICTBOM, KIIMEHTaMH.

OK 5. OcymiecTBIATh YCTHYIO U MUCbMEHHYI0 KOMMYHHUKAIIMIO Ha TOCY/IaPCTBEHHOM SI3bIKE
C Y4eTOM 0COOCHHOCTEH COIMAIBHOTO U KYJIbTYPHOTO KOHTEKCTA.

OK 6. [IposiBNSITh rpaskIaHCKO-TIATPUOTUYECKYIO MO3UIHIO0, JEMOHCTPUPOBATh OCO3HAHHOE
MOBE/ICHHE HAa OCHOBE TPAJUIIMOHHBIX 00I1I€YeIOBEYECKUX [IEHHOCTEH.

OK 7. ConelicTBOBaTh ~ COXpPAHEHHUIO  OKPYXKAIOMEH  Cpelbl, PecypcocOepekeHUIO,
3¢ (hEeKTUBHO JeMCTBOBATH B UYPE3BHIYANHBIX CUTYAILIMSIX.

OK 8. Hcnonws3oBath cpeacTBa (U3HYECKOW KyNIbTYphl I COXpPaHEHHUS W YKPCIICHUS
3I0pOBbsi B Tporecce MNpodecCHOHANBHONW JEATENbHOCTH U MOJJIepKaHHe
HE0OX0IMMOTO YPOBHS (PU3MUECKOM MOATOTOBICHHOCTH.

OK 9. Hcnonb3oBath nHGOPMAIIMOHHBIE TEXHOJIOTUU B IPO(ECCHOHAIBHON IeSATENbHOCTH

OK 10. [Tonb3oBatbest mpodecCHOHANBHON —JOKYMEHTAllMe Ha TOCYyJIapCTBEHHOM U
WHOCTPAaHHOM SI3BIKE.

OK 11. [TnanrpoBaTh NpeANPUHUMATENBCKYIO ACSITEILHOCTD B MPO(EeCcCHOHANBHOM cdepe

1.1.2. Tlepeuensb npodeccuoHaTbHBIX KOMIETEHIUH

Kox HaumeHoBaHHe BH/IOB 1eSITEJJbHOCTH M PO eCCHOHAIBHBIX KOMIIETCHIUH
B/ 1. Buvinonnenue pabom no npoekmuposanuio cemesou UHppacmpyKmypol
K 1.1. BreImonHATh IpoekTHpoBaHNe KabeNbHON CTPYKTYPHI KOMITBIOTEPHOM CETH.
IIK 1.2. Ocy1ecTBIATh BEIOOP TEXHOJIOTMH, HHCTPYMEHTAJIBHBIX CPEICTB M CPEACTB BBIYMCIUTEIEHON

TEXHUKH TIPH OpTaHU3AIMH TTPpoIiecca pa3padOTKU U MCCIeN0BaHMI 00hEKTOB
pohecCrOHaTBHOMN e TENLHOCTH

IIK 1.3. ObecnieunBaTh 3alUTy MH(GOPMAMKM B CETH C MCIOJIB30BAHHEM INPOrpaMMHO-aNNapaTHBIX
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CpEICTB.

IIK 1.4. [IpuHuMaTh yuyacTue B IpUEMO-CAATOYHBIX UCIBITAHUSX KOMIIBIOTEPHBIX CETEH U CETEBOTO
000pyI0BaHUS Pa3IMYHOIO YPOBHS U B OLICHKE KAYeCTBA U SKOHOMUYECKON (P HEKTUBHOCTH
CETEBOU TOIIOJIOTHH.

[IK 1.5. BeimonusaTe TpeboBaHMsI HOPMAaTUBHO-TEXHUYECKOH TOKYMEHTAIUU, UMETh OIBIT
o(hopMIIeHHS TPOSKTHOM JJOKYMEHTAIINH.

1.1.3. B pe3ymnbraTe 0CBOCHUS MPO(PECCHOHATEHOTO MOIYJISI CTYICHT JOJDKEH:

HNmers
MPaKTUYECKUN
OIBIT B

MPOEKTUPOBAHUN APXUTEKTYPHI JIOKATbHOW CETH B COOTBETCTBMHU C MOCTABJIECHHOU
3aauei;

YCTaHOBKE M HACTPOIKE CETeBBIX IIPOTOKOJIOB U CETEBOrO0 OOOPYIOBaHHS B
COOTBETCTBUM C KOHKPETHOH 3a/1a4eii;

BBIOOpE TEXHOJIOTHH, WHCTPYMEHTAIBHBIX CPEACTB TPH OpraHM3alMd Mpolecca
HCCIIEIOBAaHNsI 0OBEKTOB CeTeBON MH(PACTPYKTYPHI;

obecrieueHny Oe30MaCHOTO XpaHEHH s U Tepeadl HH(popMaluy B JIOKaJbHOH CETH;

UCIIONIb30BaHUH CIIEIUAIIBHOTO TPOrPaMMHOI0 00ECTIeYeHH s Il MOJIETTUPOBAHUS,
IIPOEKTUPOBAHMS U TECTUPOBAHUS KOMIIBIOTEPHBIX CETEM.

yMETb

MIPOCKTUPOBATH JIOKAJIbHYIO CETh, BBI6I/IpaTB CETCBBIC TOIIOJIOTHH,

HCIIOJIb30BaTh MHOTO(YHKIIHOHAITBHBIE PUOOPEI MOHUTOPUHT'A, TPOTPAMMHO-
amIapaTHble CPENCTBA TEXHUYECKOTO KOHTPOJIS JIOKAJIBHON CETH.

3HaTh

0O0TIHME TTPUHIINTIBI IIOCTPOCHUS CETEH, CETEBBIX TOMOIOTHA, MHOTOCIIONHON MOJIEN
OSI, TpeboBanMii K KOMITBIOTEPHBIM CETSIM;

ApXUTEKTYPY MPOTOKOJIOB, CTAHIAPTU3AIINH CETEH, 3TAIOB MPOSKTHPOBAHHS CETEBOM
HHPPACTPYKTYPBI;
0a30BbIC MPOTOKOJIBI M TEXHOJIOTUH JIOKAJIbHBIX CETEH;

TIPUHIUIIBI ITOCTPOCHN A BBICOKOCKOPOCTHBIX JIOKAJIBHBIX ceTeﬁ;

CTaH/IapTHI Kabeneil, OCHOBHBIE BU/IHl KOMMYHHKAIIMOHHBIX YCTPOHCTB, TEPMUHOB,
TIOHSATHH, CTAHJAPTOB U TUIIOBBIX AIIEMEHTOB CTPYKTYPHPOBAHHOW KaOEIbHON
CHCTEMBI.

1.2. KosimuecTBO 4acOB, 0TBOAUMOE HA OCBOCHHE NPOGeCcCHOHATBHOI0 MOAYJIS

Bcero wacos 1016
N3 nux Ha oceoernne MJIK. 01.01 306
Ha ocBoenue M/IK. 01.02 344

Ha MPaKTHKH, B TOM yucie ydeOHyo 144  w nmpou3BOJCTBEHHYIO 216




2. CTpyKTypa u cofep:kaHne NpodheccHOHATBHOT0 MOy 1A .
2.1. Crpykrypa npogeccuonanbaoro moayist IIM.01 BBIINIOJTHEHHUE PABOT 110 IPOEKTUPOBAHUIO CETEBOU NTH®PACTPYKTYPbI

O0BeM MpodheCcCHOHATBHOTO MOYJLS, Yac.

Koapt Cymma
. Obyuenue no MK Ipaxkmuxu IMpomexyrounass | Koncynpramuu
poQeCCUOHATBH HanmenoBanus paszenos PHBIN aTTecTAIS CamocrosTe
- N — PO ECCHOHATEHOTO 00beM TlaGopaTopHe! bHAS
MOLyJIst HATPY3K Bceero - KypcoBbix VyebHas [TpousBoncTBeHHas paboral
KOMIIETEHIHIA . uac pabot
» et MPAKTHYECKUX
. (IpoeKTOB)
3aHATHH

IIK 1.1-TIK 1.5 Paznmen 1. 306 288 144 6 2 10
OK 01-11 KommbsroTepHble cetn
IIK 1.1-[IK 1.5 Paznen 2. Opranu3saius, 344 316 140 30 6 4 18
OK 01-11 TIPUHITATIBI ITOCTPOCHUS

" (pyHKIIMOHUPOBAHUS

KOMIIBIOTEPHBIX ceTen
[IK 1.1-IIK 1.5 Yuebnas npaxmuxa 144 144 -
OK 01-11
IIK 1.1-IIK 1.5 Ilpouzeoocmeennas 216 216 -
OK 01-11 npakmuka (no np0¢umo

CREeYUaIbHOCML), 4aco8
IIK 1.1-IIK 1.5 Keanugpurayuonnuwlii 6 6 6
OK 01-11 9K3aMeH

Bcezo: 1016 610 284 30 144 216 18 6 28




2.2. Tematnuyeckuii IVIaH U coJep:Kanue nNpogeccnoHaIbHOro moay.as (I1M)

«IIM.01 BBIIIOJIHEHUE PABOT 11O TPOEKTUPOBAHWIO CETEBOW MUH®PACTPYKTYPbl»

HaumeHoBaHue pa3gesioB u TeM Koown
npo¢ecCHOHAIBLHOTO MOAYJIsA KomMnemenuy
(ITM), MR/ CHUIIMHAPHEIX Conep:xkanue yueOHOro MaTepuaJa, .. u,

kypcoB (MK) O0bém B dopmuposan
JabopaTopHsblie padoThl U MPAKTHYECKHE 3aHSATHS, CAMOCTOSITe/IbHAS yueOHas padoTa yacax 1010 KomopuIX
odyualonuxcs, KypcoBasi padora (IpoeKT) (eciu npedycmompeHul) cnocobemaye
m Inemenm
npozpammol
1 2 3 4
M/IK.01.01. KomnbloTepHbIe 288 IK 1.1-1IK
ceTH 15
OK 01-11
Tema 1.1. BBenenue B ceTeBble Conep:xkanue 150
TeXHOJOTHHI 1 | KoMmbtoTepHbIe ceTH

CoBmectHas pabora, VIHTepHET M COBpEMEHHBIE CETEBbIE TEXHOJOTHH — OOJIACTh MPUMEHEHUS U
Ha3HaueHWe. BUabl KOMIBIOTEPHBIX cerTedd. ['nmobanbHble W JOKajdbHBIE ceTH. OMHOpPAHTOBBIE H
KITHEHT-CEepBepHBIe apXHUTEKTyphl. OCHOBHBIE KOMIIOHEHTHI CETEH, CeTeBas cpena M CETEBBIC
ycTpoiictBa. TexHonmoruum mnoaxmroueHuss K HMurepner. KonBeprentHele cern. KauectBo u
HaJIeKHOCTE ceTerl. OCHOBHBIC IOHATHS CETEeBOI 0e30MmacHOCTH. TeHIEHIINH Pa3BUTHS CETEH.

N

KonconpHBIH gocTyn, yaaneHHbIi goctyn ¢ nomomsio Telnet m SSH, ncrons3zoBanue mopra AUX.

CeTteBble IPOTOKOJIbI M KOMMYHUKALMH

KomupoBanme m mapamerpsl cooOmieHns. CereBble MPOTOKONBL. B3amMmoneicTBHe MPOTOKOIOB.
Ha6op mpotokonos TCP/IP u mporecc oomena nanabiMu. Opranuzanuu 1o cragaaptazanud: [SOC,
IAB, IETF, IEEE, ISO. MuoroypoBaeBbie moxenu OSI m TCP/IP. Unkancynsmusi HaHHBIX.
[Iporokonpabie Ooku ganHbIX (PDU). JocTym k okanbHBIM pecypcaM. CereBas aapecanus. MAC-
u IP- agpeca. loctyn k ynanénubeiM pecypcam. 11103 o ymoa4aHuro.

CeteBoii 1ocTyn

[Iporokonel u cranmaptel (usmdeckoro ypoBHsA. CrocoObl momkimrodeHuss K ceTH. CereBbie
natepdeiicapie miatel (NIC). Cpenpl mepemaun MaHHBIX W HX XapaKTEPUCTUKH: MPOMYCKHAS
CHOCOOHOCTH, TPOU3BOIUTENHHOCTE. Buibl MenHbIx cereBbix kabeneii: UTP, STP, koakcuanbHEBIA.
PazHOBHIHOCTH, OCOOEHHOCTH TPOKIANKA W TeCTUpOBaHWs KaOeineil. CTpyKTypa W OCOOEHHOCTH




MPOKJIaJIKK ONTOBOJIOKOHHBIX Kabenel. becipoBonHble cpeacTBa nepegaun AanHbeix. Ctanaapt Wi-
Fi IEEE 802.11.

KananpHbIit ypoBeHB U €ro o ypoBHHU: Y paBiieHue jJorndeckuM kaHanoMm (LLC) u Ynopasnenue
JIOCTYTIOM K cpene nepeaaun AaHHbix MAC. CTpykTypa KaJpa KaHaJIbHOTO YPOBHS U MPUHIIUIIBL
ero (hopmupoBanusi. CTaHAAPTH KAHAJTBHOTO ypoBHs. DPu3nyecKas U JJOrn4ecKas TOMOIOTHSI CETH.
Tononorum «Touka-ToUKa», «3BE3a», «IOTHOCBSI3aHHAS», «KONbIeBas». [lomynyrekcHas u
MOJTHOYTIIICKCHAs mepenava nanHbix. Ocooennoctu kaapoB LAN, WAN, Ethernet, PPP, 802.11.

CerteBble Texnojornu Ethernet

CemetictBo cereBbix TexHonoruii Ethernet. Ilpunimn pabotsl Ethernet. BianmopelictBue Ha
nonyposHix LLC u MAC. Ynpasienue 1octynom k cpeze nepenayun ganubix (CSMA). MAC-aapec:
naentuduranus Ethernet. AtpuOytel kagpa Ethernet. IlpencraBnennss MAC-aapecoB. OmHo- U
MHOT'03JIpECHOM, IHPOKOBEIIATEeNbHOM pacceliok. CkBo3HOE noaxouenne, MAC- u [P-anpeca.
[Iporokon paspemenns anpecos (ARP): mpuHIHTIEI paboTHL, POITH B MPOIIECCE YAAJIEHHOTO OOMeHa
nanabiMU. Tabnuiel ARP Ha cereBbIX yerpoiicTBax. OCHOBHBIE HeTOCTaTKH MpoTokona ARP -
Harpy3ska Ha cpeny nepenadu JaHHBIX U 0€301aCHOCTb.

OcHoBHas uH(poOpMalus 0 moprax kommyraTopa. Tadauia MAC-aapecoB koMmmyTaropa. DyHKITHS
Auto-MDIX. Crioco0bl mepecbulkn Kajapa Ha kommyrtatopax Cisco. Bydepuzaums namsta Ha
KoMMmyTaTtopax. DHUKCHpOBaHHAass W MOAYyJIbHas KOHQUIYpaluu KOMMYTaTtopoB. CpaBHeHHE
KoMMyTaluu ypoBHs 2 u ypoBHs. TexHosorus Cisco Express Forwarding. BupTyanbhbiii uatepdeiic
kommyTaTopa (SVI), Mapmpyrusupyemsiii mopt, EtherChannel ypous 3. Koudurypamus
MapILIpyTU3UPYEMOTO IOpTa.

CeTteBoii ypoBeHb

CereBoil ypoBeHb B IHpoliecce Iepenaud AaHHBIX. lIpoTokonel cereBoro ypoBHsA. OCHOBHBIE
xapakrepuctuku |P-mporokona. Crpykrypa makeroB [Pv4 u IPv6. OcoGeHHOCTH U TTpenMyIecTBa
mpotokonma Pv6. Merogsl MapmpyTH3anuu  y370B. Tabmuia MapHmIpyTH3allid  y3JI0B M|
MapupyTtu3atopa s nporokonoB IPv4 u IPv6. YcrpolictBo mapupyrtusatopa — Ilponeccop,
namsTh, ONEpalMOHHAs cucTeMma. llomkiroueHwe K MapIIpyTH3aTopy 4Yepe3 pas3jIndHble MOPTHI.
Hacrpoiika ncXoqHBIX MapaMeTpoB, HHTEP(ErCoB, MUTI03a M0 YMOTIYAHUIO U IPYTHX XapaKTEPUCTUK
MapIIpyTU3aTOPA.

TpaHcnOpTHBI yPOBEHb

Haznauenue u 3a1a4un TpaHCIIOPTHOTO YPOBHSI.

MynbpTUIUIEKCUPOBAaHUE CEaHCOB cBs3u. Omnucanue u cpaBHeHue nporokosnoB TCP m UDP —
HAJEKHOCTh U IPOM3BOJUTEIILHOCTH, 00JIaCTh MPUMEHeHHUs1. Anpecanys mopToB 1 cermentanusi TCP
u UDP. O6men manabsiMu 1o TCP. Tlpomeccst TCP cepBepa. Y cranosnenne TCP-coenmunenus u ero
3aBepiieHue. llpuHnunsl «rpéxcropoHHero pykonoxatus» TCP. HanéxHocTe M ympaBiieHHE




notrokoM TCP - IloaTBepik/ieHHE MOMy4YE€HUSI CETMEHTOB, MOTEPs JAaHHBIX M MOBTOpHAs Iepenaya,
ympasiieane noTokoM. O0MeH naHHbME ¢ ucnonszoBanneM UDP. Ilponeccer n 3ampocst UDP-
cepsepa, UDP-natarpammel, mporieccst UDP-knuenta. [punosxkenus, ucnonssytomue UDP u TCP.

IP-anpecauus

Crtpykrypa IPv4-anpecos. CereBas u y3noBas yacth [P-aapeca. [IpeoOpa3oBaHue aapecoB MKy
JBOMYHBIM U JACCATEPUIHBIM TpencTaBienueM. Macka noaceru IPv4. CereBoil aapec, aapec y3na u
HIMPOKOBeNaTeNnbHbIN aapec ceth [Pv4. [IpucBoenue y3iy ctatndeckoro U tuHamudeckoro 1Pv4-
anpeca. MuoroaapecHas nepenava. [lyonuunsie u yactasie [Pv4-anpeca. [Pv4-anpeca
crienuaibHOro HazHaueHus. [IpucBoenue [P-anpecos.

CoBmMmecTHOE HcToab30BaHue MpoTokonoB [Pv4 u IPv6: nBoiiHoi cTek, TYHHETHpPOBaHUE,
npeodpasoBanue. [Ipencrasienue [Pv6-aapecos. [IpaBuna cokpamienus 3amnucu [IPv6-anpecos.
WnauBuayabHBIA, TPYIITOBOM, MPOU3BOILHBIN TUITHI [PV6-aapecoB. CTPYKTypHI JOKAJIBHOTO U
rI100abHOTO HHMBHIyanbHBIX [PVv6-anapecoB. CTaTudeckasi U AMHAMHYECKas: KOH(UTYpaIin
rio0aapHOro HHAMBHyadpHOTO aapeca. [Iponecc EUI-64 u ciyuaitHO creHeprupoBaHHBINA
uaeHTudukaTop uHTEpPeEiica.

ICMP-cepBucel. Otnuumst juis npotokonoB IPv4 u IPv6. Coobmenuss ICMPvI6 «3ampoc &
MapIpyTu3aTopy», «OOBIBICHHE OT MapIIPYTHU3ATOPA», «3aIPOC coceaHero yana» u «O0bsIBIeHre
cocemHero y3nay». TecTupoBaHHe CeTH ¢ MOMOIIBIO 9X0-3apocoB. TpaccupoBka Mapmpyra. Bpems
MIPOXOKIECHUS CUTHAJIA B TIpsiMoM B oopaTtHoM HampasieHusx (RTT). Bpems xuzau (TTL) IPv4 u
npenen nepexomnon IPvo.

Paszpenenue IP-cereii Ha moaceTn

Cermenranusi [P-cereit. OOMeH HaHHBIMH MeXAy HoAceTsMHU. llmaHupoBaHme anpecanyy B
moncersix. PacderHsie (QopMynbl IS CeTMEHTanHd ceTh. Pa30meHrne Ha TOJICeTH Ha OCHOBE
TpeOOBaHMIA Y3JIOB U CETel, B COOTBETCTBUHU C TpeOOBaHUAMH ceTell. OmpeeneHre Mackd TMOICETH.
Paz0uenne Ha TTOICETH ¢ MCIIONB30BaHWEM MacKu nepeMmenHoi mmmHBl (VLSM). bazoBas Monens u
Ha3HaueHne OnokoB anpecoB VLSM. IlmanupoBanme aapecanmm cetd. (OcoOeHHOCTH
npoektupoBanusi [Pv6-cern. PasOueHme Ha ToOACETH C WCMONB30BaHWEM HACHTH(QHKATOPA
nHTepdeiica.
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YpoBeHb npuiokeHui

YpoBeHb NPWIOKEHUN, YPOBEHb MpPEACTABICHUS M  CEAHCOBBIM  ypoBeHb. lIpumepsl
pacnpocTpaHeHHBIX npuiioxkeHuil. IIporokonsl yposHs npunoxkennid. OxHopanroseie cetu (P2P).
Mogens Tuna «knueHt-cepsep». O630p nporokonos HTTP, HTTPS, SMTP, POP u IMAP. Cnyx06a
nomeHHbIx UMEH (DNS). ®opmar coobmennit u uepapxust DNS. Vtumura «nslookup». Coyx6a
DHCP. Ilporokon nepenaun ¢aiinos (FTP). Ilporokon oOmena OnokamMu CepBEPHBIX COOOIIEHHIH
(SMB). Konnenmnn «Bceodbsemimonuii MaTepHer» BYOD. JlocTaBka TaHHBIX 0 KOHBEPTEHTHBIM
CeTSIM.
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Co3nanue 1 HacTpolika He0O0JIBIIONH KOMIIBIOTEPHOM ceTH

[ImanupoBanue u cozaanre HeOONMBIIOH KOMITBIOTEPHOW CETH: OmpeeNeHre KIIUeBbIX (pakTopos,
BBIOOD TOIOJIOTHH U CETEBBIX YCTPOWUCTB, BHIOOP M HACTPOHKA MPOTOKOJIOB, CUCTEMBI a/Ipecallty.
Mepsl 0 0becnieueHno 0E30MacHOCTH CeTH. Y SI3BUMOCTHU U CETeBbIC aTaku. Pa3BenpiBaTebHbIC
ataku, Ataku nocryna, Otkas B oocmyxxkuanuu (DoS-ataku). PesepBHOE KonmupoBaHue,
OOHOBJICHUE U YCTaHOBKA MCIpaBJIeHHUH. MexXceTeBbIe SKpaHbl. AyTeHTU(DUKAIHS, aBTOPU3AIMS U
yuét. Brmouenne nporokona SSH.

@ainoBble CUCTEMBl MapLIPYTU3aTOPOB M  KOMMYTAaTOPOB. Pe3epBHOE KONMPOBAaHHE H
BOCCTaHOBJIEHHE C IIOMOIIBIO TEKCTOBBIX (aitios, npotokoia TFTP, USB-nakonurens. Berpoenubie
ciryxObl MapmpyTtuzanun. [lomaepkka OecpOBOAHBIX MOMKIIOUeHHH. Hactpolika BCTpOEHHOTO
MapUIpyTU3aTOpa.

B mom uucne npakmuueckux 3auamuii u 1a60pamopHsix pabom
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1 | CocraBienue KapThl ceTH MIHTEpHET C MMOMOIIBIO YTHIIAT «ping» U «traceroute
2 | Co3nmaHue mpocToi ceTH:
*  VYcraHOBKa ceaHca KOHCOJH € CETEBBIM 000pYy/I0BaHUEM TTPH IMTOMOIIHN Tporpammbl Tera Term;
e Co3gaHueE CeTH;
HacTtpolika 0OCHOBHBIX MapaMeTPOB KOMMYTaTOpa.
3 | IIpocmotp cereBoro Tpadrka ¢ mOMoIIbI0 mporpaMmbel Wireshark.
[onkmroueHne KOMIBIOTEPOB K CETH C IMTOMOIIBIO Kabemel 1 0ecITpOBOIHBIX aalTepoB:
* OmnpenerneHne CETEBBIX YCTPOMCTB U KAHAJIOB CBSI3H;
*  OO0XHM ceTeBoro kKades;
* IlpocMOTp HaHHBIX 0 OECTIPOBOAHBIX W IPOBOJHBIX CETEBBIX aalTepax.
5 | Wzyuenne Ethernet-rexnomoruii:
* IIpocmorp MAC-anpecoB cereBbIX YCTPONCTB;
* U3yuenwme kampoB Ethernet ¢ momomsro mporpammser Wireshark;
* IIpocmorp ARP ¢ momomsto mporpammsr Wireshark, natepdeiicoB KoMaHIHOM CTPOKH
Windows u 10S;
* Hcnonb3oBanne unTepdeiica komananou crpoku [0S ¢ Tabmumamu MAC-aapecos
KOMMYTaTOpa.
6 | Ilocrpoenue ceru Ha O6a3e MapuIIpyTH3ATOPA:
* lIpocMOTp TabIUI MapIIPYTHU3ALNHU Y3JIOB;
* H3yuenue Ppu3MUECKUX XapaKTEPUCTUK MapIIPYTU3ATOPA;
* CospmaHue ceTd, COCTOSAIIeH N3 KOMMYTaTOpa M MapHIpyTH3aTopa.
7 | V3yueHne TpaHCIIOPTHOTO YPOBHSL:
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* HaGmogenue 3a mporeccoM TPEXCTOPOHHEro «pykomnoxatus» TCP ¢ moMompio mporpamMmel
Wireshark;

* Usyuenwue 3axBaueHHbIX AaHHBIX DNS UDP ¢ momorisio mporpaMMel
Wireshark;

* Uzyuenwme 3axBaueHHbIX nakeToB FTP u TFTP ¢ nomomipto nmporpamMmmer Wireshark.

8 | Hacrpotika IP-anpecaruu:
* Hcnonb3oBanue kanbKymsatopa Windows B paboTe ¢ CETEBBIMH apecaMu;
*  Kousepramus [Pv4-agpecoB B TBOMYHYIO CUCTEMY CUHCIICHUS,
*  Onpenenenne [IPv4/IPv6-anpecos;
* Hacrpoiika IPv6-anpecoB Ha ceTeBBIX YCTPOMCTBAX;
* TectupoBaHHe CETEBOT0 MOAKIIOUCHUS C TOMOIIBIO KOMaH]I «ping» 1
«traceroutey.
9 | Cermenranus IP-cereii:
* U3ydeHue KaabKyJIATOPOB MOACETEH;
*  Pacuér moacereii IPv4;
* Paszgenenue cereil ¢ pa3IMYHBIMU TOMOJIOTUSIMU HA NOJCETH;
* Pa3zpaborka u BHeAPEHNUE CXEMBI ajjpecallny pa3aeinéHHon Ha onceTn [Pv4-cern;
PazpaboTka u BHeApeHne cxeMnl aapecaruun VLSM.
10 | IP-agpecanus:
*  aHaiu3 Tpaduka OMHOAAPECHOM Mepenayn, MMPOKOBEIIATEILHON M MHOT0AIPECHON PACCHIIKM;
* HacTpolika aapecaruu IPvo;
* mpoBepka aapecaruu IPv4 u [Pvo;
*  0TpaboTKa KOMIUIEKCHBIX ITPAKTHYECKINX HABBIKOB.
11 | Cermenranus IP-cereii:
*  OpraHu3anys MOJCETH IO PA3IUYHBIM CIICHAPHSIM;
* pa3paboTka M BHEpPEHHUE CTPYKTYpHI anpecanuu VLSM;
* BHEIPEHHE CXEMBI aipecaluu pa3aenéHHon Ha noacetu IPvo-cetu;
*  0TpabOTKa KOMIUIEKCHBIX MPAKTHYECKIX HABBIKOB.
12 | 3y4yeHre OCHOBHBIX CETEBBIX CITYXO:
. Uzyuenne ¢pyHknnn oOMeHa QaiiiaMi MEeXIy OTHOPAHTOBBIMH YCTPOWCTBAMU
omnpezneneHue npeodpasosanuii PAT; <M3yuenne npasui padotsr DNS;
. Nzyuenue nporokona FTP.
13 | OGecnieueHne OE30MACHOCTH CETH:

* M3ydeHue yrpo3 cereBoii 0€30MacCHOCTH;
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* JlocTyn K ceTeBbIM ycTpolcTBaM 1o mpoTtokory SSH;
* (OO0ecneuenne 6E30MACHOCTH CETEBBIX YCTPOUCTB;

14

AHanu3 KOMIIBIOTEPHOM CETH U HACTPOUKa MapIIpyTU3aTOpa:

* IlIpoBepka 3a7epsKeK B Mepeaadll CETEBBIX MAKETOB C TIOMOIIBIO YTHIIUT «ping» U «traceroutey;

* Hcnonb3oBanue untepdeiica komanauoi ctpoku (CLI) st cbopa cBeneHmit 0 ceTeBhIX
YCTpOMCTBAX;

*  VYmpanenue (aitnaMi KOHPUTYpalUy MapIIPyTU3aTOPa C IOMOIIBIO MPOrPaMMBI SMYJISIIIA
TepMHUHaja

*  Vnpasienue ¢aitiaMmu KOHpHUryparyu yCTporcTB ¢ ucnoib3oBanueMm TFTP, duren-namsaty u
USB-nakonurenei

e N3ydenue npouenyp BOCCTAHOBIICHUS IAPOJIEH.

Tema 1.2. lIpunnunsI
MapLIPYTH3AUH U
KOMMYTalHHU

Cooepocanue

138

1

BBeneHune B KOMMyTHpYyeMble CeTH

O6bpeaunénnbIe ceTd. Mepapxusi B KOMMYTHPYEMOU ceTh. Poib KOMMYTHPYEMBIX CeTeil.
KommyTtupyemas cpena. Innammdeckoe 3anonaenne Tadiaumsl MAC-anpecoB KOMMyTaTopa.
Merozp! iepechUIKH Ha KoMMyTaTope. KoMMyTalius ¢ mpoMexyTodHbIM XpaHeHrneM. CKBO3HAS
KOMMYTaIusl.

KommytanuonHble foMeHbl. CHHKEHUE Neperpy30K CEeTH.

OCHOBHBIE KOHIENIUH U HACTPOiika KOMMYTallNU

OcHoOBHBIE KOHLIENIIMY U HACTpolika kKoMMyTauuu. [lepBoHayanbHast HacTpoiika KOMMyTaTopa u
BOCCTAaHOBJIEHHE ITOCIIE CHCTEMHOro cOos1. Hactpoiika moctyna s 6a30BOro yrnpasieHUs
kommyTtatopoM ¢ IPv4. JlymiekcHas cBs3p. HacTpoiika mopToB KOMMyTaTOpa Ha (PU3MIECKOM
ypoBHe. OyHKIHS aBTOMaTHYECKOT0 onpeaenenns tuma kaodems (Auto-MDIX). [IpoBepka HacTpoek
nopra kommyraTtopa. [louck u yctpaneHue rmpobseM Ha ypoBHE AOCTYIA K CETH.

bezomacHocTs KOMMyTaTOpa. 3amUIIEHHBIN yaanéHHbIN qoctyn. Hacrpoiika SSH.
PacmipocTpanénnsie yrpo3sl 6e3onacHocTH: nepenoixaenue Tadbmumnsl MAC-anpecos, DHCP-
cny(uHT, HUCronb30BaHue ysa3BuMocTel mporokona CDP, Araku Telnet u np. AymuT u
MIPAKTUYECKUE PEKOMEH ALY 10 00ecreueHnIo Oe30macHOCTH ceTh. be3sonacHocTs mopra
kommytatopa. OrcnexuBanne DHCP coobmenuii. @ynkius 6e3omacHoCcTH mopTa. Buabl 3amunTe
MAC-anpecoB. Pexxumsl pearnpoBaHus Ha HapymieHue 6e3onacHoctd. [IpoBepka u HacTpoiika
nioptoB. [IpoTokon cereBoro Bpemenu (NTP).

Bupryansbnble JiokajabHble ceTu (VLAN)

Bupryanpasie nokanbHblie cetn (VLAN) — kitaccudmkanus 1 OCHOBHBIE XapaKTEPUCTHKHU. T paHKu
BUpTyalbHbIX ceTell. KoHTpob mupokoBemaTenbHbix JoMeHoB B ceTsix VLAN. TerupoBanue
kanpoB Ethernet qns mnentudukamuu cett VLAN. Cetn native VLAN u TerupoBaHue cTaHaapTa
802.1Q. Teruposanue ronocooit VLAN. Peannszaunu BUpTyalbHOH JIOKadbHOM cetu. Ha3HaueHue
noptoB ceTsiMm VLAN. Hactpolika TpaHKOBBIX KaHaJIOB. [IpOoTOKON TMHAMUYECKOr0 CO3qaHMs
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TpankoBoro kanaia (DTP). [louck u ycTpaHeHue HENOMAa0K B BUPTYAIbHBIX JIOKATBHBIX CETSIX U
TpaHKOBBIX KaHanax. [Ipobnemsl ¢ [P-agpecanueti cetn VLAN. HecoBmanenus pexxumMoB
TpaHKoBO# cBs3u. [IpoekTrpoBanue u obecneuenne 6ezomacHoctn VLAN: hopping, crrydunr
KOMMYTaTOpa, aTtaka c 1BoiHbIM TerupoBanueM, Cerb PVLAN nepumerpa. IIpaktuueckue
PEKOMEH JalluU 110 MPOCKTUPOBAHUIO BUPTYaJIbHOU JIOKAJIbHOU CETH.

Konnenuusi MapmupyTu3anum

Hactpoiika mapupytuszaTopa. MexaHu3Mbl IEPECHUTKY NAaKeToB. [lofKiIIoueHne 1 HacTpoiika
ycrpoiicTB. CBeTOAMOHBIE HHANKATOPHI HAa MapUIpyTHU3aTope. AKTUBaIMs U HacTpoiika IP-
anpecann. [IpoBepka CBSI3HOCTH ceTel ¢ MPsMBIM NoAknoueHreM. [Iposepka HacTpoek
untepdeiica. GunbTpanus BHIXOMHBIX JaHHBIX KOMaH] «show». KoMMyTanuns makeToB Mex1y
cersiMu. OYHKIHMA KOMMYTAIMN MapIipyTu3aTopa. Mapmpytu3zanus nakeros. OnpeneneHne myTH.
[Iporiecc mpuHATHSA pelIeHus O MePEChUIKe MakeToB. Beibop onmrumanbHOro myTH. [Ipotokonsr RIP,
OSPF, EIGRP. Pacnpenenenne Harpy3ku. AIMUHUCTpUpoBaHue paccrosane (AD) u HanexxHOCTh
Mapipyra. AHaIU3 TaOJIUI] MAPIIPYTU3AIMHA — UCTOYHHUK JIAHHBIX, IPUHITUIEI (OPMUPOBAHUE
BO3MOKHOCTH HACTPOWKH. 3amucy TaOIHIIbI MapIIPYTH3ALUH ISl CETEH C MPSMBIM
MTOIKITIOYEHNEM. 3aJJaHie CTAaTHYECKIX MapmpyToB. [[poTOKOIbI THHAMIYECKOW MapIIpyTH3aIuH
cereii IPv4 u IPv6.

Mapmpyruzanus mexay VLAN

[Ipuntumer padoTel MapmpyTuzanuu Mexay VLAN. Hactpoiika maprmpyru3anuy Ha 6a3e
MapIpyTU3aTOPOB ¢ HECKOILKUMH (H3MUECKUMU MHTep(deiicaMu, ¢ UCIIOIh30BaHUEM
KoH(urypamum router-on-a-stick, gepe3 MHOrOypOBHEBBIN KoMMyTaTop. ITpodireMbl
Mapmpytuzanun mexay VLAN. [IpoBepka KoHGUTYpani KOMMYTaTopa U HACTPOEK
Mapmpyrtuzatopa. Henomanku B pabore untepdeiica. Ommoku B [P-afpecax m Mackax moaceT.
Hacrpoiika u pabora kommyranuu Ha 3-M ypoBHE. MapmmpyTtuzanus mexay VLAN uepes
BHPTyaJbHBIE HHTEP(DEHCH KOMMYTaTOpa, MapIIPYTU3UpyeMbIe TOpTHI. Hemomaaku B HacTpoiKax
KOMMYTaTOopa 3-ro ypOBHSIL.

Crarnyeckasi MapLIpyTU3aLUst

IIpenmyiiecTBa U 3aa4u CTATUYECKON MapLIpyTU3alUU. TUIBI CTATUYECKUX MapLIPYTOB:
CTaHJAPTHBIH, 10 YMOJIYaHUIO, CYMMapHbId, IutaBatonmii. Hactpolika cratnueckux MapupyToB
IPv4 u IPv6. KomaHma «ip route». MapmpyT criemytoriero nepexosa. Hampsmyro monkmodEHHbII
cratudeckuil Mmapupyt. ITonHOCTBIO 3aJaHHBIN cTaTHyecKui MapiipyT. HacTpolika cratnueckoro
MapipyTa o ymondanuto. Knaccosas agpecanus. KnaccoBsie macku nonceru. beckinaccopas
MeskaomenHas MapipyTtuzauns CIDR. O6bvenunenne mapuipytoB. Opranuzanus cynepcereil.
Hcnons3zoBanue Macok mojacetn GpukcupoBanHoi anuHbl (FLSM). Macka nojaceru nepeMeHHO
qumHbl (VLSM). Hactpoiika cyMMapHBIX M IJIaBaOIIMX CTATHYECKUX MapHIpyToB. Pacuér
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cymmapHoro mapupyra. O0benunenne cereBbix aapecoB IPv4 u IPv6. [louck u ycrpanenue
HEIOJIaJOK B HACTPOMKAX CTATUYECKOr0 MAPLIPyTa U MapIIpyTa 10 YMOIYAHUIO.

JAuHaMuyeckas MapmipyTH3anus
[IpoTokomb! AMHAMHYECKOH MapIIpyTH3alMK — HA3HAYCHUE, IPUHIUIBI pabOThl U HCTOPUS
pasButha. CpaBHEHHE TUTHAMUYECKON M CTaTHYECKOW MapiipyTH3auu. [IpuHIume! paboTs
MPOTOKOJIOB MapUIPYTH3AIMHU: IYCK Mocje BKIoUeHus muTanus, CereBoe oOHapyxeHune, OOMeH
JaHHBIMU MapipyTtusanuu, ObecrieueHue cxoaumocth. Knaccupukamnys npoToKoioB
mapmpytuzanud. [Iporokonsr IGP u EGP. [{uctannmonno-BexTopHbie mpoTokoisl RIP, IGRP.
[Ipotokomnsl MapripyTH3anuu 1o coctosiHuto kanana OSPF u IS-IS. KiaccoBbie u 6eckiaccoBbie
MIPOTOKOJBI MapUIPyTHU3ANH. XapaKTePUCTUKH U METPUKHU IPOTOKOJIOB.
JuHaMuyeckast AUCTAHIIMOHHO-BEKTOPHAs MapIupyTu3anus. JJucTaHIMOHHO-BEKTOPHBIN
aJIrOpUTM. MexaHu3MBbI OTIIPABKH U NOJYYCHUS JAaHHBIX MapaIpyTU3aluu, pacqéra OIITUMAJIBHBIX
myTel U 700aBIeHUs] MAPIIPYTOB B TAOIHITy MapIIPYTH3AINUN, OOHAPYKEHUS I pearipOBaHUs Ha
n3MeHeHus B Tonojorun. Hactpoiika nmporokona RIP: Bximouenne RIPv2, oTkmrouenune
ABTOMATHUYECKOIro 00bEIMHEHHMSI, HACTPOWKA MACCUBHBIX MHTEP(EHCOB, Mepeaada MapiipyTa 1o
yModanuto 1o cetu. Hacrpoiika mporokona RIPng. [Ipoliecc mapiipyTu3aiuu 1o COCTOSHUIO
kanana. Hello mpoTtokomn. maker cocrossaus kanaia (LSP). JlaBruHHas pacchUiKa MMaKeTOB COCTOSHUS
KaHaa. JlaBuHHAS pacchUIKa TAaKeTOB COCTOSIHUS kKaHana. Co3gaHue epeBa KpaTIalInX Ty TeH
SPF. [Jo6asnenune mapmipyroB OSPF B Tabmuiry mapmpytu3aiuu. HemoctaTki IpoTOKOIOB
MapIIpyTH3aIUH 110 COCTOSHUIO KaHana. Tabnnna MapmpyTuzanuy. 3alucH ¢ PSMBIM
MOAKIIOYCHUEM U YAaIEHHOH cerr. JInHaMu4ecKu mojydaeMbie Mapiipytel IPv4/6. TIporece

MOMCKa MapIIpyTa.

OSPF aus oxHoii 001acTH
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CewmetictBo porokonoB OSPF. XapakrepucTuky, MpUHIMITEL paboThl 1 KoMIOHeHTHl OSPF.
Ocob6ennoctu OSPF juist oHO#M 1 HecKoJIbKUX oOacTei. MarucTpanbHas 00nacth. MHKancynsanus
coobmennit OSPF. Tunsl nakeroB OSPF: maker npuserctus (hello), maker onucanus 6a3st
nanseix (DBD), maker 3anpoca cocrosiaus kaHana (LSR), maker oOHOBIIEHHUSI COCTOSHUS KaHaja
(LSU). maker noareepxkacHus coctosuus kanana (LSAck). OOHOBIeHHS COCTOSIHMSI KaHAIa.

Pa6oune cocrosuust OSPF. Beinenennsiii (DR) 1 pesepBHBIi BbIeneHHbli MapmipyTu3aTop (BDR).

Cunxponuzanus 6a3 ganasix OSPF. Hactpoiika OSPFv2 st onHoi#t obnactu. Pexxum
KoH(HTYpanuu uaeHTHPHUKATOPBI MapiipyTuzaropa. McmonszoBanue uaTepdeiica loopback.
Bximouenne OSPF Ha untepdeiicax. [llabnonnas macka. Komanga «network». Hactpoiika
naccuBHBIX HHTEepdeticoB. Popmyna pacuéra merpuku croumoctd OSPF. Hacrpoiika 3HaueHmit
MPOIYCKHOM criocoOHocTH nHTepdetica. [IpoBepka coceHIX YCTPOHCTB, HACTPOEK MTPOTOKOIIA,
JIaHHbBIX mporecca u Apyrux xapakrepuctuk OSPF. Cpasuenune OSPFv2 u OSPFv3. Anpeca tuna
link-local. Tomomorus ceru OSPFv3. Hacrpoiika unentudukaropa Mapmpyruzaropa OSPFv3.
Brutouenne OSPFv3 Ha untepdeiicax.

Cnucku koHTpoJs Aoctyna (ACL)

Crucku korTpons nocryna (ACL). Ipurmumn padotsr ACLcnuckos. Tunsr ACL-ciimekoB Cisco
st IPv4. TlpucBanBanue HomepoB u uMEH ACL-crimckaM. Pacuér mabmonnaoi macku B ACL-
criickax. PekoMenmanum 1mo co3nanuio u pasmemennto ACL-ciuckoB. Pa3menenne cTan apTHRIX
u pacmmpeHHsx ACL-crinckoB. Hactpotika crapmaptHoro ACL-criucka. Ilpumenenne
craugaptHbix ACL-crimckoB Ha nHTepdeiicax. Kommentapun k ACL-criuckam. [IpoBepka u
penaktrpoBaHue crannapTHEIX HyMepoBaHHBIX ACLcmuckoB. ACL-cratucTrka. 3ammra mopToB
VTY ¢ nomompto crangaptHoro ACL-criucka [Pv4. Ctpykrypa n HacTpoiika pacmupeHHbx ACL-
criickoB i [Pv4. @unsTpanmst Tpadrka ¢ HCIonb3oBanueM pacmupeHHpXx ACL-cickoB.
[ouck u ycrpanenune vernonagok ACL-cruckos. Pactipoctpanénnsie ommoku ACL-crircKoB.
CpaBraenne ACL-crinckoB st IPv4 u IPv6. Hactpoiika u npoBepka ACL-crinckoB mist [Pv6.
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IIporoxoa DHCP

[Iporoxonr DHCP. DHCPv4: 6a3oBas orepanus, opMaT cOOOIIEHHH, COOOIIeHHsI OOHAPYKEHHSI 1
npennoxenus. Hactpolika, npoBepka u perpancisauus npocroro DHCPv4-cepsepa. Hactpolika
mapupyTtuzaropa B kauectse DHCPv4-knuenta. Hactpoiika mapmpyTtuzatopa kinacca SOHO.
[Touck u ycrpanenue Heronagok B padore mapmpyruzaropa DHCPv4. [Iporokonr DHCPv6.
ABTOMaTHUeCKas HacTpoiika aapeca 6e3 orciexuBanus coctosHus (SLAAC). IIpunuun paboTst
SLAAC c DHCPv6. DHCPv6 c u 6e3 orcinexuBanus cocrosiaus. [Ipoueccst DHCPv6. Hactpoiika
MapmpytuzaTopa B kauectBe DHCPv6-cepBepa 1 DHCPV6-knuenTa. [louck u ycrpanenue
Henonanok B pabore DHCPv6.
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IIpeoOpa3zoBanue cereBbIX anpecoB [Pv4
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[IpeoOpasoBanue cereBbix aapecoB [Pv4. KonnenTtyansHoe npeobpa3zoBaHue CETEBIX aIpecoB
(NAT). Tepmunonorus u npuniunsl padbotsl NAT. IIpoctpanctBo wactHbIX [Pv4-anpecos.
Crarudeckoe U AMHaMUYecKoe npeodpa3oBanue cereBbix aapecoB (NAT). [IpeoOpazoBanue
anpecoB opToB (PAT). Cpasaennie NAT u PAT. [IpeumymiectBa u Hepoctatku NAT. Ananuz
crarudeckoro npeodpazoBanust NAT. [Tpuanumn padorsr munamudeckoro NAT Hacrpoiika u
npoBepka NAT, PAT. [lepeaapecanus nopros. Hactpoiika NAT u nporokona [Pvo.

[Nouck u ycrpanenue Hernonaaok B padore NAT.

B mom uucne npakmuueckux 3anamuii u 1a60pamopHsix padbom
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1 | Hactpoiika koMMyTaTopa:
* basoBas HacTpoiika KOMMYTaTOpa;
* Hactpoiika napameTpoB 0€30M1aCHOCTH KOMMYTATOpA.
2 | Hacrpoiika 6e30macHOCTH KOMMYTaTOpa:
* Hacrpotika npotokoia SSH;
*  Hacrpoiika ¢yukium Switch Port Security;
* llouck u ycTpaHeHHe HENOJIaI0K B cUCTeMe 0€30IaCHOCTH MMOPTOB KOMMYTATOpPa;
OT1paboTKa KOMIUTEKCHBIX MPAKTHYECKUX HABBIKOB.
3 | Koudurypanwus cereit VLAN:
*  Koudurypamms cereit VLAN 1 TpaHKOBBIX KaHAJIOB;
* Tlouck u ycTpaHeHHe HEnoIaa0K B KoHpurypaud VLAN;
*  Peammzamms cucreMsl 0e3omacHoctr cetn VLAN;
*  Peammzamms cerett VLAN miist cerMeHTAITM ceTell PEeAnpUATHif Majoro U cpeaHero On3Heca.
4 | Hacrpolika MapmipyTH3aTopa:
* Hcmonb3oBaHne KOMaHIBI traceroute st OOHapy>KEHUS CETH;
*  JIOKyMEHTUPOBAHUE CETH;
* Hacrpoiika uatepdeticoB IPv4 u [Pvo;
* Hacrpoiika 1 mpoBepka HeOOIBIION CETH;
HccnenoBanne MapipyToB C MPSMBIM MTOIKITIOYEHUEM.
5 | Hacrpoiika mapmipyTra3amnuu:
*  Cocrapnenne cxeMmbl ceti IHTEpHET;
* Hacrpoiika 6a30BBIX TapaMeTpPOB MapIIPyTH3ATOPa C TIOMOIILI0 HHTEpdelica KOMaHIHOM
ctpoku (CLI) cucremsr Cisco 10S;
* Hacrtpoiika 6a30BbIX NapaMeTpoB MapiipyTuszaropa ¢ nomoisio CCP.
6 | Mapmpyruzanus mexay VLAN:

* Hactpoiika mapmpyruzanun mexay VLAN s kaxnaoro uarepgeiica;
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* Hacrpoiika mapmpytusanuu mexay VLAN Ha ocHoBe crangapta 802.1Q u TpaHKOBOTO
KaHaja;
* llouck u ycTpaHeHHe HEeNnoJdaJo0K B MaplpyTu3anuu Mexry cersimu VLAN.

7 | Hacrpoiika craTuyeckoi MappyTH3aAIHH:
*  Hactpoiika cratuueckux Mapupytos [Pv4/IPv6 o ymonuanuro;
* Pa3pabotka u peanu3aius cxemsl agpecanuu [Pv4 ¢ ucnons3oBanuem VLSM;
* Pacuér cymmapHbix MapuipytoB [Pv4 u [Pvo6;
* [louck u ycTpaHeHHE HEMONIAI0K CTATUYECKUX MapuipyToB [Pv4 u [Pv6.
8 | Hacrpoiika tnHaMu4ecKoi MaplIpyTH3aIINu:
. HccnenoBanue CX0IUMOCTH;
. CpaBHeHMe MeTOI0B BEIOOpa MmyTH B npoTokonax RIP.
9 | Hacrpoiika nporokonos RIPv2 u RIPng.
10 | Hacrpoiika npotokonoB OSPF:
. Hacrpotiika 6a3oBoro mporokonra OSPFv2 mist ogHOM 067acTy;
. bazosas Hactpoiika mporokora OSPFv3 mns ool obmacTi.
11 | By4yenne MexaHU3MOB paOOTHI CO CIICKaMH KOHTPOJIS JOCTYTIA!
*  Harmagaoe npencrasnenne padotsl ACL-crucka;
* Hacrpotika cranmaptasix ACL-cninckoB;
* Hacrpotika cranmapTHeIX ”MeHOBaHHBIX ACL-CIIHCKOB;
* Hacrpotika ACL-ciucka mst maauii V1Y,
*  Hacrpotika pacmmpeHHbrx ACL-CIIICKOB IS pa3iIMdHbIX CIICHAPHUEB;
* llouck u ycTpanenue Henoiaaok B padbore ACL-crinckoB;
* Hacrpotika ACL-ciiuckoB IPv6;
*  OrpaboTKa KOMIIEKCHBIX IPAKTHUECKUX HABBIKOB.
12 | Hacrpoiika ACL-cruckos:
* Hacrpoiika u npoBepka cranaapTHbIX ACL-cnuckos;
* Hacrpolika u npoBepka orpannueHuil VTY;
* Hacrpolika u npoBepka pacumpeHHblx ACL-CIUCKOB;
* Ilouck u ycTpaHeHue HENONAaA0K B HaCTpoiike U pa3merieHnn ACL-
CIIMCKOB;
* Hacrpoiika n nposepka ACL-cinckoB miist IPv6.
13 | Uzyuenune nporokonoB DHCP:

* bazoBas Hactpoiika DHCPv4 Ha mapmpytusarope;
* bazoBas HacTtpoiika DHCPv4 Ha koMMyTatope;
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* Tlouck u ycrpanenue Hernonaaok B pabore DHCPv4;
* Hacrpoiika cepeepa DHCPv6 6e3 oTCIe:KUBaHUS COCTOSHUS U C OTCIKUBAHUEM COCTOSHIS;
* Tlouck u ycrpanenue Hernonaaok B pabore DHCPvo6.

14

Nzyuenune nporokona DHCP:
*  Hactpoiika nporokona DHCP ¢ nomomsto komana Cisco 10S;
° OTpa6OTKa KOMIUICKCHBIX NNPAKTUYCCKUX HABBIKOB.

15

[IpeoOpaszoBaHue CETEBBIX aIPECOR:

*  Uzyuenwue npunnuna padorel NAT;

* Hacrpotika cratuueckoro u auHamuaeckoro NAT;

*  Peanuzanus craTudeckoro u guHamudeckoro NAT;

* Hacrpoiika riepeaapecaiiuu mopTos Ha Mapipyru3arope Linksys;
* TlpoBepka, MOKMCK U yCTpaHEHHUE Henoaa0K KoHpurypamnuii NAT;
*  OrpaboTKa KOMITIEKCHBIX MPAKTHIECKUX HABHIKOB.

16

Uzyuenne pabotel ¢ NAT u PAT:

* Hacrpotika quHaMHIECKOTO U cTaTndeckoro NAT;

* Hacrpoiika NAT-myna ¢ meperpyskoit u PAT;

* Tlouck u ycTpaHeHHe Henojaaok kondurypaiuid NAT.

M/IK.01.02. Opranu3anusi, 316 IK 1.1-TIK
NPUHOUIBI HOCTPOEHUS U 1.5
(pyHKUHOHMPOBAHUSA OK 01-11
KOMIIbIOTEPHBIX ceTeid

Tema 2.1. MapupyTu3anus u Cooepocanue 124

KOMMYTalusl. 1 | BBeneHnue B MacuITAOMpOBaHHE ceTel

MacmtadupoBanue cereii

Peanmuzamms mpoekra cetn. [Ipoekt mepapxudeckoit ceTu. Pacmmpenne cetr. Beioop cereBbIx
ycrpoiictB. KommyTammonHoe o0opynoBadue. MapipyTu3aTopsl. Y TpaBIISIONIHe YCTPOHCTBA.

M36b1TOuHOCTE LAN

[lonstus mportokona spanning-tree. [Ipeanasnadenue mpoTokona spanning-tree. [Ipuaimmn paboTe
STP. Tunst mpotokonos STP. Hacrpoiika mporokona STP. Hactpoiika PVST+. Hactpoiika Rapid
PVST+. [Ipobnemsr Hactpoiiku STP.

ArperupoBaHue KaHAJIO0B

OcHOBHBIE OHATHSI arperupoBaHus KaHajoB. ArperupoBanue kaHajios. IIpuHiun paboTs
EtherChannel. Hacrpoiika arperuposanus kananoB. Hactpoiika EtherChannel. IIpoBepka, mouck u
ycTpaHeHre Henonaok B padore EtherChannel

BecnpoBoanbIe JOKAIBHbIE CETH
Konnenmuu 6ecripoBoiHO# cBsi3u. BBenenue B OecripoBoHyto cBs3b. KommoneHTs! cereit WLAN.
Tononoruu cereit WLAN 802.11. IIpunimmnsl paboTsl OecripoBoIHOH JIoKanbHOH ceTn. CTpyKTypa
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kanpa 802.11. dyHknroHHpOBaHUE OSCIIPOBOHOM CBSI3H. Y IpaBJicHHE KaHanaMu. be3omacHocTh
OCCITPOBOIHBIX JIOKATBHBIX ceTei. YTpo3sl mis cereit WLAN. ObGecrieuenne 6€301acHOCTH
WLAN. Hacrpotlika 6ecripoBOIHBIX JOKaIbHBIX ceTel. HacTpolika OecrpoBOAHOIO
MapipyTtu3atopa. Hactpoiika OecripoBoHbIX KIMEHTOB. [IoMCK M ycTpaHEeHUE HENoaZoK B padoTe
cereit WLAN.

Hacrpoiika u ycrpaneHue HenoJiaaok B pabore OSPF nns ogHoii o0nacTu

Pacumpennsie napamerpsl nporokona OSPF mis ogHoit obmacti. MapiipyTrusanust Ha ypoBHSIX
pacupenenenus u sapa. OSPF B ceTsix ¢ MHOXeECTBEHHBIM JIOCTYNOM. PacnpocTpanenne Mapiipyra
o ymonm4anuto. Tounas Hactpoiika natepdeticoB OSPF. 3ammra OSPF. Ycrpanenue Hermonanok
peanuzanuu nporokona OSPF s oguoit obnactu. CocTaBisiomuye npoueaypsl Moucka u
ycrpaHenus Heronaaok B padore OSPF mist ognoii obnactu. [Torck U ycTpaHeHHe HEMmoNaao0K B
mapmpytuzanun OSPFv2 s onnoit obnactu. [louck n ycrpanenue Henonaaok B OSPFv3 s
OJIHOI obacTn

OSPF nJ151 HecKoJIBKHX 00J1acTeil

puniun padoter OSPF muist Heckonbkix odnacreii. Haznauenne OSPF jist HeckoNbKUX o0acTel.
[punimn padorsr makeroB LSA B OSPF mis Heckosbkux obnacteit. Tabmuia MapmpyTH3aluy |
tunel MapmpyToB OSPF. Hactpoiika OSPF misa neckonpkux obmacteir. Hactpoiixka OSPF mst
HecKoJbKUX obnacteit. O0beauuenue mapiipyroB OSPF. [Iposepka OSPF miis HecKonbKuX
olbracrei.

B mom uucne npakmuyeckux 3auamuil u 1a60pamopHsx paoom

Pa3BepTeiBaHNE KOMMYTHPYEMOH CETH C pE3epPBHBIMH KaHaJIaMHI

Hacrpoiika Rapid PVST+, PortFast u BPDU Guard

Hacrpotika mporokona GLBP

Omnpeznenenrie THMTOBBIX OMMOOK KoHburypanuu STP

Hacrpoiika EtherChannel

[Tonck u ycrpanenune Heronagok B pabore EtherChannel

ArperupoBaHue KaHaJuoB

Hacrpoiika 6ecipoBoJHOT0 MapIIpyTH3aTOPa W KITUEHTA

OON|O|OD|IWIN -

Hacrpoiika 6a3oBoro mporokona OSPFv2 mist omHoit obnactu

[EEN
o

Hactpoiika OSPFv2 B ceTh MHOXECTBEHHOI'O JOCTYIA

[E=Y
[E=Y

Hacrpoiika pactmpernssix pyakuit OSPFv2

=
N

[ouck u ycrpaneHue Hemomnanok B padbore ocHOBHBIX poTokonoB OSPFv2 u OSPFv3 mis onHoit
obnactu

=
w

Iouck u ycrpaHeHue Hemonanok B pabore ycoBeplieHcTBoBaHHOro npotokona OSPFv2 ans oxnoit
obnactu

|_\
o

Brnanenve HaBbIKaMH [TOMCKA M yCTpaHEHUs! Henosa ok B pabore OSPF

64
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15

Hactpoiika OSPFv2 ans Heckonbkux obaacreit

16

Hactpoiika OSPFv3 ans Heckonbkux obaacreit

17

[Nouck u ycrpanenne Henonaaok B pabore OSPFv2 u OSPFv3 nnst Heckonbkux obnactet

Tema 2.2. CoenquHeHue ceTeii.

Cooeporcanue

1

[oaksr0ueHue K rJ100aMbHOI ceTH

0630p Texnonoruit rnodansHol cetu. Llens co3ganus rinodanbHbIx ceredd. [IpuHIMn paboThl
riobansHOM cetr. Beibop TexHomoruu rinodanbHoi cetn. CepBUCH TII00aIbHO CeTH.
WudpacTpykTypsl 4acTHBIX TI00a1bHBIX ceTel. MHpacTpykTypa 001enocTynHol rao0anbHOoii
cerr. BbIOOp cepBHCOB r1100aIbHON CETH.

CoeanHeHne «TOYKA-TOYKA)

00630p NOCIIEAOBATENBHOTO COSIMHEHHSI «TOUKa-TOUKa». CBS3b MO MOCIEe0BATELHOMY KaHAITy.
Wnkancynsanusa HDLC. IIpuanumn padotsr npotokona PPP. I[IpenmymectBa nmpotokona PPP. LCP u
NCP. Ceancer PPP. Hacrpotika nporokona PPP. Hacrpoiika nporokona PPP. Ayrentudukarwst
PPP. Otnanka coenmaenniin WAN. Otnanka PPP.

Peienus IMUPOKOMOJOCHOI'0 10CTYyma

124

VY nanéunas padora. [IpenmyiiectBa yaanéHHoi pabotel. busnec-TpeOoBaHus 11 yIAIEHHBIX
paboTHrKOB. CpaBHEHHE PELICHHUI MTUPOKOI0IOCHOr0 nocryna. Kadens. DSL. BecripoBoanbie
ITUPOKOIIOJIOCHBIE CeTH. BEIOOD peIeHmil MMUPOKOITOIOCHOT0 oCTyMma. HacTpoiika moaKIIrodeHni
XDSL. O630p PPPoE. Hactpotika PPPoE.

ZamuTa MekPUIHATILHON CBA3M

Ceru VPN. OcnoBrl cereit VPN. Tumsr cereit VPN. Tyanenn GRE mexny o6bekramu. OCHOBBI
GRE. Hacrpoiika tynneneit GRE. O6mue cenenust 06 [Psec. 3ammra nmporokona IP. Ctpykrypa
nportokona IPsec. Y nanéunsnii noctym. Pemenust VPN s ymanéanoro nocryma. Cetn VPN
YAaJIEHHOr 0 JOCTYMA C Hcnonb3oBaHueM IPsec.

Monutopunr Ceru
Syslog. IMpuniun padotsr Syslog. Hacrpoiika Syslog. SNMP. TTpusimmn pabotsr SNMP.
Hacrpoiika SNMP. NetFlow. ITpuniun paotsr NetFlow. Hactpoiika NetFlow. ITpoBepka mMosemneit

Tpaduka.

Otiaaka ceTu

[lonck u ycTpaHeHre HETONa 0K ¢ CIIOIh30BAHUEM CHCTEMHOr0 moaxoa. JlokyMeHTarus mo
ceru. [Iponenypa novcka u ycTpaneHus Heronagok. V3omsnus mpobaeMsl C IIOMOIIBIO
MHOIOypOBHEBbIX Mozenel. Otnaaka ceru. CpecTBa OUCKA U YCTPAHEHU S HEMONAI0K.
CUMIOTOMBI ¥ IPUYKUHBI OTIAJKU ceTH. ITouCcK U ycTpaHeHre HenoJaJoK CBsi3H B cersx IP.

B mom uucne npakmuyueckux 3anamuii u 1a60pamopHuvix padom

1 | Hacrpoiika 6azoBoro PPP ¢ ayrentudukanueit

56
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2 | Ornanka 6a3oBoro PPP ¢ ayrenTudukanueit

3 | IlpoBepka PPP

4 | Hacrpolika MapmipyTtu3aTopa B kadecte kiueHta PPPoE mis nonkmouenus DSL

5 | Hacrpotika tynnens VPN GRE no cxeme «rouka-To4Kay

6 | Pa3paboTka TEXHHYECKOTO OOCITYKUBAHHS CETH

7 | Hacrpoiika Syslog u NTP

8 | Uzyuyenue nporpaMmmHoOro obecredeHusl jisi MOHUTOPHUHTA CETH

9 | Hacrpoiika SNMP

10 | C6op u ananu3 nanubix NetFlow

11 | MacTpymMeHTapHii ceTeBoro aJMHHACTpATOpa 151 HAOII0IEHUS

12 | Cooii B paboTe ceTu

13 | Pa3paboTka JIOKyMEHTAIMH

Tema 2.3. [IpoekTHpOoBaHUe Cooepocanue 68
apXUTEKTYPHI JOKAJIbHOI
BLIYHCINTEILHOM ceTH 1 | Tpe6oBanusi CHull k 060py10BaHHI0 KOMIIBIOTEPHBIX ceTei

I'OCT 12.1. 003-2014, TOCT 12.1.005-88, TOCT 12.2.032-88 Cucrema 6e301macHOCTH Tpy/a,

T'OCT P 53246-2008, ISO/IEC 11801:20101udopmanmonnbie TexHomoruu. CTpyKTyprupOBaHHAs

KaOeJbHAsI CHCTEMA ISl TIOMENeHUH 3aKa3YHKOB.

2 | IlpoekTupoBanue annapatHoii ( 1o 'OCT P 53246-2008 Cucremsl kabeabHbIC
CTPYKTypHpOBaHHbIe. [IpoeKTHPOBaHHE OCHOBHBIX y3JI0B cucTeMbl. O0Ime TpeOoBaHus )
TpeboBaHMs K KOHCTPYKITUH M 00OPYIOBaHUIO ammapaTHoH. [IpaBuia MoHTaxa
TENEKOMMYHUKAIIMOHHOTO 000pY/TI0OBaHUSI.

3 | MpoexTupoBanue kpoccoBbix ('OCT P 53246-2008 Cucrembl kabenbHbIE CTPYKTYPHPOBAHHBIC.
ITpoexTrpoBaHHE OCHOBHBIX Y3J10B cucTeMbl. OOIIue TpeOOBaHMS)

Pazmemnienne kpoccoBbix. O6mme TpedoBaHUS K KOHCTPYKIINK U 000PYTOBAHUIO KPOCCOBBIX.

4 | KadeabHble Tpacchl MoacucTeMbl BHyTpeHHHX Maructpaseii( mo F'OCT P 53246-2008
CucteMbl KabenbHbIC CTPYKTYPUPOBaHHBIC. [[pOEKTHPOBAaHUE OCHOBHBIX Y3JI0B cHcTeMbl. O0Ime
TpeOOBaHUs ).

KoHcTpyKkTHBHEIC TpeOOBaHHS K CTOSIKAM. JJIeMEHThI (HOPMHUPOBAHUS KaOETbHBIX TPACC HA
TOPU30HTAIBHOM y4acTke. [lommoTonounbie kKabeabHble KaHaNbl. [IpUHIUIBI 1 TPaBUIIa
rioctpoeHus kabenbHOH poBoaku CKC. Beibop trma u xaTeropuu xades.

5 | TeaekommyHukauuoHHas ¢paza npoextuposanus (o 'OCT P 53246-2008 Cuctemsl
KabeJIbHbBIE CTPYKTYpUPOBaHHbIE. [IpOSKTUPOBAHNE OCHOBHBIX y3JI0B cHcTeMbl. O0IIHe TpeOoBaHUs
u 'OCT P 53245-2008 Cucremsl kaOenbHbIE CTPYKTYPUPOBaHHbIE. MOHTaX OCHOBHBIX Y3JI0B
cHCTeMbI. MEeTO/IbI MCTIHITAHUS )
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CxeMBbl coeIMHEHHNS TPYIIOBBIX YCTPOHCTB CETeBOro 00opyaoBanus. Pacuer ntuHeiHbIX kabeneit
MarucTpalbHBIX MOJCUCTEM. Pe3epBiUpOBaHNE MarHCTPATBHBIX TOACHCTEM. [[pHHIMITEL M CITOCOOBI
MOAKJIIOUEHUS CETEBOr0 000pYA0BAHUSI.

6 | IIpoexkTHasI TOKYMeHTALHsI

[Mpunine! n npaBuna opopmiteHus npoekTHoi nokymenTamun (mo 'OCT 2-105-95 ECK/I.
O6mme TpeboBaHUs K TEKCTOBBIM JOKYMEHTaM).

Pa6oune ueprexu. Ocodennoct opopmienus crenuduranuu (mo 'OCT 2.109-73 u TOCT 2.108-
68 (ct COB 2516-80) ).

B mom uucne npakmuueckux 3auamuii u 1a60pamopHsix padbom

MoOHTaX TeJIeKOMMYHHKAIIMOHHOTO 000pYIOBaHHUS

[Mocrpoenue kabenpHOM npoBojku CKC. Pacuer MarucrpajibHbIX MOJACHCTEM

Crroco6BI IOAKITIOUEHHUS ceTeBoro obopymoBanus. Hacrpoitka Wi-Fi-poyrepa.

Pa3paboTka pabounx yepTexe U cnenubuKayu

IIporpamMmHBIe cpencTBa NPOEKTUPOBAHMS JIOKAJIBHBIX CETEN

Pacuér BcmomorarensHOro 060pyoBaHus

Pacuer PDV, PVV u Harpy3ku Ha NIPOEKTUPYEMYIO CETh

Pa3zpabotka u opopmiteHre MPOESKTHON JOKYMEHTAIIHH

OO |NO|OTRWIN|F-

TTopsiiok TecTUpOBaHUS U TPUEMO-CAATOUHBIX UCIIBITAHUM CETH

20

Kypcoeoit npoexm

30

=

IIpumepHasi TeMATHKA CAMOCTOSITEILHON Y4eOHOil padoThI:

CucremaTnueckas npopadOTKa KOHCIIEKTOB 3aHATHH, yueOHON U CHEeHaTbHON TEXHUYECKOH JINTEPATypPHI.
KoHncnektupoBanue Tekcra, paboTa co CIOBapsIMU U CIIPAaBOYHUKAMHU, O3HAKOMJICHUE C HOPMAaTUBHBIMH IOKYMEHTaMH,
yueOHO-Hccre10BaTeNbekasi paboTa Mpy caMOM HIMPOKOM Hcmosib3oBanuu uTepruera u apyrux | T-rexHonorui.
[IpoextHble popMBI pabOTHI, MOATOTOBKA COOOIEHHUH K BRICTYIJICHUIO HA CEMUHApax U KOH(EpEeHLUAX; MOIr0TOBKa
pedepatoB, T0KIAI0B.

[ToaroroBka k 1a60PaTOPHBIM U MPAKTUYECKUM pabOTaM C MCIIOIb30BAHHEM METOINYECKUX PEKOMEH AN MpernoiaBaTens,
odopmiieHne 1a00paTOPHO-NPAKTUIECKUX PadOT, OTYETOB M MOATOTOBKA K MX 3aIIHTE.

agrONDE

YueOHasA MPaKTHKA

IIpumepHblii nepeyeHb pador:

y4acTHE B IPOEKTUPOBAHUU CETEBON MHPPACTPYKTYPHI;
y4acTUE B OpraHu3allliyi CETEBOTO aAMUHUCTPUPOBAHHUS;
AKCIUTyaTaIsl OOBEKTOB CETEBON MHPPACTPYKTYPHI;
y4acTHUE B YIIPABICHUU CETEBBIMU CEPBUCAMU;

y4acTHE B MOJICPHH3AINH CETeBON HHPPACTPYKTYPHI.

144
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IIpousBoacTBeHHAsl MPAKTUHKA pa3jeia
IIpumepHbIil nepedeHb padoT:

1. yuyactue B pa3pabOTKe METOJOB, CPEACTB U TEXHOJIOTHUI MPUMEHEHHUS 00BEKTOB MPO(HECCHOHAIBHON JICATEIIbHOCTH;
2. mpoBejeHUE MPOPHUIAKTHUSCKUX paObOT Ha 00BEKTaX CETCBOM MHPPACTPYKTYPHI  pabOYNX CTAHIIHSAX; 216
3. ydyacThe B MHBCHTAPH3AINU TEXHHYCCKUX CPEICTB CETeBOM MH(PACTPYKTYPHI, OCYIIECTBACHUE KOHTPOJIS MOCTYIUBIIICTO U3

peMoHTa 000PyIOBaHUSI.
HpOMe?KyTO‘lHaﬂ arrecranuda 18
Bcero 1016
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3. YCJIOBUS PEATIM3ALIUU ITPOTPAMMBI TPO®ECCUOHAJIBHOI'O MOAY JIA

«IIM.01 BBIIIOJIHEHUE PABOT 110 ITIPOEKTUPOBAHUIO CETEBOWM
NHOPACTPYKTYPbBI»

3.1. las peaqu3anuy nporpaMMbl pogecCHOHAIBLHOr0 MOAYJISA JOJKHBI ObIThH
NpeAyCMOTPEHBI cJIeyIolue crenuajbHble MOMelleHus:

Jlaboparopus «OpraHuszanusi W NPUHLIUIBl TOCTPOEHUS KOMIIBIOTEPHBIX CHCTEM,

OCHAIIIEHHBIE B COOTBETCTBUH C I1. 6.1.2.1. IIpumepnoit iporpaMmel o criermansHocTH 09.02.06

«CeTeBoe U CUCTEMHOE aIMUHUCTPUPOBAHHED.

Crymus IlpoekTupoBaHus W JAW3aliHA CETEBBIX APXUTEKTYp M WH)XXEHEPHOH rpadukw,
OCHAIIICHHAs! B COOTBETCTBUU C 1. 6.1.2.2. [IpumepHoii nporpammsl o cnenuansHoctu 09.02.06

«CeTeBOe U CUCTEMHOE AIMUHHUCTPHUPOBAHUC)).

OcHaiieHHble 0a3bl MPaKTHKU, B COOTBETCTBUU ¢ I 6.1.2.3 TlpumepHoi mporpaMMsl 1o

cnernuanbHoCcTH 09.02.06 «CeTeBoe U CHCTEMHOE aJIMUHUCTPUPOBAHUE.
3.2. UndopmanuonHoe odecneyeHne peaju3anuy NporpaMmbl

s peanuzanuu mporpamMmbl OMOIMOTeUHBIH (OHA 00pa30BaTEIbHON OpPraHM3aIMU JIOJDKEH

HMMETh TICUaTHBIC /UM JICKTPOHHBIE 00pa30BaTEIbHbIC U HH(POPMAIIMOHHBIE PECYPChI, PEKOMEHYEMbIe

JJIA UCITOJIb30BAHHUA B o6pasoBaTean0M mponecce.

3.2.1. lleuaTHbie U3TaHUA

1. H.B. Makcumos, U.U. TTonos. KommnbsrtoTepHbie ceTr [ DIEKTPOHHBIN pecypc]:
yue6. [Tocobue -M.: DOPYM: UHOPA-M 2017.

2. Horoxwmio E.O. Kommsiorepusie cetn.—M.: OULL «Axanemus, 2013.

3. Ky3un A.B. Komnstotrepasie cetr: yaeOHoe mocodue mis crym. yapexa. CI10.- M.:

®opym: THOPA-M, 2017

4, Koctpos b.B., Pyakun B.H. Cetn u cucremsl mepenaun nHGOpMAIUN: YIeOHUK IS

cryn. CIIO. M.: «Akagemus», 2016

3.2.2. DJeKTpOoHHbIE U3AaHUA (3JIEKTPOHHbBIE pecypchl)

1. bubnnoreka yueOHBIX KypcoB Microsoft — http//msdn.microsoft.com/ru-
ru/gg638594

2. Marepuansr Microsoft University — http//www.microsoft.com/ru-
ru/student/careerandstudies/default.aspx

3. Marepuansr Microsoft Virtual Academy —
https://www.microsoftvirtualacademy.com/Home.aspx

4. CIT-Forum: Llentp nudopmaimoHHbIX TexHOJorHi — http://citforum.ru

3.2.3. JlonoJHUTEIbHbIE HCTOYHHUKH

1. I'VK M. AnnapatHsie cpeAcTBa JOKaIbHBIX ceTeil. Dunukioneaus. CII6:
[IUTEP, 2003

2. I'OCT P 53245-2008 Cuctembl kaOenbHbIe CTPYKTYpUpOBaHHbIE. MOHTax
OCHOBHBIX y3JIOB CUCTEMbI. MeTO bl HCIIBITAHUS

3. no 'OCT P 53246-2008 Cucremsl kabenbHbIE CTPYKTYPUPOBAHHEIE.
IIpoexTupoBaHKUEe OCHOBHBIX y3JI0B cucTeMbl. O0ue TpeboBaHus

4, I'OCT 2-105-95 ECK/I. O61ue Tpe6oBaHMs K TEKCTOBBIM JOKYMEHTaM

5. I'OCT 2.109-73 ECKJ. OcHOoBHBIE TpeOOBaHUS K YepTeKaM

6. I'OCT 2.108-68 (ct COB 2516-80) UzrotosneHne cOOPOUHBIX YepTEKEH U
crienupuKamii
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4. KOHTPOJIb H OIEHKA PE3YJIbTATOB OCBOEHHA TPO®ECCHOHAJIBHOI' O MOAYJIA

«IIM.01 BBIIIOJTHEHHE PAKOT I10 ITPOEKTHPOBAHHIO CETEBOH HH®PACTPYKTYPbI»

Kon 1 naumenoBsanue
npohecCoHaIbHBIX U
OOIIMX KOMIIETEHINH,
(hopMHpYEMBIX B paMKax
MOJYJIS

Kputepun orenku

MeTtoapl OlleHKU

IIK 1.1. BeimonHaTh
MPOSKTUPOBAHHE
KaOeJIbHOW CTPYKTYPHI
KOMIBIOTEPHOW CETH.

OI1ieHKa «OTJIHYHOY - TEXHUYECKOE
3aJ]aHue MMPOaHaIN3UPOBAHO, alITOPUTM
pa3paboTaH, COOTBETCTBYET
TEXHUYECKOMY 3aJIaHHI0 U O()OPMIICH B
COOTBETCTBHH CO CTaHAAPTaAMH,
MOSCHEHBI €r0 OCHOBHBIE CTPYKTYPHI.

OreHKa «X0POII0» -aJTOPUTM
pa3paboras, ohOpMIICH B COOTBETCTBUHU
CO CTaHJapTaMU U COOTBETCTBYET
3aJIaHHIO, TIOSICHEHBI €0 OCHOBHBIC

CTPYKTYDBI.

O1ieHKa «y10BJIETBOPUTEIHHOY -
QJITOPUTM pa3pabOTaH U COOTBETCTBYET
3aJIaHUIO.

Ok3amMen/3auer B hopme
cobeceoBaHMs:
NPaKTHYECKOE 3a]aHue 10
MOCTPOCHUIO aJITOPUTMa B
COOTBETCTBHH C
TEXHUYCCKUM 3aJaHUEM

3ammTa OT4ETOB 110
MMPAKTUYCCKUM U
nmabopaToOpHBIM paboTam

IIK 1. 2. OcymiecTBasTh
BBIOOP TEXHOJIOTHH,
WHCTPYMEHTAIbHBIX
CPEICTB U CPEICTB
BBIUHUCIUTENbHON
TEeXHUKH MPH
OpTaHM3aINY TpoIIecca
pa3paboTKu u
HCCIIEIOBaHMS 00BEKTOB
npodeccruoHaTbHOM
JeSITeTbHOCTH.

Or1ieHKa «OTINYHOY - TEXHUYECKOE
3aJlaHKe MPOAHATU3UPOBAHO, AIITOPUTM
pa3paboTaH, COOTBETCTBYET
TEXHUYECKOMY 3aJ]aHHI0 U 0POpMIICH B
COOTBETCTBHU CO CTaH/IAPTaMH,
MOSICHEHBI €I'0 OCHOBHBIE CTPYKTYPBI.

Or11eHKa «X0POILI0Y -alTOPUTM
paspaboraH, 0opOpMIICH B COOTBETCTBHHU
CO CTaHJapTaMU U COOTBETCTBYET
3aJIaHHIO, TIOSICHEHBI €0 OCHOBHBIC

CTPYKTYPBHI.

OreHKa «y10BJI€TBOPUTEIBHOY -
aJrOpUTM pa3paboTaH U COOTBETCTBYET
3aIaHAIO.

DK3aMeH/3a4eT B hopme
cobecemoBaHus:
MPAaKTUIECKOE 3/IaHUE MO
MOCTPOCHUIO allTOPUTMA B
COOTBETCTBHH C
TEXHUYECKUM 3aJ]aHUEM

3amuTa OT4ETOB IO
MPAKTUIECKUM U
nmabopaToOpHBIM padoTam
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IIK 1. 3. O0ecnieunBaTh
3aMTy HHPOPMAITUH B
CETH C MCIIOIL30BaHUEM
MPOrpaMMHO-
anmapaTHBIX CPECTB.

OrneHka «OTIIHYHOY - TEXHUYECKOE
3aJ]aHKE TPOAHAIU3UPOBAHO, AJITOPUTM
pa3paboTaH, COOTBETCTBYET
TEXHUYECKOMY 33aJJaHHIO0 U OPOPMIICH B
COOTBETCTBHMHU CO CTaHAApPTaMH,
MOSICHEHBI €r0 OCHOBHBIE CTPYKTYPHI.

Or11eHKa «XOPOII0» -aJITOPUTM
paspaboTas, opOpMIICH B COOTBETCTBUH
CO CTaHJAPTaMH M COOTBETCTBYET
3aJIaHHUIO, TOSICHEHBI €0 OCHOBHEBIE

CTPYKTYPBI.

OrieHKa «y0BJIETBOPUTEIBHO) -
QJITOPUTM pa3pabOTaH U COOTBETCTBYET
3aJIaHUIO.

Ok3amMen/3auer B hopme
co0ecenoBaHMs:
NPaKTHYECKOE 33aJ]aHUE IO
MOCTPOCHUIO aJITOPUTMa B
COOTBETCTBHH C
TEXHUYCCKUM 3aJaHUEM

3ammTa OT4ETOB 110
MMPAKTUYCCKUM U
J1a00paTOpHBIM padoTaM

[IK 1. 4. IIpuanmats
ydacTue B PHEMO-
CIATOYHBIX MCITBITAHHIX
KOMITBIOTEPHBIX CETEN U
CETEBOro 00OPYIOBAHHS
Pa3IMYHOTO YPOBHS U B
OLIEHKE KayecTBa U
3KOHOMMYECKOU

3 PEeKTUBHOCTH CETEBOI
TOIOJIOTUH.

O1ieHKa «OTINYHOY - TEXHUYECKOEe
3aJlaHKe MPOAHATU3UPOBAHO, AIITOPUTM
pa3paboTaH, COOTBETCTBYET
TEXHUYIECKOMY 3a/IaHHI0 U 0()OPMIIEH B
COOTBETCTBUU CO CTAH/IAPTaMH,
MOSICHEHBI €r0 OCHOBHBIE CTPYKTYPHI.

O1eHKa «X0POII0Y -aJITOPUTM
paspaboraH, 0opOpMIICH B COOTBETCTBUHU
CO CTaHJapTaMU U COOTBETCTBYET
3aJIaHHIO, TIOSICHEHBI €0 OCHOBHBIC

CTPYKTYPBI.

Or1ieHKa «y0BJIETBOPUTETBLHOY -
AITOPUTM pa3paboTaH U COOTBETCTBYET
3aJIaHUIO.

Ok3amMen/3auer B hopme
co0eceoBaHUS:
NPaKTHYECKOE 3a[aHue 10
MOCTPOCHHUIO aJITOPUTMa B
COOTBETCTBHH C
TEXHUYCCKUM 3aJaHUEM

3ammTa OT4ETOB 110
MPAKTUICCKUM U
nabopaTOpHBIM paboTam

IIK 1. 5. BoinoaHATh
TpeOOBaHMS
HOPMaTHUBHO-
TEXHUYECKON
JMOKYMEHTAIlNH, UMETh
OITBIT O(OPMITEHUS
MPOEKTHON
JOKYMEHTAIINH.

Or1ieHKa «OTIINYHOY - TEXHUYECKOE
3aJlaHKe MPOAHATU3UPOBAHO, AITOPUTM
pa3paboTaH, COOTBETCTBYET
TEXHUYECKOMY 3aJ]aHHI0 U OPOPMIICH B
COOTBETCTBUU CO CTAHJIAPTAMH,
MOSICHEHBI €r'0 OCHOBHBIC CTPYKTYPBI.

O1eHKa «X0POLI0» -aJITOPUTM
pazpaboraH, ohopMIIEH B COOTBETCTBUU
CO CTaHJAPTaMH M COOTBETCTBYET
3aJIaHUIO, TIOSICHEHBI €0 OCHOBHBIE

CTPYKTYPBHI.

DK3aMeH/3a4eT B popMme
cobecemoBaHNS:
MPAKTUIECKOE 3a/IaHUE O
MOCTPOCHUIO allTOPUTMA B
COOTBETCTBHH C
TEXHUYECKUM 33J]aHAEM

3ammra OT4ETOB 110
NPaKTHYECKUM U
nabopaTopHBIM paboTaMm
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O1eHKa «yI10BJIETBOPUTETbHOY -
AITOPUTM pa3paboTaH U COOTBETCTBYET
3aJJaHHUIO.

OK 01. Beibupats

CHOCOOBI pelIeHus 3a1a4

npoheccroHaIbHON
JIeATEbHOCTH,
MNPHUMEHHUTEIILHO K
Pa3IMUHbIM KOHTCKCTaM.

— 00OCHOBaHHOCTbH TIOCTAHOBKH LIEITH,
BBIOOpA U MPUMEHEHHUS METOIOB U
CIOCOOO0B pelIeHHsT MPOPEeCCHOHATBLHBIX
3ajay;

- aJIeKBaTHAs OIICHKA M CAMOOIICHKA
3((peKTUBHOCTU 1 KayecTBa
BBITIOJTHEHU S TTPOECCHOHANIbHBIX 3334

OI1 02.0OcymiecTBasATH
MOWCK, aHaJIN3 U
HWHTEPIPETAIIIO
WHpOPMAIUH,
HEOOXOJIMMOM ISt
BBITIOJIHEHHUS 3a]1a4

- UCIIOJIb30BAHUE PA3TMUHBIX
HNCTOYHUKOB, BKJIOYAA 3JICKTPOHHBLIC
pecypcsl, menuapecypcesl, THTepHeT-
pecypchl, NEPUOANYECKHUE U3TAHUS 11O
CIIEUAIBHOCTH JIJI peUIeHUs
npodeCCHOHAIBHBIX 3a1a

npodeccruoHanTbHOM

JEATETLHOCTH.

OK 03. I[LmanupoBaTh - IEMOHCTpAIHsI OTBETCTBEHHOCTH 3a
peaii30BbIBATh MIPUHSATHIC PELICHHS

COOCTBEHHOE - 000CHOBaHHOCTb CaMOaHaIM3a 1

npodeccruoHaasHoe U
JINYHOCTHOE Pa3BHUTHE.

KOPPEKIHNS Pe3ysIbTaTOB COOCTBEHHOI
paboTHI;

OK 04. Pa6orats B
KOJJIEKTHBE ¥ KOMaHJIE,
a3 dexTuBHO
B3aNMOJICHCTBOBATH C
KOJIJIETaMU,
PYKOBOJICTBOM,
KJIMEHTaMH.

- B3aUMO/JICHCTBHE C 00YJarOIIUMUCH,
MPENoJaBaTeIIMUA U MacTepaMU B XOJI€
0o0ydeHuUsI, ¢ PyKOBOIUTEIISIMH YICOHOM
1 TIPOM3BOJICTBEHHOM MPAKTHUK;

- 000CHOBaHHOCTb aHaJIM3a pabOThI
YJICHOB KOMaHIBI (ITOTYNHCHHBIX )

OK 05. OcymecTBiATh
YCTHYIO U TINCHbMEHHYIO
KOMMYHHKAIIUIO Ha
rOCyIapCTBEHHOM SI3BIKE
C Y4eTOM OCOOEHHOCTE!
COLMAIBHOTO U
KyJIbTYPHOTO KOHTEKCTA.

-TPaMOTHOCTh YCTHOH ¥ NUCbMEHHOU
peun,

- ICHOCTh (DOPMYJIMPOBAHUS U
H3JI0KEHUS MBICTIEH

OK 06. IlposBnsaTs
rpa)kIaHCKO-
MATPUOTHYECKYIO
MIO3ULIHUIO,
JIEeMOHCTPUPOBATh
OCO3HAaHHOE ITOBE/ICHHE
Ha OCHOBE

- cOOJIOICHNE HOPM TIOBEIICHHSI BO
BpeMsl y4eOHBIX 3aHATHI U
MIPOXOXKICHUS yIeOHOH U
MIPON3BOJICTBEHHON TPAKTHK,

00111eYeIT0BEYECKIX

LEHHOCTEM.

OK 07. CopneiicTBOBaTh - 3¢ (heKTUBHOCTD BBIMOJIHEHHS MTPABUI
COXPaHEHUIO Tb BO Bpems y4eOHBIX 3aHATHIH, TPU
OKpYXXarolen cpeapl, POXOXKICHUH y4EOHOH U
pecypcocOepeKeHnIo, IPOU3BOACTBEHHOM MPAKTHK;

s dexTnBHO

NHuTepnperanus
pe3yNIbTaTOB HAOIIOACHUM
3a JeTeNbHOCTBIO
00yJaroIierocst B mporecce
OCBOCHHS
00pa3oBaTeIbHON
IIPOTrpaMMBl

DKCcnepTHOE HAOI0IeHNE 1
OIIeHKa Ha JJabopaTOpHO -
MPAKTUYECKUX 3aHATHSAX,
MIPH BBITIOJTHEHUH paboT 10
yaeOHON 1
MPOU3BOJICTBEHHOMN
MpaKTHKaM

DK3aMeH
KBaJIM()UKALIOHHBII
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JIECTBOBATH B
Ype3BbIYAUHBIX
CUTYyalUsIX.

- 3HaHUE U UCIIOJIb30BaHUE
pecypcocOeperarommx TeEXHOIOTHH B
00JIaCTH TeJTeKOMMYHHKAIHH

OK 08. Mcnonb3oBaTh
cpencTBa Gpusnveckon
KYJIBTYPBI JUTsI
COXpaHEHHS U
YKpEIUIeHHsE 3I0POBbS B
mporiecce

- 3((eKTUBHO UCITOIBL30BATh CPEICTBA
(bm3rUecKOr KyJIbTYPBI ISl COXPAHCHUS
U YKpEIUICHUS 37I0POBbS B IPOIIECCE
poheCCUOHANTBHOM EATETLHOCTH U
MoJIep KaHue HEOOXOTMMOTO YPOBHS
(bm3rUecKol MOArOTOBICHHOCTH. ;

npoheccroHaIbHOM

JeATeIbHOCTH H

noJi/iepXKaHue

HEO0O0XOAMMOI0 YPOBHS

¢buznveckoi

MOJITOTOBJICHHOCTH.

OK 09. Hcnonb3oBath - 3((heKTHBHOCTH MCIIOIB30BAHUS
HH(OPMAIMOHHBIC UH(OPMAITMOHHO-KOMMYHHUKAIHOHHBIX
TEXHOJIOTUH B TEXHOJIOTUH B MPOeCCHOHATBHON
npodecCHOHATBHON JIEATEIbHOCTH COTJIACHO (POPMUPYEMBIM
JeSTELHOCTH. YMEHUSIM U TI0JTy4aeMOMY

IIPAKTUYECKOMY OIIBITY;

OK 10. ITons30BaThes
npodeccruoHanTbHOM
JIOKyMEHTaIleN Ha
TOCYIapCTBEHHOM U
HMHOCTPAHHOM SI3bIKE.

- 3(peKTUBHOCTH MCITOJIL30BAHUS B
podeCCHOHAIBHOM eI TEIbHOCTH
HEOOXOQUMOI TEXHUYECKOI
JIOKYMEHTAIIMH, B TOM YHCIIC Ha
AHTJTUHACKOM SI3BIKE.

OK.11. IlnaampoBaTh
MPEANPUHUMATETBCKYIO
JeSTeLHOCTh B
npodeccruoHanTbHOM

chepe

- 9(pPeKTUBHO TIAHHUPOBATH
TPEANPUHAMATEIHCKYIO JIeSITENbHOCTD B
npodeccroHaNbHON cdepe mpu
MPOBEICHUN PaboT 10
KOHCTPYHUPOBAHUIO CETEBOM

UHQPACTPYKTYPHI
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