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1 MHACTIOPT NPOT'PAMMBI TIPO®ECCUHOHAJIBHOI'O MOAYJIA
1.1. Ob6sacTh NpUMeHEHHUs MOEJIBLHOH MPOrpaMMbl NPO(ecCHOHAIBLHOI0 MOLYJISI

[Tporpamma nipodeccuonansuoro moayis [IM.01. Beimonaenne paboT mo mpoeKTHPOBAHUIO
ceTeBoi MH(MPACTPYKTyphl (Hajee - mporpamma mpodecCHOHATBLHOTO MOIYJIS) SIBISETCS YacTbiO
porpaMMbl  TTOATOTOBKHM  CHEIUATMCTOB CpeaHero 3BeHa mo crneruanbHocTH — 09.02.07
«HpopManoHHBbIe CHCTeMBbI ¥ NPOrPaMMHMpPOBAaHHMe», pPa3padOTaHHON HAa  OCHOBE
denepanbHOrO0 roCyAapCTBEHHOTO 00Pa30BAaTEIBHOTO CTaHAApTa CpelHero MnpodeccuoHaIbHOIO
oOpazoBanuss 1o cneunanbHoctu 09.02.06 «CeTeBoe M CHCTEMHOE aJIMHHUCTPUPOBAHUEY,
YTBEPXKIECHHOTO MpuKka3oM MuHucTepcTBa 0Opa3oBanus u Hayku oT 9 gexkabpst 2016 roma Ne 1548
(3apeructpupoBan MunuctepctBoM octuiiuu Poccuiickoit ®deneparuu 26 nekabps 2016r.,
peructpanronnbiit Ne44978) (nanee — ®I'OC CII0).

PesynpTaroMm OCBOGHHSI TMpOrpamMMbl  MPO(PECCHOHATBHOTO  MOXYJS  SBJSIETCS  OBJAJCHUE
oOyuaromumucst  BHIOM —mpodeccuoHanbHoit  gestensroct  [IM.O1.  Bemonnenue pabotr 1o
MIPOSKTUPOBAHUIO CETEBOW HH(PPACTPYKTYpPHI, B ToM uuciie npopeccuonansubivu (1K) u o6mumu (OK)
KOMIICTCHIIUAMMU
1.1.1. Tlepeuenb 00X KOMIETEHITUN

Konx HaumeHoBaHHe 001X KOMIIETCHIUIH

OK 1. BeiOupare  cmocoObl  pemieHuss  3afad  NpOo(EecCHOHANBHOM  1eSTeNbHOCTH,
IPUMEHHUTEIBHO K Pa3JIMYHbIM KOHTEKCTaM

OK 2. OcymiecTBIATh NOUCK, aHAINU3 U MHTEPIpeTanuio nHpopMaluu, HeoOXOAUMOMN 1is
BBINIOJTHEHMS 33/1a4 NPOQECCHOHATBHON JesITEIbHOCTH

OK 3. [InanupoBaTh W peanu30BBIBATH COOCTBEHHOE MNPO(ECCHOHATBLHOE U JUYHOCTHOE
pa3BUTHE.

OK 4. Paborare B KoyuIeKTHBE U KOMaHe, 3()(PEKTUBHO B3aMMOJECHCTBOBATh C KOJUIETaMH,
PYKOBOJACTBOM, KJIMEHTAMH.

OK'5. OcCy1ecTBISITh YCTHYIO U TUCBbMEHHYI0 KOMMYHHUKAIIMIO HA TOCY/IapCTBEHHOM SI3bIKE
C Y4eTOM 0COOEHHOCTEH COIMATIBHOIO M KYJIbTYPHOIO KOHTEKCTA.

OK 6. [TposiBAATE IpaXKAaHCKO-NMAaTPUOTUYECKYIO MO3UIMIO, JEMOHCTPUPOBATH OCO3HAHHOE
NOBEJICHHE HAa OCHOBE TPAJIMIIMOHHBIX OOIIEUEIOBEUYECKUX IEHHOCTEH.

OK 7. CopeiicTBOBaTh  COXpPAaHEHMIO  OKpYXKalIled  cpelbl, pecypcocOepeKeHuIo,
3 PEKTUBHO IEHCTBOBAThH B YPE3BBIYANHBIX CUTYAIUSX.

OK 8. Hcnonwp3oBath cpeicTBa (DU3MUECKON KYyJIbTYphl AJII COXPAHEHUS M YKPEIUICHUs
30pOBbsl B TIpolecce Mpo(ecCHOHAIBHOW JESITEeNbHOCTH U TOJJIepiKaHHe
HE00XO0IUMOT0 YpOBHS (PU3HUECKON MOATOTOBIEHHOCTH.

OK 9. Hcnonb30BaTh HHPOPMAITMOHHBIE TEXHOJIOTHU B IPO(EeCCHOHAIBHON e TeIbHOCTH

OK 10. [Tonp3oBaTbess  TpOQeEecCHOHATBHON  JTOKyMEHTalMed Ha TOCYAapCTBEHHOM U
MHOCTPAHHOM SI3BIKE.

OK 11. [TnanupoBaTh NpeAIPUHUMATENBCKYIO IEATEIbHOCTh B MPO(ecCHOHANBHOM chepe

1.1.2. [Tepeuyens nmpodeccHoHaTbHBIX KOMITETSHITHI

Kon HaumeHnoBaHue BHIOB JeATEJILHOCTH M MPO(ecCHOHATBHBIX KOMIETeH M
BJI 1. Buinonnenue pabom no npoexmuposanuio cemegou UHGpacmpyKmypvl
IIK 1.1. BrInonHATE IPOSKTHPOBaHNE KaOETbHOM CTPYKTYpPhl KOMIIBIOTEPHOM CETH.
TIK 1.2. Ocy1ecTBIsATh BEIOOP TEXHOJIIOTHH, HHCTPYMEHTAIBHBIX CPEACTB U CPEACTB BEIYMCIUTEILHOM

TEXHUKH TIPH OPraHU3aIMHU Tpoliecca pa3paboTKH U HCCIIA0BaHHUS 00bEKTOB
po(ecCHOHATBHON JICSITEIHHOCTH

TIK 1.3. ObecneunBarh 3alMTy MHQOPMAIMKM B CETH C KCIOJIb30BaHHEM MPOrPAMMHO-aNIapaTHBIX
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CPE/ICTB.

IIK 1.4. HpI/IHI/IMaTI) Y4aCTuC B IPUEMO-CAATOYHBIX UCHBITAHUAX KOMITBIOTCPHBIX CETeH U CETEBOTO

000pyIOBaHUS Pa3IMYHOTO YPOBHS M B OIICHKE Ka4eCTBA M SKOHOMUYECKON 3(PPEKTUBHOCTH
CETEBOI TOITOJIOTHH.

TIIK 1.5. BremonasaTs TpeOoBaHMS HOPMAaTUBHO-TEXHUIECKON TOKYMEHTAIIUH, UMETh OITBIT

O(bOI)MJ'ICHI/IH HpOGKTHOfI JOKYMCHTAIUU.

1.1.3. B pe3ynbrare ocBOSHUS MPOPECCHOHATBHOTO MOYJIS CTYACHT JIOJDKCH:

Nmets
MPaKTUYECKUI
OIIBIT B

MIPOEKTUPOBAHUN APXUTEKTYPHI JIOKAJTHHON CETH B COOTBETCTBHH C ITOCTABICHHON
3aJ1avuei;

YCTaHOBKE M HACTPOHKE CETEeBBIX IPOTOKOJOB M CETEBOTO O0OpYyIOBaHHS B
COOTBETCTBUH C KOHKPETHOM 3a/1auei;

BBIOOpE TEXHOJIOTMH, MHCTPYMEHTAJbHBIX CPEACTB IPU OPraHM3aliy Ipolecca
HCCIIEe0BaHUsI OOBEKTOB CETEBOW UHPPACTPYKTYPHI;

obecnieyeHny 6€30MacHOTO XpaHeHHs 1 TiepeAadr HHPOpMAaLUH B JJOKABLHOW CETH;

HCTIOJIb30BaHUH CIEIUATIBHOTO MPOTPAMMHOT0 00eCIIeYeHUs! IIsI MOJICITUPOBAHUS,
[IPOEKTUPOBAHUSI U TECTUPOBAHUS KOMIIBIOTEPHBIX CETEM.

YMEThb

IIPOCKTHUPOBATDH JIOKAJIbHYIO CE€Th, BI)I6I/IpaTI> CCTCBBIC TOIIOJIOTI'H,

UCTIOIb30BaTh MHOTO()YHKIIOHANBHBIE TPHOOPEI MOHUTOPUHIA, IPOTPaMMHO-
anrmapaTHble CpeICTBA TEXHUYECKOTO KOHTPOJIS JIOKAJIBHOM CeTH.

3HATh

00IIre IPUHIINTIBI TTOCTPOSHHS CETEeH, CETEBBIX TOTIOJIOTHIA, MHOTOCIONHON MoIenn
OS], TpeCoBaHMi1 K KOMIIBIOTEPHBIM CETAM;

apXUTEKTYpy IPOTOKOJIOB, CTaHIAPTH3ALMU CETeH, JTalloB INPOEKTUPOBAHUSA
CeTeBOi MHYPACTPYKTYPHL;

0a30BbIE MPOTOKOJIBI M TEXHOJIOTUH JIOKAJILHBIX CETEH;
MPUHLIXIIBL TOCTPOEHUSI BEICOKOCKOPOCTHBIX JIOKAJIbHBIX CETEH;

CTaHAAPTHI Kabesel, OCHOBHBIC BUJIbI KOMMYHUKAIIMOHHBIX YCTPOMCTB, TEPMHHOB,
MOHSATHIA, CTAHAPTOB M THIIOBBIX 3JIEMEHTOB CTPYKTYPHUPOBAHHOH KaOEIbHOM
CHUCTEMBIL.

1.2. Kosin4ecTBO 4acOB, 0TBOAUMOE HA OCBOCHHE NMPO(PECCHOHATIBLHOI0 MOYJIsI

Bcero wacos 1026
N3 nux Ha oceoenne MJIK. 01.01 312
Ha ocBoenre MJIK. 01.02 336

Ha MPaKTUKH, B TOM yucie yueOHyto 144 1 nmpou3BOACTBEHHYIO 216




2. CTpyKTypa U cofep:kaHue NPodhecCHOHATBHOT0 MOTYJIs .
2.1. Ctpykrypa npogdeccuonaasnoro moayist IIM.01 BBIIIOJTHEHHUE PABOT 110 IPOEKTUPOBAHUIO CETEBOU NHO®PACTPYKTYPbI

O06BeM npohecCHOHATFHOTO MOIYJIA, Yac.

Kons!
npod)ecCHOHANBH HanmenoBanus pasnenon CymMapHSIit Obyuenue no MJK Ipaxmuxu Camocrosite
6 po(heCCHOHATHHOTO 00BeM JBHAS
BIX 00X MOyt Harpy3KH, Yac. Bcero Jla6opatopubix | Kypcoseix YueOHast ITpounssoacTBeHHAs paGora’
KOMIETEHIIHH Y IPAKTUYECKHUX paboT
3aHIATHHA (TpoekToB)

IIK 1.1-IIK 1.5 Paszgen 1. 312 292 144 X 10
OK 01-11 KomnbroTepHsie cetu
K 1.1-IIK 1.5 Paznen 2. Opranuzanus, 336 324 144 30 8
OK 01-11 NPUHLUIIBI TOCTPOEHUS

1 QYHKIIMOHHPOBAHUSI

KOMITbIOTEPHBIX CETEH
TIK 1.1-TIK 1.5 Yuebnas npaxmuxa 144 144 -
OK 01-11
MK 1.1-1IK 1.5 Ilpoussoocmeennas 216 216 -
OK 01-11 npaxmuka (no npoguiio

CHeyuanbHOCmuL), 4acos
IIK 1.1-IIK 1.5 Keanughuxayuonnwiii 18 8 10
OK01-11 9K3aMEH

Bcezo: 1026 616 288 30 144 216 28




2.2. TemaTu4ecKkuii IVIaH U coJep:kaHue npodeccuonaabuoro moxyJast (IIM)

«IIM.01 BBINOJTHEHUE PABOT 11O NIPOEKTUPOBAHUIO CETEBOV NTH®PACTPYKTYPbI»

HaumeHoBaHMe pa3aesioB U TeEM Koow
npogdeccuoHATHLHOT0 MOAYJIsI KomnemeHy,
(ITM), MesRHCIUIIHHAPHEIX Coaeprxanue yued0HOro MaTepHaJa, .. i,

kypcoB (M/IK) O0bém B dopmuposan
JabopaTopHble paéoThI M MPAKTHYECKHE 3aHATHS, CAMOCTOATEIbHAA YueOHasi padoTa wacax 010 KomopHLx
00y4arOUIHXCH, KypcoBasi padora (IPOEKT) (eciu npedycmompeHol) cnocobcmeye
m Inemenm
npozpammol
1 2 3 4
M/JK.01.01. KomnbroTepHbie 312 MK 1.1-TIIK
ceTH 1.5
OK 01-11
Tema 1.1. BBegenue B ceTeBble Coaepxanue 150
TEeXHOJIOTUH 1 | KomnsroTrepHsie cetu

CoBmecTHast pabota, IHTepHET M COBpEMEHHBIE CETEBBIE TEXHOJIOTUH — OONACTh MPUMEHEHHS U
Ha3HayeHHWe. Buapl KOMIBIOTEpHBIX ceTeil. ['mobanbHble W JoKaibHBE ceTh. OHOPAHTOBBIE U
KIIMEHT-CEPBEPHBIE apXUTEKTYphl. OCHOBHBIC KOMIIOHCHTHI CETEH, ceTeBas Cpella M CETEBBIC
ycTpoiictBa. TexHonmoruu mnoaxmwodeHuss kK Murepuner. Kouseprentnole cetu. KauecTtBo u
HaJeKHOCTh ceteil. OCHOBHBIC IOHATHS CeTeBOM Oe3onmacHOCTH. TeHIeHIH Pa3BUTHsI CeTel.

KoHconbHBIH TOoCTYT, yaaneHHbIH noctyn ¢ nomomisio Telnet u SSH, ucnonbp3oBanme nopra AUX.

CeTeBble NPOTOKOJbI 1 KOMMYHUKALIMHU

KommpoBanne u mapamerpsl cooOmieHHs. CeTeBble MPOTOKOJIBI. B3amMopmelcTBUE TPOTOKOJIOB.
Hab6op npotokomoB TCP/IP u mporecc oOmeHa manHbMH. OpraHuzaldi 10 CTaHIApPTH3AINU:
ISOC, IAB, IETF, IEEE, ISO. MuoroyposueBbie mojaenu OSI u TCP/IP. Unkancyinsnus 1aHHBIX.
IIpotokoneubie Omoku maHHBIX (PDU). Joctynm k JokamsHBIM pecypcam. CereBas ampecartus.
MAC- u IP- anpeca. locTyn Kk ynanéHHbeIM pecypceaM. 11103 no ymosrganuro.

CeteBoii nocTyn

IIporokonsl ¥ craHmaptbl (usuueckoro ypoBHs. CrocoObl moakimoueHHs K ceth. CeTeBble
unteppericapie matel (NIC). Cpenpl mepemayd JaHHBIX W HX XapaKTEPUCTHUKH: IMPOITYyCKHAsS
CIOCOOHOCTh, IPOU3BOAUTENBHOCTD. Bupl MenmHbIx ceTeBbix kKaOeneit: UTP, STP, koakcuanbHBIi.
PaznoBuaHOCTH, OCOOCHHOCTH TIPOKIJIAIKK U TeCcTUpoBaHusa kabeneil. CTpykTypa m 0COOCHHOCTH
MIPOKJIAJIKN ONITOBOJIOKOHHBIX Kabenel. becipoBoanbie cpencTBa nepenaun nanabix. Ctangapt Wi-
Fi IEEE 802.11.

KanapHBIN ypOBEHB U €ro noypoBHH: YmpasineHue JorudeckuM kanainoMm (LLC) u Yopasnenue




JIOCTYTIOM K cpenie niepenaun nanapix MAC. CTpyKTypa KaJipa KaHAILHOTO YPOBHS M IPUHIIUATIBI
ero ¢opmupoBanus. CTaHIapThl KAHATHHOTO YPOBHS. DU3HYECcKas U JIOTUYECKasi TOTIOJIOTHSI CETH.
TomnoNOrHH «TOYKA-TOUYKAY, «3BE3/1a», IIOJIHOCBI3aHHANY, «KOJbIIeBas». [lonyayriekcHas u
MOJTHOTyTIIEKCHAas epenada naHabix. Ocobernnoct kaapoB LAN, WAN, Ethernet, PPP, 802.11.

CerteBnle TexnoJsgoruu Ethernet

CemeiictBo cereBbix TexHodoruid Ethernet. Ilpuunun paGoter Ethernet. B3ammopelictBue Ha
nonypoBHsx LLC m MAC. Ymopaenenue moctymom K cpene nepemaun nanHeix (CSMA). MAC-
aapec: upentudukanus Ethernet. AtpuOyter kampa Ethernet. IlpeacraBnenms MAC-agpecos.
OHO- U MHOT0IPECHOH, MIMPOKOBemaTeIpHOM pacchliok. CkBo3Hoe moakmouenue, MAC- u IP-
azpeca.

[IpoTtoxon paspemenus anpecos (ARP): npuaImIE! paboThl, POk B IpoIecce yAaIeHHOTo 0OMeHa
nanabiMy. Tabnunbl ARP Ha ceteBbIx ycTpolicTBax. OCHOBHBIE HEZOCTaTKU poTokona ARP -
Harpy3ka Ha cpeny nmepenauu TaHHBIX ¥ 0€30MacCHOCTb.

OcHoBHas uHpOpMaIms o TopTax kommyrtaropa. Tabmua MAC-anpecoB kommyTaropa. OyHKISA
Auto-MDIX. CmocoOsl mepechuiku Kagpa Ha kommytaropax Cisco. bydepusamus mamsaté Ha
KomMmyTaTtopax. @DHKcHpoBaHHas W MOIyJbHAas KOHQUTypalud KomMMyTatopoB. CpaBHeHHE
KoMMyTanu ypoBHa 2 u ypoBHA. Texnomorus Cisco Express Forwarding. Buptyanbabrit
uaTepderic kommytaropa (SVI), Mapmpyrusupyemsiii  mopt, FEtherChannel yposas 3.
Konduryparust MapmpyTu3upyemMoro mnopra.

CereBoii ypoBeHb

CereBoil ypoBeHb B Tpoliecce Mepenauyd JaHHbIX. lIpoTokombl cereBoro ypoBHA. OCHOBHBIE
xapakrepuctuku IP-mporokona. Ctpykrypa maketoB [IPv4 u [Pv6. OcobeHHOCTH U TIpEeUMYyIIeCTBa
mpotokona Pv6. Meronsl MapmpyTu3anue  y3ioB. Tabnmuma MapmipyTH3alldd  Y3IIOB |
MapipyTu3aTopa st npotokosioB IPv4 u IPv6. YcrpoiictBo mapmpyrtusaropa — I[Ipormeccop,
namsTh, ONepanuoHHas cucrteMa. [loAkmioueHne K MapHIpyTH3aToOpy 4epe3 pasinyHble MOPTHI
Hacrpoiika wuCcXOmHBIX TapaMeTpoB, WHTep(decoB, NUI03a MO YMONYaHHID W JIPYTHX
XapaKTePUCTHUK MapIIpyTH3aTopa.

TpaHCIOPTHBINA YPOBEHb

Hasnauenwne u 3aaum TpaHCTIOPTHOTO YPOBHSI.

MynbpTUIUIEKCHPOBaHUE ceaHCOB CBA3U. OmnucaHue U cpaBHeHue nporokosoB TCP u UDP —
HaJISKHOCTh U TPOU3BOJUTEIHLHOCTD, O0JIACTh NMPUMEHEHUs. AJpecalds MOPTOB M CErMEHTAIUs
TCP u UDP. O6men nanubsiMu 1o TCP. Ilponieccer TCP cepBepa. Ycranoenenne TCP-coennnenus
u ero 3asepiieHue. [IpuHnuns! «rpéxcroporHero pykonoxarus» TCP. HanéxnocTs u ynpasnenue
norokoM TCP - [loaTBepikieHUE MONTY4YEHNs CETMEHTOB, ITOTEPsl AAHHBIX W MOBTOpHAs IEpeaaya,
ynpasienne notokoM. OOMeH manHbiMEH ¢ ucrnois3oBanunem UDP. [lpomeccst u 3ampocsr UDP-
cepsepa, UDP-gararpammel, nponieccsl UDP-knuenTa. [Tpunosxkenus, ncnonssyromue UDP u TCP.




IP-aapecamust

Crtpykrypa IPv4-anpecon. CeteBast u y3ioBas yacth [P-aapeca. [IpeoOpazoBanue agpecoB MEKIy
JIBOMUYHBIM U JIeCATEpUYHBIM NpezacTaBaeHrneM. Macka noaceru IPv4. CereBoii aapec, aapec y3na u
IIIPOKOBEIATeNbHBIN aipec cetu [Pv4. IIprucBoenne y3imy craTHaeckoro u fuHaMudeckoro [Pv4-
aapeca. MuoroanpecHas nepenada. [lyonuansie u yactasie [IPv4-anpeca. [Pv4-anpeca
crenuanbsHOro HasHaueHus. [IpucBoenue [P-agpecos.

CoBMecTHOE UCTIONb30BaHne POTOKOIOB [Pv4 1 IPv6: nBoitHOMN CTEeK, TyHHEIHpPOBAHHE,
npeoOpazoBanue. [Ipencrasienue [Pvo-ampecos. [Ipasuia cokpamienus 3amucu [IPv6-agpecos.
WNnauButyansHbIN, TPYNIOBOM, MPOU3BOILHBIN THUIIBI [Pv6-anpecoB. CTpyKTyphl JTOKaJIBHOTO U
rI00aTFHOTO WHANBHIyalbHBIX [Pv6-anpecos. CtaTuueckas u TMHAMUYECKas KOHPUTYpaIriuu
riro6ansHOTO MHANBHTyanbHOTO aapeca. [Iponecc EUI-64 u ciydaitHo creHepupOoBaHHBII
uaeHTudukatop uHTEpdeiica.

ICMP-cepBucel. Otnmumst it nipotokonoB IPv4 u IPv6. Coobmenus ICMPvI6 «3ampoc x
MapmpyTtuzaTopy», «OOBsSBICHHE OT MapUIpyTH3aTOpa», «3ampoc COCEAHETO y3la» H
«O0BsBICHNE COCETHEro y3la». TecTHpOBaHHE CETH C IMOMOIIBIO 3X0-3alpOCOB. TpaccHpoBKa
MapuipyTta. Bpems nmpoxoxnaeHusi curHaia B npssMoM U oOpatHoM HampasieHusix (RTT). Bpems
xku3au (TTL) [Pv4 u mpenen nepexomaos IPv6.

9 | Pasnenenue IP-cereii Ha moaceTn
Cermenranus [P-cereit. OOMeH nmaHHBIMEH MeXAy mHojaceTsmu. llmaHupoBaHuWe anpecanuul B
nojceTsix. PacueTHble (GopMysbl I CETMEHTAIlMKM CEeTU. Pa30ueHue Ha MOJCETH Ha OCHOBE
TpeOOBaHUIA Y3JI0B U CETEH, B COOTBETCTBHH ¢ TpeOoBaHUsIMHU ceTeil. OnpeenieHne MacKu MOJICETH.
PazOuenue Ha TojceTH ¢ MCMONE30BAaHUEM Macku nepeMeHHoH AnuHbl (VLSM). basoBas moxens u
HazHaueHne OnokoB angpecoB VLSM. IlnmanupoBanme anapecammu cetd. OcoOeHHOCTH
npoekTupoBaHust [Pv6-cetn. Pa30OneHne Ha TmoOJCeTH C UCIOJNB30BaHHEM HIEHTH(UKATOPA
uHTep(erica.

10 | YpoBeHb MpUIIOKEHUIT

YpoBeHp NPWIOKEHWM, YpOBEHb IIPEACTABICHMS M  CEAHCOBBIM  ypoBeHb. IIpumepsl
pacripocTpaHeHHbIX npuiiokeHui. [IpoTokonsl ypoBHs npunoxenuii. OpHopanrossie cetu (P2P).
Mogens Tuna «xnueHT-cepBepy». 0630p nporokonos HTTP, HTTPS, SMTP, POP u IMAP. Cnyx06a
noMeHHbIX UMEH (DNS). ®opmar coobmennit 1 uepapxus DNS. Yrwimra «nslookupy. Ciyx6a
DHCP. Ilporokon nepenaun ¢aitor (FTP). [Iporokos oOMeHa Oji0KaMH CepBEPHBIX COOOIICHUI
(SMB). Konuenuuu «Bceodsemimromuii Matepaer» BYOD. JlocTaBka JaHHBIX 0 KOHBEPTE€HTHBIM
CeTSIM.
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Co3nanne 1 HacTPoOIiKa He0OJILIIONH KOMNIBIOTEPHOM ceTH
[ImannpoBaHue u co3anne HeOOMbIIOW KOMIBIOTEPHON CETH: ONpeeNieHHe KIIIOUEBHIX (aKTOPOB,
BBIOOP TOIIOJIOTHH U CETEBBIX YCTPOICTB, BBHIOOP U HACTPOHKA IMPOTOKOJIOB, CUCTEMBI a/IpeCalliH.




Mepsl 1o oOecriedueHNI0 6€30MacCHOCTH CETH. Y I3BIMOCTH H CETeBBIE aTaku. Pa3BenpiBaTeIbHbIE
ataku, Ataku nocryma, Otka3 B oocimyxuBanuu (DoS-araku). PesepBHOe konupoBaHue,
0OHOBJIEHNE W YCTAHOBKA UCTIPABICHUNA. MeXceTeBble SKpaHbl. AyTeHTH(HUKAIIH, aBTOPU3AIUS H
yaét. Brirouenne npotokoma SSH.

@ailioBele  CHUCTEMbl MapIIPYTU3aTOPOB M KOMMYTaTopoB. Pe3epBHOe KomMpoBaHHE U
BOCCTaHOBJICHUE C [MOMOIIBIO TEKCTOBHIX (haitnoB, mporokoma TFTP, USB-nakonurens.
Berpoennsie cimyx0b1 Mapmpytuzanuu. llognepikka OGecmpoBOgHBIX moAkimoueHuil. Hacrtpoiika
BCTPOEHHOI'0 MapILIpyTH3aTOpa.

B mom uucne npakmuueckux 3anamuil u 1a00pamopHuvix padom
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1 | CocraBnenue KapThl ceTd MIHTEpHET C MOMOIIBIO YTHIIUT «ping» U «traceroutey
2 | Co3gaHue NpoCcTOH CeTu:
*  VYcraHOBKa ceaHca KOHCOIH C CETEBBIM 000PYAOBaHKUEM MIPH MOMOIIH rporpamMmsel Tera Term;
* (CoznmaHue ceTH;
Hactpoiika OCHOBHBIX MapaMeTpPOB KOMMYTAaTOpa.
3 | IIpocmoTp ceteBoro Tpaduka ¢ moMombsio mporpammsl Wireshark.
[MoaxroueHne KOMITBIOTEPOB K CETH C MOMOIIBIO Kabeneil 1 6eclpOBOAHBIX aalTepOB:
* OnpeneneHue ceTeBBIX YCTPOICTB U KaHAIOB CBA3H;
*  OO0XuM ceTeBoro Kabers;
* IIpocMOTp AaHHBIX O OECITPOBOJIHBIX M MPOBOJHBIX CETEBBIX aanTepax.
5 | Uzyuenue Ethernet-rexHonorwmii:
* IIpocmorp MAC-anpecoB ceTeBBIX YCTPOICTB;
*  Uyuenwue kagpos Ethernet ¢ momomipro mporpammer Wireshark;
* TIIpocmotp ARP ¢ momomisio nporpammbl Wireshark, natepdeiicoB KoMmaHTHON CTPOKH
Windows u 10S;
* Hcnonb3oBanue untepdeiica komangHou ctpoku [0S ¢ Tabnmuuamu MAC-anpecos
KOMMYTaTopa.
6 | Iloctpoenue cetu Ha 6a3e MapIIPyTU3ATOPA:
* IIpocmoTp Tabnui MapIIpyTH3aluH y3JI0B;
* l3ydeHue QpU3NUECKUX XaPAKTEPUCTUK MAPIIPYTHU3aTOPA;
* CozpaHue cetu, COCTOAIIeH U3 KOMMYTAaTopa M MapIpyTH3aTopa.
7 | V3yyeHue TpaHCIOPTHOTO YPOBHSL:

* HaOmiozeHue 3a mporeccoM TPEXCTOPOHHEro «pykornoxkarus» TCP ¢ moMoripio mporpaMMsl
Wireshark;

¢ U3yuenme 3axBaueHHbIX JaHHBIX DNS UDP ¢ nmomomipro nmporpaMmsl
Wireshark;
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*  U3yuenme 3axBadeHHbIx maketoB FTP u TFTP ¢ momomisio mporpammer Wireshark.

8 | Hacrpoiika IP-agpecarum:
* Hcnonn3oBanue Kaibkynaropa Windows B paboTe ¢ CeTEBBIMHU apecamu;
*  Konsepramus [Pv4-anpecoB B JBOMYHYIO CHCTEMY CUMCIICHUS;
*  Omnpenenenne 1Pv4/IPv6-ampecos;
* Hacrpoiika [Pv6-anpecoB Ha ceTeBBIX yCTPONHCTBAX;
* TectupoBaHue ceTeBOro NOAKIIOYECHHUS C MOMOIBIO0 KOMaH]I «ping» u
«traceroute.
9 | Cermenrauus [P-cereit:
¢ N3yueHue KanbKyJIsSTOPOB MOJCETEH;
*  Pacuér nmoncereti IPv4;
* Pasgenenune cerell ¢ pa3IMYHBIMUA TOIOJOTHUSAMHU Ha MOJICETH;
* Pa3paboTka v BHEJpEHUE CXEMBI aJipecaliuy pa3aeiaéHHoi Ha noacetu [IPv4-ceru;
PazpaboTka u BHepeHne cxeMul aapecanuu VLSM.
10 | TP-agpecauus:
*  aHanus TpaduKa OJHOAIPECHON Mepeaayn, NIMPOKOBEUIATENbHON 1 MHOT0aIPECHON PACCHUIKH;
* HacTpoiika aapecaruu [Pvo6;
* mposepka aapecauuu [Pv4 u [Pv6;
*  0oTpabOTKa KOMITJICKCHBIX MPAKTUYECKUX HABBIKOB.
11 | CermenTanus IP-ceteii:
® opraHu3anus MOACCTHU IO Pa3/IMYHBIM CUCHAPUAM;
* pa3paboTKa M BHEIPEHHUE CTPYKTYpHI aapecaruu VLSM;
*  BHEIPEHHUE CXEMBI aJipecaliuu pa3aenéHHoi Ha moacetu [Pvo-cetu;
*  0oTpaboTKa KOMITIEKCHBIX MMPAKTUYECKUX HABBIKOB.
12 | M3yueHue OCHOBHBIX CETEBBIX CITYXKO:
. Nzyuenne ¢pyHkumm oOMeHa daiiiaMu MeXAy OJHOPAHTOBBIMHU YCTPOHCTBAMH
onpezaeneHue npeodbpazosanmii PAT; *M3yuenue npasmi padotst DNS;
. N3yudenue nporokosia FTP.
13 | Obecnieuenne 6€30MaCHOCTH CETH:

* Hsydenue yrpos cereBoil 6e30macHOCTY;
* JlocTyn K CETEBBIM yCTpoOiicTBaM 1o mpotokony SSH;
*  OOGecneueHue 0e30MaCHOCTU CETEBBIX YCTPOMCTB;
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AHanu3 KOMIOBOTEPHON CETH U HACTPOMKA MapLIPyTU3aTOPA:

» IIpoBepka 3a7epiKeK B Tiepelaun CETEBBIX MTAKETOB C MOMOIIBIO YTHIIUT «ping» U «traceroute»;

* Hcnonn3oBanue nuntepdeiica komangHou ctpoku (CLI) mist coopa cBeaeHnit 0 CETEBBIX
YCTPOMCTBAX;

*  VmpasieHue (aiinaMmu KOHGUTrypauuy MappyTU3aTopa ¢ IMOMOIIBIO IPOrpaMMbl SMYJISILIAN
TEepMHHAIA

*  Vmpasienue (aiinamMu KOHPHUTypanuu yCTpoUcTB ¢ ucnonszoBanuem TFTP, ¢uem-namst n
USB-nakonureneit

*  U3yueHnue npoueayp BOCCTAHOBJIECHUS MapoJeil.

Tema 1.2. [IpuHnunbI
MapLIPyTH3ALUU U
KOMMYTAalUU

Cooepcanue

162

1

BBenenue B KOMMyTHpYyeMble CeTH

O0wenunénnbie cetu. Mepapxusi B KOMMYTUPYEMOi ceTH. Polb KOMMYTHPYEMBIX CeTEH.
KommyTtupyemas cpena. Jlnramudeckoe 3anonHerne Tadaumsl MAC-aapecoB KOMMYyTaTopa.
MeTo1BI IEPECBUTKH HA KOMMyTaTope. KoMMyTanus ¢ mpoMeXyTOYHBIM XpaHeHneM. CKBO3Has
KOMMYTalusl.

KommyranmoHnHble foMeHbl. CHIKEHHE EPErPy30K CETH.

OcHOBHbIEC KOHUENIUM U HACTPOIIKA KOMMYTAUHMHU

OcHOBHBIE KOHLIETIIIUH U HACTpolika KoMMyTaluu. [lepBoHavyanpHas HaCTpOHKa KOMMYTaTopa u
BOCCTaHOBJIEHHE TI0CJIe CUCTEMHOT0 c00s. HacTpoiika goctyma /i 6a30BOro ynpasieHuUs
kommyTtatopoMm ¢ [Pv4. Jlyriekcras cBs3b. HacTpoiika mopToB kKoMMyTaTopa Ha (pr3rdeckomM
ypoBHe. OyHKIVSI aBTOMAaTHYECKOTO OompeenieHus tumna kaoemns (Auto-MDIX). IIpoBepka HacTpoek
noprta koMmMmyTaropa. [louck u yctpaneHue rmpo6yieM Ha ypoBHE JIOCTyTa K CETH.

besonacHocTh KOMMyTaTOpa. 3aIUINEHHBIA yanéHHbeId qoctym. Hactpoiika SSH.
Pacnpoctpanénnsle yrpo3sl 6e3onacHocTH: nepenoianenue tadbauus MAC-agpecos, DHCP-
cny(uHT, HCNOJIb30BaHue ys3BuMocTell mpoTokosna CDP, Araku Telnet u np. Ayaur u
MIpaKTHYECKHEe peKOMEHIAINH 110 o0ecreyeHnIo 0e30macHoCTH ceTH. be3omacHocTs mopra
kommyTtartopa. OrcnexxuBanrie DHCP coobmenuit. @ynkius 6e30macHOCTH mopTa. Buier 3amuTsl
MAC-anpecoB. Pexxumbl pearupoBanus Ha HapylieHue 6e3onacHoctu. [IpoBepka 1 HacTpoiika
noptoB. [IpoTokon cereBoro Bpemernn (NTP).

Bupryanbnsie 1okajabHble ceTd (VLAN)

Buptyansnslie nokanbnblie cetd (VLAN) — kimaccudukanus 1 OCHOBHbIE XapaKTEPUCTHKH. TpaHKH
BUPTYaJIbHBIX ceTeil. KoHTpob mupokoBemarenbHbIX JoMeHOB B ceTsix VLAN. TerupoBanue
kazpoB Ethernet ans unentudukamuu cetu VLAN. Cetu native VLAN u TerupoBanue cranaapTa
802.1Q. Terupoanue ronocoBoit VLAN. Peanuszanuu BUpTyasbHO n0KabHOM ceTn. HazHauenue
noptoB ceTssM VLAN. Hacrtpolika TpaHKOBBIX KaHaJIOB. [IpOTOKOJI AMHAMUYECKOTO CO3/IaHUs
TpankoBoro kanana (DTP). [louck u ycTpaneHue HETIOIaA0K B BUPTYAIBHBIX JIOKAJTBHBIX CETSIX U
TpaHKOBBIX KaHanax. [Ipobnemsl ¢ [P-agpecanueii cetn VLAN. HecoBnaneHus pexuMoB
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TpaHKOBOH cBs3u. [IpoekTrpoBanne u obecneuenne 6e3omacanoct VLAN: hopping, crrydunr
KOMMYTaTopa, aTaka ¢ 1BoiHbIM TerupoBanueM, Cets PVLAN nepumerpa. Ilpaktuueckue
PEKOMEHJAIMH 110 POSKTHPOBAHUIO BUPTYAJIBHOM JIOKAJIBHOM CETH.

Konuenuusi MapmpyTu3anum

Hacrpoiika mapuipytuszaropa. MexaHu3Mbl EPECbUIKM NakeToB. IlokiIF0ueHrE U HACTpOIKa
ycTpoiicTB. CBETOIMOIHBIE MHAUKATOPHI HA MapILIpyTH3aTOpe. AKTUBAIUS U HacTpoiika IP-
anpecanuu. [IpoBepka CBA3HOCTH ceTel ¢ MPAMbBIM MOKII0YeHueM. [IpoBepka HacTpoek
naTep(detica. PunbTpanust BEIXOJHBIX JaHHBIX KOMaH[ «showy». KomMmyTalus makeToB MexIy
ceTsimu. OYHKIIMA KOMMYTallMU Maplipytuszaropa. Mapupytusamnus naketoB. OnpeneneHue nyTy.
[porecc npuHATHS PELICHUsI O MEPEChUIKE MakeToB. Brioop onTumansHoro mytu. [Iporokossr RIP,
OSPF, EIGRP. Pacnipenenenune Harpy3ku. AIMHHACTpUpOBaHue paccTossaue (AD) u Hage:XHOCTh
MapuipyTa. AHaIU3 TaOIUI MapLIPyTU3AIMH — UCTOYHHUK JTaHHBIX, IPUHLIUIE (pOopMUpOBaHUE
BO3MOXKHOCTU HACTPOMKH. 3aIMCH TaOJIUIBI MAPIIPYTU3ALUH JUIsl CETEH ¢ TPSAMBIM
MOAKIIOYCHUEM. 3ajaHUe CTATUYECKUX MapLIpyTOB. I[pOTOKOIBI ITMHAMHYECKONH MapIIpyTH3aL[UU
cereit IPv4 u IPv6.

Mapumpyruzauus me:xkay VLAN

[Mpuanmner padoTsl MappyTuzanun Mexay VLAN. Hacrpolika mapmpyTusanun Ha 6aze
MapLIPyTU3aTOPOB ¢ HECKOJIBKUMHU (PU3HUECKHMHU HHTepdeiicaMu, ¢ HCIIOIb30BaHHEM
KOH(UTypaluu router-on-a-stick, uepe3 MHOroypoBHeBbIl KOMMyTaTOp. IIpoGnemsbl
mapipyTtuzanuu Mexay VLAN. [IpoBepka KOHPHUTYpaluiu KOMMYTaTopa H HAaCTPOEK
Mmapuipytusaropa. Henonagku B pabore nnrepdeiica. Ommoku B IP-agpecax m Mackax mojaceTH.
Hacrpoiika u pabota koMmmyTaruu Ha 3-M ypoBHe. Mapmpytuzanus mexnay VLAN ugepes
BUPTyaJlbHbIE HHTEP(EHChl KOMMYTATOPa, MApPIIPYTH3UPYEMbIE TOPTH. Henonaaku B HacTporKax
KOMMyTaTopa 3-ro ypoBHSI.

CraTndeckasi MApIIPyTH3ALMA

[Ipenmy1ecTBa 1 3a1a4M CTATUYECKOW MapIIPyTH3aLUH. THIIBI CTATUYECKUX MapIIPYTOB:
CTaHJAPTHBIH, 10 YMOJIYAHHAIO, CYMMAapHbIX, IaBatomuil. Hactpoiika cTaTH4eCKUMX MapIIpyTOB
IPv4 u IPv6. Komanpa «ip route». MapipyT ciieayromiero nepexoaa. Hanpsmyro moakiouEHHbINR
cTaTHYecKui MapmpyT. IIoMHOCTBIO 3a1aHHBIN cTaTHUeCKUI MapipyT. HacTpolika cTaTnueckoro
MapuipyTa no ymonuanuto. Kinaccosas agpecanus. KnaccoBslie macku nozaceru. beckiiaccopas
MexaomenHas mapmpyTtuzanust CIDR. O0benunenne mapiipyTtos. OpraHu3aius CyrnepceTen.
Hcnonp3oBanue macok noacetu ¢puxcupoanHo 1uHbl (FLSM). Macka nozncetn nepeMeHHOH
mHbl (VLSM). Hactpolika cyMMapHBIX M IJIaBalOLIMX CTATHYECKUX MappyToB. Pacuér
cymmMapHoro mapupyTa. O6bennaenne ceteBbix aapecos IPv4 u IPv6. Ilouck u yctpanenue
HENOJa/0K B HACTPOHKAX CTaTUYECKOr0 MapuipyTa U MapuipyTa o yMOIYaHUIO.

JmHamMuyecKkasi MapUIpPyTH3aLMs
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[IpoTOoKOJIBI AMHAMHYECKON MapLIPyTH3alU — Ha3HauY€HHUE, IPUHLUIIBI paOOTHI X HCTOPUS
pasButus. CpaBHEHHE TUHAMUYECKOHW U CTaTHYECKON MapipyTu3anuu. [IpuHIUIEI paboThl
MIPOTOKOJIOB MaPIIPYTH3AIMH: ITyCK TOCIE BKIItoueHws muTanus, CereBoe oOHapyxenne, OOMeH
JMAaHHBIMU MapripyTrianud, Obecnedenne cxomumoctu. Kiraccudukarius mpoToKoIoB
MapipyTtuzanuu. [Ipotokonsl IGP u EGP. luctannuonno-sexktopasie mpotokonsl RIP, IGRP.
[TpoTokomnsl MapupyTH3auuu no cocrosuuto kanaina OSPF u IS-IS. KnaccoBrie u 6eckiaccoBble
IPOTOKOJIBI MAPIIPYTU3ALUH. XapaKTEPUCTUKU U METPUKH IIPOTOKOJIOB.
Junamuueckasi TUCTaHIIMOHHO-BEKTOPHAS MapHIpyTH3anus. JJucTaHIIMOHHO-BEKTOPHBII
anroput™. MexaHu3Mbl OTIIPABKH U MOJyYSHHS JaHHBIX MapIIPYTH3alKH, pacyéTa ONTHMAIbHBIX
nyTel u 1o0aBIeHUs] MApLUIPYTOB B TAOIHUIYy MapIIpyTH3aLKy, 0OHAPY>KEHHUS U pearupoBaHus Ha
u3MeHeHus B Tononoruu. Hacrpoiika nporokoina RIP: Bkatouenue RIPV2, otkintouenue
ABTOMATHYECKOTO 00BbeIMHEHUS], HACTPOHKA MMACCHUBHBIX HHTEp(EICoB, Iepeaaya MapuipyTa 1o
yMmonyanuto o cetu. Hactpoiika npotokona RIPng. ITpouecc MapiipyTi3anuy 0o COCTOSIHUIO
kanana. Hello mporoxon. maker cocrostaus kaHana (LSP). JlaBuHHas pacchliika MaKeTOB COCTOSIHHS
KaHaja. JIaBuHHas pacchlIka MaKeTOB COCTOSHUS KaHaa. Co3/laHue JiepeBa KpaTualux myTei
SPF. Jlo6aBnenue mapmpyroB OSPF B Tabmuity mapmpyTu3zanuu. HemoctaTky npoTOKOJIOB
MapUIpyTU3aLMU TI0 COCTOSHUIO KaHasa. Ta0nuia MapmpyTu3anyuy. 3aucu ¢ IpSIMbIM
MOIKITIOYCHUEM U yIan€éHHOU ceTr. J(nHaMudeckn momydaemble MapmpyThl [Pv4/6. [Ipomecc
MOKMCKa MapIIpyTa.

OSPF n15 ogHo# 00J1aCTH

CewmeiictBo mpotokonoB OSPF. Xapakrepuctuku, npuHUUIb! padboTsel u koMrnoHeHTs! OSPF.
Oco6ennoctu OSPF nist onHoM M HecKOMBbKUX obnacteil. MaructpanbHas obnacts. MHKancynsms
coobmenuit OSPF. Tunsl makeroB OSPF: maker npuserctsus (hello), maker onmcanus 6a3b1
nmauHbx (DBD), maker 3ampoca coctosiHus kaHana (LSR), maker 0OHOBIIEHUS COCTOSIHHS KaHaIa
(LSU). maket moarBepxaeHust coctosiHus kaHana (LSAck). OOHOBIIEHUS COCTOSIHUS KaHaa.
Paboune cocrosuus OSPF. Beinenennstit (DR) u pesepBHbIil BeiaenenHslid Mappytuzarop (BDR).
Cunxponwuzanus 6a3 ganabix OSPF. Hactpotika OSPFv2 as onHolt o0nactu. Pesxum
KOH(UTYpanuy uaIeHTHGUKATOPBI MappyTu3aropa. Mcnons3oBanne nnTepdetica loopback.
Brutouenne OSPF na nntepdeiicax. [llabmonnas macka. Komanna «network». Hactpoiika
nacCUBHbBIX HHTEpdeticor. Popmyna pacuéra merpuku croumoctd OSPF. Hactpoiika 3HaueHuit
NPOIYCKHOH criocoOHocTH nHTepdeiica. [IpoBepka coceTHMX YCTPOUCTB, HACTPOEK MPOTOKOIA,
JaHHBIX npouecca u Apyrux xapakrepuctuk OSPF. Cpasuenne OSPFv2 u OSPFv3. Anpeca tuna
link-local. Tomosorust cetu OSPFv3. Hacrpotika uaenrudukaropa mapuipyruzaropa OSPFv3.
Brnrouenne OSPFv3 Ha unTepdeticax.

Cnuckn koHTpoJst xocryna (ACL)
Crucku kouTpons goctymna (ACL). [Ipunmmmn padotsr ACLcenuckoB. Tunbr ACL-cncko Cisco
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st IPv4. TlpucBanBanue HoMepoB 1 iMEH ACL-crimckam. Pacuér mabmonnoit macku B ACL-
cnuckax. Pexkomennanun no cozaanuio U pazmenienuto ACL-criuckoB. Pasmenienue cranaapTHBIX
u pacmmpeHHsIX ACL-cimckoB. Hacrpoiika cranmaptaoro ACL-crincka. [IpuMenenne
crangaptHbix ACL-crimckoB Ha nHTepdeticax. Kommenrapun k ACL-crinckam. [Iposepka u
pEIaKTHPOBaHKE CTaHAAPTHBIX HyMepoBaHHBIX ACLcnuckoB. ACL-cTaTucTuka. 3anura nopTos
VTY c nomomsto crangaptaoro ACL-cniucka [Pv4. CtpykTypa u HacTpoiika pacimpeHHbix ACL-
criickoB s [Pv4. @unsTpanus Tpaduka ¢ HCIoab30BaHueM pacmupeHHBIX ACL-criuckoB.
[Touck u ycrpanenue Henonaaok ACL-crinckos. Pacnpoctpanénnsie ommbkun ACL-criuckos.
Cpasuenne ACL-cnnckoB juig [IPv4 u IPv6. Hacrpoiika u nposepka ACL-ciuckoB aiis IPv6.

10

Iporokoa DHCP

ITporoxon DHCP. DHCPv4: 6a3zoBas onepanus, popmar cooOIIeHuni, COOOIeH!s 00HAPYKEHUS H
npemnoxenns. Hactpoiika, mpoBepka u perpancisius npoctoro DHCPv4-cepsepa. Hactpoiika
MappyTtuzaTopa B kauectse DHCPv4-knuenta. Hactpoiika mapmpytuzatopa kinacca SOHO.
[lonck u ycTpanenne Henonaaok B padote mapmpyruzatopa DHCPv4. [Iporoxon DHCPv6.
ABToMaTHueckast HacTpoika aapeca 6e3 orciexxkuBanus coctosHus (SLAAC). Ipuaimm paboTs
SLAAC ¢ DHCPv6. DHCPV6 ¢ u 6e3 otcnexxuBanus cocrosiaus. [Iporieccet DHCPv6. Hacrpotika
MapuipyTtuzaTopa B kauectse DHCPv6-cepepa u DHCPv6-knuenTa. [louck u yctpanenue
Henonanok B pabore DHCPv6.

11

IIpeoOpa3oBanne ceTeBbIX aapecoB IPv4

[MpeobpazoBanue cereBbiX aapecoB [Pv4. KonnenTyanbHoe npeoOpazoBaHue CETEBBIX aIpecoB
(NAT). Tepmunonorus u npunIumnbe! padotel NAT. [IpoctpancTBo wactHbeix [Pv4-agpecos.
CraTtuyeckoe U AuHaMH4ecKoe rpeoOpasoBanue ceteBbix afapecoB (NAT). IIpeobpasoBanue
anpecos moptoB (PAT). Cpasaerne NAT u PAT. [IpeumymiectBa u Henoctatku NAT. Ananu3
cratrueckoro npeodpazoBanust NAT. [punmun padoter nuHamudeckoro NAT Hacrpoiika u
nposepka NAT, PAT. [lepeanpecanus noptoB. Hactpoitka NAT u nportokoina [Pv6.

ITouck u ycrpanenue Hernonagok B pabote NAT.

B mom uucne npakmuyeckux 3anamuil u 1a60pamopruvlx padom
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1

Hactpoiika kommyTaTopa:
* ba3oBas HacTpoiika KOMMYTaTOpa;
* Hactpoiika napameTpoB 0€3011aCHOCTH KOMMYTAaTOPA.

Hactpolika 6e30macHOCTH KOMMYTaTOpa:

* Hacrpoiika npotokona SSH;

* Hactpoiika ¢pynkuun Switch Port Security;

* Ilouck u ycTpaHeHue HENONAJOK B CHCTEME O€30[aCHOCTH ITOPTOB KOMMYTaTOPa;
OTtpaboTKa KOMIJIEKCHBIX MPAaKTHYECKUX HABBIKOB.
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Kondwurypamus cereit VLAN:

*  Kouduryparus cereii VLAN u TpaHKOBBIX KaHAJIOB;
* llouck u ycTpaHeHHUE HEMONAA0K B KoHpurypanuu VLAN;
¢  Peanuzanms cucrembl 6e3omacHoctd ceth VLAN;

*  Peammzanms cereit VLAN 11 cerMEHTAITAN CETEH MPEANPHUITHIA MaJIoTo B CpeaHero Ou3Heca.

4 | Hactpoiika MapiipyTuzaTopa:
* lcnonp3oBaHue KOMaHIbI traceroute It 06Hapy>I<eHH$1 CETH,
¢ JIOKyMEHTHUpPOBaHUE CETH;
*  Hactpoiika unrepdeticos [Pv4 u IPv6;
* Hacrpoiika 1 mpoBepKa HeOOJBIIIOH CETH;
HccnenoBanue MapipyToB € IPSMBIM OAKIOYEHHEM.
5 | Hacrpoiika MapmipyTH3aIIH:
* Cocrasnenue cxemsl cetu HTepHeT;
* Hactpoiika 6a30BBIX TapaMeTPOB MapIIpyTH3aTOpa ¢ IOMOIIBIO HHTEpdelica KOMaH THOH
ctpoku (CLI) cucremsr Cisco 10S;
* Hacrpoiika 6a30BBIX mapamMeTpoB MapmpyTusaTopa ¢ nomoripo CCP.
6 | Mapmpytnzanus mexay VLAN:
*  Hactpoiika mapupytuzanuu Mexay VLAN miist kaxaoro narepderica;
* Hacrpoiika mapmpytuzanuu Mmexay VLAN Ha ocHoBe cTannapta 802.1Q 1 TpaHKOBOTO
KaHaJIa;
* [Ilouck 1 ycTpaHeHHE HEMOJAJOK B MapIIpyTHU3alui Mexy ceTsimu VLAN.
7 | Hactpoiika cTaTH4eCKOW MapIIpyTH3ALUU:
*  Hactpoiika cratuueckux mapupytoB [Pv4/IPv6 no ymondanuro;
* Paspabotka u peanu3saius cxemsl aapecaiuu [IPv4 ¢ ucnons3zosanuem VLSM;
¢ Pacuér cymmapubix MapuipytoB IPv4 u [Pv6;
¢ Ilouck u ycTpaHeHHe HEMOJAJOK CTaTHUeCKUX MapupytoB [Pv4 u IPv6.
8 | Hactpolika quHaMHYECKOW MapIIpyTH3aLMH:
. HccnenoBanre CX0IUMOCTH;
. CpaBHeHHe METOJIOB BEIOOpPA ITyTH B TipoToKomax RIP.
9 | Hacrpoiika mpotokonoB RIPv2 u RIPng.
10 | Hactpoiika nporokonos OSPF:
. Hactpoiika 6azoBoro nporokoja OSPFv2 mis ool o6nacTy;
. basoBas Hactpoiika nporokona OSPFv3 s ogHol obnacTu.
11 | M3ydyeHnne MexaHM3MOB pabOTHI CO CIIMCKAMH KOHTPOJIS IOCTYTIA!
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*  Harmagaoe npencraBinenue padboTel ACL-cincka;

* Hacrpoiika ctannaptaeix ACL-criickos;

* Hacrpoiika cranaapTHbix “MeHOBaHHBIX ACL-crnuckoB;

* Hactpoiika ACL-cnucka ais nuauil VTY;

* Hacrpoiika pacmupeHHbIx ACL-CIIUCKOB A7 pa3IUYHbIX CIIEHAPHEB,
* Tlouck u ycTpanenue Henonajgok B padote ACL-cnckoB;

* Hacrpoiika ACL-ciiuckoB IPv6;

*  OrpaboTKa KOMIUIEKCHBIX IPAKTUYECKUX HABBIKOB.

12 | Hacrpoiika ACL-CITHCKOB:
¢ Hacrpoiika u npoBepka ctaHaapTHbIX ACL-CIHCKOB;
* Hacrpoiika u nposepka orpanudyeHuii VIY;
* Hacrpoiika u npoBepka pacuupeHHbIX ACL-CIiuckoB;
* llouck u ycTpaHeHHe HEMONAJA0K B HacTpoiike u pasmemeHun ACL-
CIIHCKOB;
* Hacrpoiika u npoBepka ACL-criuckoB 11s [Pv6.
13 | U3yuenue mporokonoB DHCP:
* bazoBas nactpoiika DHCPv4 na mapmpytuzaTtope;
* bazosas nactpoiika DHCPv4 Ha komMmMmyTaTope;
* Ilouck u ycrpanenue Henonagok B pabotre DHCPv4;
* Hactpoiika cepsepa DHCPv6 0e3 oTcnexuBaHusi COCTOSIHUS M C OTCICKUBAHUEM COCTOSIHHUS;
* llouck u ycrpanenue Henonagok B pabotre DHCPvo6.
14 | U3yuenue nporokosna DHCP:
*  Hactpoiika nporokoia DHCP ¢ nomomnipto komans Cisco [0S;
*  OrpaboTKa KOMIUIEKCHBIX NPAKTHYECKUX HABBIKOB.
15 | [IpeoOpa3zoBaHME CETEBBIX aPECOB:
*  H3yuenue npunHnmna padbotsl NAT;
* Hacrpoiika ctatuueckoro u guHamuueckoro NAT;
*  Peanuzanms craruyeckoro u guHamuueckoro NAT;
* Hacrpoiika nepeagpecamnuu mopToB Ha Mapmpytuzarope Linksys;
» IIpoBepka, IOUCK U yCTpaHEHUE HEMoNa 0K KoHpurypanuiit NAT;
*  OTtpaboTKa KOMIUIEKCHBIX MPAKTHYECKIX HABBIKOB.
16 | U3yuenue padotsl ¢ NAT u PAT:

* Hacrpoiika nuaamuueckoro u cratudeckoro NAT;
* Hacrpoiika NAT-nyna ¢ neperpy3koii u PAT;
* [louck u ycTpaHeHue Henoyazaok konpurypanuid NAT.
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MJK.01.02. Opranu3amusi, 336 IIK 1.1-TIK
NPUHIMBI TOCTPOCHUS U 1.5
¢yHkuuoOHMpOBaHUS OK 01-11
KOMIIbIOTEPHBIX ceTeil

Tema 2.1. MapmpyTuzauus u Cooepircanue 120

KOMMYTauus. 1 | BBegeHne B MaciITaOupoOBaHue ceTel

MacmradupoBaHue ceTei

Peanmzarus npoekra cetu. [IpoekT nepapxudeckoii cetu. Pacmmpenne cetu. Beibop ceTeBhIX
ycrpoiictB. KommyTanronHoe o0opynoBanue. MapiipyTu3atopbl. Y IpaBIisionIie yCTPOWCTBA.

H30bITOouHOCTE LAN

ITonsTus mpoTokona spanning-tree. [Ipenqnasnadenue npotokosa spanning-tree. Ilpuanun paboTer
STP. Tumst mpotokonoB STP. Hacrpoiika npotokoma STP. Hactpoiika PVST+. Hactpoiika Rapid
PVST+. Ilpo6aems! HacTpoiiku STP.

ArperupoBaHue KaHAJIOB

OcCHOBHBIE NTOHATHUS arperupoBaHys KaHaloB. ArperupoBanue kananos. [IpuHuumn paboTs
EtherChannel. Hactpoiika arperupoBanust karnanoB. Hacrpoiika EtherChannel. [IpoBepka, mouck u
ycTpaHeHue HenoJanok B pabore EtherChannel

BecnpoBoaHbIe T0KaJbHBIE CETH

Konnenmmu 6ecripoBogHoit cBsi3u. Beenenue B OecripoBoaHy0 cBsizb. KommoneHTsr ceteit WLAN.
Tononoruu cereit WLAN 802.11. [Ipunnumer paboTel 6€CTIpoBOIHOM JIOKanbHOM cetn. CTpyKTypa
kajpa 802.11. dyHkunoHUpoBaHue OECIPOBOIHOM CBSI3U. YTIpaBlieHHE KaHAIaMH. be30omacHOCTb
OecTpoBOTHBIX JTOKATBHBIX ceTel. YTpo3sl M ceteit WLAN. Obecnieduenne 0€30MacHOCTH
WLAN. Hacrpoiika 6ecripoBOJHBIX JTOKaIBHBIX ceTell. HacTpoiika 6ecripoBoJHOTO
Mapuipytusaropa. Hactpoiika 6ecripoBoHbIX KIIMEHTOB. [IOMCK 1 ycTpaHeHHe HEMoaIoK B pabore
cereil WLAN.

Hacrpoiika u yctrpaneHue HenoJiagok B padore OSPF nos oxHoit o6s1acT

Pacmmpennsie mapametpsl mpotokoia OSPF nns onnoit obnactu. MapiipyTr3anus Ha ypOBHSX
pacnpenenenus u saapa. OSPF B ceTsix ¢ MHOXKECTBEHHBIM JIOCTYIOM. PacmpocTpanenue mapiipyrta
no ymon4anuto. Tounas HacTpoiika natepdeiicop OSPF. 3ammra OSPF. Ycrpanenue Henonamok
peanmzanuu npotokosnia OSPF ans omHoit 00:mactr. CocTaBisiromiye npolie1yphl MOUCKa ’
ycrpaHeHus Henonajok B padote OSPF s omHoM obnactu. [lonck U ycTpaHeHHe HEMoIaI0K B
mapupytuzanmnu OSPFv2 nns oxgnoit oonactu. Iouck u ycrpanenune Henonanox B OSPFv3 ms
0JHOM obsactu
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OSPF 1151 HecKOJIbLKHX 00J1acTel

[Mpunnun padotsr OSPF ans Heckonbkux obnacteid. Haznauenne OSPF st Heckonbkux obnacteii.

IIpuammn padotsr maketoB LSA B OSPF mis neckonmpkux obmacteii. Tabmuia MapmpyTH3aIul 1
tunsl MapaipyToB OSPF. Hactpoiika OSPF mist Heckonbkux obmacreit. Hactpoiika OSPF mst
HeckoJIbkx obnacteii. O6venunenne mapmpytoB OSPF. [IpoBepka OSPF niist HeckoabKux
o0macTei.

B mom uucne npakmuyueckux 3anamuil u 1a60pamopHsix padom

PasBepThiBaHNEe KOMMYTHPYEMOHN CETH C pe3epBHBIMH KaHATAMHU

Hactpoiika Rapid PVST+, PortFast u BPDU Guard

Hacrpoiika npotokona GLBP

Omnpe/eneHre TATTOBBIX OMMO0K KoHpurypamun STP

Hactpoiika EtherChannel

Ilonck u yctpanenne Henonaaok B padote EtherChannel

ArperupoBaHue KaHaJOB

Hactpotiika OecipoBoIHOTO MapIIPyTH3aTOpa M KIMEHTA

O[O Q|N| N[ [N~

Hactpoiika 6a3oBoro nporokona OSPFv2 mns ogHO#M oOmactu

Hactpoiika OSPFv2 B ceTH MHOXECTBEHHOI'0 IOCTYIa

Hacrpoiika pactmmpenssix ¢hyakmmit OSPFv2

Ilouck u ycTpaneHue Hemonaa0k B paboTe ocHOBHBIX MpoTokonoB OSPFv2 u OSPFv3 s ogHo#
obnactu

13

ITouck u ycTpaHeHHe Heronaa0kK B paboTe ycoBepiieHcTBOBaHHOTO npotokona OSPFv2 ans ogHoit
obnactu

14

BrnageHue HaBbIKaMU NIOMCKA U YCTpaHEHHUs Hemona ok B pabore OSPF

15

Hactpoiika OSPFv2 nis Heckonbkux o0nacteit

16

Hactpoiika OSPFv3 nns Heckonbkux obnmacteit

17

ITouck n ycrpanenue Henonaaok B padore OSPFv2 u OSPFv3 st Heckopkux obaactel

64

Tema 2.2. CoequHeHue ceTei.

Cooeprcanue

1

IHoakaroueHue K rj006a1bHOI ceTH

00630p TexHoOrUM ri06anpHOM ceth. Llens co3nanus rnobdansHbIX cetel. [Ipuniun paboTs
rno6ansHOU ceTH. Bbibop TexHomornu riiodansHoi cetr. CepBUCH TTI00ATBHOM CEeTH.
UudpacTpyKTyphl YacTHBIX TI00aNbHBIX ceTeil. MHpacTpykTypa 0011e0CcTyTHO# ritobaibHOM
ceTH. Br1O0Op cepBUCOB II100aIbHOM CETH.

120
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CoeauHeHHE «TOUYKA-TOYKA»

0030p NOCIEIOBATEILHOTO COSIUHCHHS «TOYKA-TOUKa». CBsA3b 10 MOCIISA0BATSIILHOMY KaHaITy.
Wukancymsmus HDLC. [purnumn padotsl mpotokona PPP. IIpeumymmectsa npotokona PPP. LCP u
NCP. Ceancs PPP. Hactpoiika mporokona PPP. Hactpoiika mpotokomna PPP. Ayrentudukarus
PPP. Otnanka coenunenni WAN. Otnanka PPP.

Pemenus IHUPOKOIOJOCHOI'0O 10CTYIIAa

VY nanéunas paborta. [Ipenmymectsa ynanénHoii padbotel. busHec-TpeboBaHUS A yOAIEHHBIX
paboTtHuKOB. CpaBHEHHE pelIeHIH MHUPOKOIONIocHOTO gocTymna. Kadens. DSL. becipoBogabie
HIMPOKOTIOJIOCHBIE ceTU. BBIOOp perieHuil MMUpoKomoiIocHOro AocTyna. HacTpoiika moakioueHui
xDSL. O630p PPPoE. Hacrpoiika PPPoE.

3amura MeskGUInaIbLHOH CBA3U

Cetn VPN. OcHoBs ceteid VPN. Tunsl cereit VPN. Tynnenn GRE mexny o6bexramu. OCHOBBI
GRE. Hacrpotika tynneneit GRE. O6mmue cBenenus 00 [Psec. 3amura nporokoina IP. Ctpykrypa
nportokona IPsec. Y panéunsiit goctyn. Pemenus VPN s ynanénnoro gocrymna. Cetu VPN
YIAan€HHOTO JIOCTYyMNa C UCIoJib30BaHueM [Psec.

MonuTtopunr Cetn

Syslog. [Ipuammmn padotsr Syslog. Hactpoiika Syslog. SNMP. [Ipuanmmn pabotsr SNMP.
Hactpoiika SNMP. NetFlow. [Tpuauun padotsr NetFlow. Hactpoiika NetFlow. IIpoBepka monesneit
Tpaduka.

OTtiaaka ceTn

IMTouck 1 ycTpaHEHHE HEMOaI0K ¢ UCTIONIb30BAHUEM CHCTEMHOT0 Noaxo/a. JlokyMeHTaIus 1o
cetu. [Iporneypa morcka U ycTpaHeHHsI HermonaaoK. M3omsius npobieMbl ¢ TOMOIIBIO
MHOTOYPOBHEBBIX Mojiesiell. Otianka cetu. CpecTBa OUCKA U YCTPAHEHUS HETOJIA 0K,
CHUMITTOMBI ¥ IPUYWHBI OTIaAKH ceTH. [IoNCK u ycTpaHeHre HeNnoIa 0K CBs3U B ceTsx [P.

B mom uucne npakmuyueckux 3anamuii u 1a60pamopHbIx pabom

Hacrpoiika 6a3oBoro PPP c ayrenTndukanueit

Otnazka 6a3oBoro PPP ¢ ayrentudukanmei

IIposepka PPP

Hactpoiika mapmpyrtusaropa B kadectse kinueHTta PPPoE mig nonkmoyenns DSL

Hactpoiika Tynnens VPN GRE no cxeme «Touka-Touka

Pa3pa60TKa TCXHHUYCCKOTI'O O6CJ'Iy>KI/IBaHI/I$I CCTH

Hactpoiika Syslog u NTP

W3ydeHune nmporpaMMHOIo o0ecreueHu sl sl MOHUTOPUHIA CETH

Hactpoiika SNMP

=[O |0 |Q[N|N | W=

(e}

COop u ananu3 nanHbeix NetFlow

56
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11

WHCTpyMeHTapHii ceTeBOro aqMIUHICTPATOpPa 11 HAOIIOACHHS

12

COoii B paboTe ceTn

13

Pa3paboTka JOKyMeHTaluu

Tema 2.3. [IpoekTupoBaHue
ApPXMTEKTYPbl JOKAJIbHOU
BBIYUCJIUTETbHOI ceTH

Cooeprcanue

1

Tpeoosanuss CHull k 060py10oBaHNI0 KOMIIBIOTEPHBIX ceTei

I'OCT 12.1. 003-2014, 'OCT 12.1.005-88, TOCT 12.2.032-88 Cucrema 6e301MacHOCTH TPY/Ia,
T'OCT P 53246-2008, ISO/IEC 11801:2010HUudpopmarmonnbie TexHOIOTHH. CTPYKTypHUpOBaHHAS
KaOelpHas CUCTeMa ISl IOMEIICHNH 3aKa34nKOB.

IpoexTupoanue anmmapatuoii ( 1o [OCT P 53246-2008 Cuctemsl kabebHbBIC
CTPYKTypHUpOBaHHbIE. [[poeKTHpPOBaHNE OCHOBHBIX y3JI0B CUCTeMBI. O0IIne TpeOOBaHUS )
TpebGoBanusa K KOHCTPYKITUH U 000pYyTOBaHUIO anmapatHoit. [IpaBmuia MoHTaxa
TEJICKOMMYHHKAIIOHHOT'O 000PY TOBaHMSI.

IpoexTupoanue kpoccoBbix ('OCT P 53246-2008 Cuctembl kabenbHbIE CTPYKTYPUPOBAHHBIE,
[IpoexTpoBaHue OCHOBHBIX y3II0B cHCcTeMbl. O01Iue TpeOoBaHMs)
Pasmemenne kpoccoBbix. OOmme TpeOoBaHUS K KOHCTPYKITMH U 000PYTOBAaHHIO KPOCCOBEIX.

Kab6enbHble Tpacesl noacucTemMbl BHyTpeHHHX MarucTpajei( mo 'OCT P 53246-2008
CucteMbl KaOenbHBIE CTPYKTYpUpPOBaHHbIE. [[poeKTHpOBaHNE OCHOBHBIX Y3JI0B crcTeMbl. O0mue
TpeOoBaHUS ).

KoncTpykTHBHBIE TpeOOBaHMSA K CTOSIKaM. DJIeMEHTHI (popMupoBaHus KabenbHBIX Tpacc Ha
rOpU30HTaIBHOM y4acTke. [loanoronoynsie kabenbHble KaHAbL. [IpUHIMITE U TpaBUIIa
noctpoenus kabenpHoi nposoaku CKC. BeiOop Tuna u kareropuu kadess.

TesekoMmmyHukannonHas ¢asa npoekrupoBanus (mo 'OCT P 53246-2008 Cucrtemsl
KaOeNbHbIE CTPYKTYpUpOBaHHbIe. [I[poekTHpOBaHNE OCHOBHBIX y3JI0B cUcTeMbl. O0IIue TpeOoBaHMsI
u I'OCT P 53245-2008 Cucremsl kaOeiabHBIE CTPYKTYpHUPOBaHHBIE. MOHTaX OCHOBHBIX Y3JIOB
cucTeMbl. MeTObI HCIIBITAHUS)

CxeMbl COeJMHEHUSI TPYMIIOBBIX YCTPOHWCTB ceTeBOro 00opynoBanus. Pacuer nuHelHbIX Kabemnei
MarucTpajbHBIX MoAcHcTeM. Pe3epBrupoBaHre MarucTpanbHbIX NoAcUCTEeM. [[pUHITUIBI U CITOCOOBI
NOJKJIIOYEHHS CETEBOr0 000PYAOBaHHSI.

IIpoexkTHas AOKYMeHTALUS

[Ipuatmne! u npaBuna odpopmienns mpoekTHor gokymeHTanuu (mo I'OCT 2-105-95 ECK.
O6mue TpeboBaHUS K TEKCTOBBIM JJOKYMEHTaM).

Paboune ueprexu. OcobenHoctu odopmiernns creruduranuu (mo OCT 2.109-73 u TOCT 2.108-
68 (ct COB 2516-80) ).

66

B mom uucne npakmuyeckux 3anamuil u 1a60pamopHsix paoom

1

MOoHTaX TEIeKOMMYHUKAIIHOHHOTO 000pYI0BaHMSI

2

[ocrpoenune xabenpHoi npoBoaku CKC. PacueT MarucTpajbHBIX MOJCHCTEM

24
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Crioco0sI OKITIOYeHHS ceTeBoro obopymoBanwmst. Hactpoiika Wi-Fi-poyTtepa.

Pa3paborka pabouunx yepTexe U crielupuKanuu

HpOF PAMMHBIC CPCACTBA MPOCKTUPOBAHUS JIOKAJIbHBIX ceTent

Pacuét BcomorarensHOro 000pyTOBaHUs

Pacuer PDV, PVV u Harpy3ku Ha IPOEKTUPYEMYIO CETh

Pa3paboTka u oopMiIeHHE TPOSKTHON JOKYMEHTAIIUU

O | XA Nn|~ W

HOpﬂI[OK TCCTUPOBAHUA U HpI/IéMO—CI[aTO‘lHI)IX HCIIBITAaHUM CETH

Kypcoesoii npoexm

30

f—

IIpumepHasi TeMaTHKa CAMOCTOSITEJIbHOM y4eOHOii padoThI:

CucremaTtuueckasi mpopadOTKa KOHCIIEKTOB 3aHATUH, Y4€OHOM U CIIEIUANIbHON TEXHUYECKOM JTUTepaTyphl.
KoncnektupoBanue Tekcra, paboTa co CI0BapsiMU U CIIPABOYHUKAMU, O3HAKOMJICHHUE C HOPMAaTUBHBIMU JOKYMEHTAMHU,
yueOHO-uccnenoBaTenbckas paboTta npu caMmoM MIUPOKOM Hctonb3oBanuu Mutepuera u npyrux [T-texHomoruii.
[IpoekTHBIE POPMBI PaOOTHI, TOJTOTOBKA COOOIIEHUH K BRICTYIUICHUIO HA CEMHHApPaX U KOH()EPESHIIHUSX; TTOITOTOBKA
pedeparoB, TOKIAI0B.

[ToaroroBka k 1a00paTOPHBIM U MPAKTUYECKUM pabOTaM C MCIIOIH30BAHUEM METOAMYSCKUX PEKOMEHIAIMA MTPETIOIaBaTElIs,
odopmieHne 1a00paTOpHO-NPAKTUIECKUX PabOT, OTUETOB M MOATOTOBKA K MX 3alUTE.

il

Y4yeOHasa NpaKkTHKA

IIpumepHblii nepeyeHb padoT:

y4acTue B MPOSKTUPOBAHUU CETEBON HHPPACTPYKTYPHI;
y4acTHE B OpraHU3aLUU CETEBOTO aIMUHUCTPUPOBAHMUS,
JKCIITyaTausi 00bEKTOB CETEBOM HHPPACTPYKTYPHI;
y4acTHE B YIIPABICHUU CETEBBIMU CEPBUCAMU;

y4acTUe B MOJICPHU3AINH CETEBON NHPPACTPYKTYPHI.

144

N

ITpon3BoacTBEHHAsI MPAKTHKA pa3jelia

IIpumepHblii nepeyeHsb padoT:

y4yacTue B pa3paboTKe METOJI0B, CPEACTB U TEXHOJIOTUN MPUMEHEHUS! 00bEKTOB NMPO(eCCHOHANBHOM AeITEeNbHOCTH;
IpoBeJeHNE MPOPHIAKTUYECKUX pabOT Ha 00bEKTaxX ceTeBON MHPPACTPYKTYPhl U pabOUYNX CTAHIUAX;

y4acTHe B MHBEHTapU3alluU TEXHUYECKHX CPEICTB CETEBOM MH(PPACTPYKTYPHI, OCYIIECTBICHUE KOHTPOJIS TOCTYNHBIIETO U3
peMoHTa 000PYIOBAHUS.

216

HpOME)KyTO'lHaH arrecranus
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Bcero

1026
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3. YCJIOBUA PEAJIM3ALIUU ITPOT'PAMMBI TIPOPECCHUOHAJIBHOI'O MOAYJIA

«I[IM.01 BBINOJTHEHUE PABOT 11O MIPOEKTUPOBAHMIO CETEBOM
HHOPACTPYKTYPBI»

3.1. las peaqm3anuy NporpaMMbl NPo¢ecCHOHAIBHOT0 MOIYJISA JOJIKHBI OBIThH
NpeAyCMOTPeHbI ciledyIolye cienualbHble OMeIleHHs

JlaGoparopusi «OpraHu3anuss W TPHHLUIBI TOCTPOSHHUS KOMIIBIOTEPHBIX CHCTEM,

OCHaIlIeHHbIE B COOTBETCTBHHU C 1. 6.1.2.1. IIpumepnoit nporpammel no crneruanbHoctu 09.02.06

«CeTteBoe U CHCTEMHOE AJIMUHHUCTPHUPOBAHUC)).

Crynust IlpoexkTupoBaHHMs U TU3aiiHa CETEBBIX APXHUTEKTYp M WH)KEHEPHOW TpaduKi,
OCHaIlleHHasi B cooTBeTcTBUU C 1. 6.1.2.2. [IpumepHoii nporpammel no cnenuanbHoctu 09.02.06

«CeTeBoe U CUCTEMHOE aJIMUHUCTPUPOBAHHUEY.

OcHamiennble 0a3pl MPAKTHKH, B cOOTBETCTBUU C 11 6.1.2.3 [IpumepHoil mporpamMmsl 1o

cnernuanbHocT 09.02.06 «CeteBoe U CUCTEMHOE aIMUHUCTPUPOBAHUE).
3.2. UndopmannoHHOe 0becneyeHUe peain3alui MPOorpaMMbI

Jnst peanuzanuu mporpaMMbl OuOnMHOTedHBIH (HOHI O00pa30BaTENbHONW OpPraHU3alWU IOJIKEH

UMETh IIeYaTHbIE W/UH JIEKTPOHHbIE 00pa30BaTesibHbIE M HH()OPMAIIMOHHBIE PECYPCHI, PEKOMEHAYEeMbIe

JUTSL KCTIOJIb30BaHKsI B 00Pa30BaTeIbHOM IpoLiecce.

3.2.1. [TeyaTHbIe N3TAHUA

1. H.B. Makcumos, 1.U. Tlonos. KomnbroTepHsie cetu [ DNEKTPOHHBIN pecypc]:
yue0. [Tocobue -M.: DOPYM: UHOPA-M 2017.

2. Hosoxunos E.O. Komnbrotepusie cetu.—M.: OULL «Axanemus, 2013.

3. Kyszun A.B. Kommsrorepasie cetu: yaeOHoe mocooue s ctya. yapexa. CIIO.- M.:

®opym: UTHOPA-M, 2017

4. Koctpos b.B., Pyukun B.H. CeTu u cuctemsl nepegaun nHPOpPMaIUK: y4eOHUK JITs

cryn. CIIO. M.: «Akagemus», 2016

3.2.2. DieKTpoHHbIe U31aHUA (3JIEKTPOHHbIE PecypChl)

1. bubnuoreka yuebHsix kypcoB Microsoft — http//msdn.microsoft.com/ru-
ru/gg638594

2. Martepuanst Microsoft University — http//www.microsoft.com/ru-
ru/student/careerandstudies/default.aspx

3. Marepuanst Microsoft Virtual Academy —
https://www.microsoftvirtualacademy.com/Home.aspx

4. CIT-Forum: Lentp undopmarmoHHsix TexHojaorui — http://citforum.ru

3.2.3. JlonoJIHUTEIbHbIE HCTOYHUKH

1. I'VK M. AnmnapaTHbie cpeicTBa JJIOKaIbHBIX ceTeid. DHmuknoneaus. CII6:
[IUTEP, 2003

2. ['OCT P 53245-2008 Cuctembl kabelbHbIE CTPYKTYpUpOBaHHBIE. MOHTaX
OCHOBHBIX Y3JIOB CUCTEMbI. METObI UCIIBITAHUS

3. o ['OCT P 53246-2008 Cucremsl kabeiabHbIE CTPYKTYPUPOBAHHBIE.
[TpoexTHpoBaHKE OCHOBHBIX y37I0B cucTeMbl. O01ue TpedoBaHus

4. ['OCT 2-105-95 ECK/I. Obuue TpeboBaHus K TEKCTOBBIM JJOKYMEHTaM

5. ['OCT 2.109-73 ECKI. OcHoBHBIE TpeOOBaHUS K YepTeKaM

6. I'OCT 2.108-68 (ct COB 2516-80) M3rorosnenne cOOPOUHBIX YepTekEN U
cneundukanuit
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https://www.microsoftvirtualacademy.com/Home.aspx

4. KOHTPOJIb H OLUEHKA PE3Y/IbBTATOB OCBOEHHA ITIPO®ECCHOHA/IBHOI'O MOAYJIA

«IIM.01 BBIITOTHEHUE PAFOT I10 ITPOEKTHPOBAHHIO CETEBOH HH®PACTPYKTYPhI»

Kon u HaumeHnoBanue
po(heCCUOHANBHBIX U
OOIIIMX KOMITETEHIIHHA,
(hopMHpyeMBIX B paMKax
MOJTYJIS

Kputepuu onenku

MeTo 1Bl OlIEHKH

[IK 1.1. BeimonusTs
MIPOEKTHUPOBAaHHUE
KaOembHOM CTPYKTYPHI
KOMITBIOTEPHOM CEeTH.

O1eHKa «OTJIHYHOY - TEXHUYECKOE
3aJjaHKe MPOAHATU3UPOBAHO, AITOPUTM
pa3paboTaH, COOTBETCTBYET
TEXHUYECKOMY 3aIaHUI0 U O(DOPMJICH B
COOTBETCTBHH CO CTAHIAPTaMH,
MOSICHEHBI €T0 OCHOBHBIE CTPYKTYPHI.

O1eHKa «X0POII0» -aJIrTOPUTM
pa3paboTaH, opopMIICH B COOTBETCTBHU
CO CTaHIAPTaMH U COOTBETCTBYET
3a/IaHUIO, TIOSICHEHBI €T0 OCHOBHBIE

CTPYKTYPBL.

OreHKa «y10BJIETBOPUTEIBHOY -
ITOPHUTM pa3pabOTaH U COOTBETCTBYET
3aJIaHUIO.

Ok3amMen/3aueT B hopme
co0eceJ0BaHMsL:
HPAKTUYECKOE 3aAaHKE 10
MOCTPOCHHUIO aJITOPUTMA B
COOTBETCTBHH C
TEXHHUYCCKHUM 3aJaHUEM

3ammra OT4EeTOB 10
MPAaKTUYCCKUM H
J1a00paTOpHBIM paboTaM

[IK 1. 2. OcymecTBiATh
BBIOOP TEXHOJIOTHH,
WHCTPYMEHTAIBHBIX
CpPE/CTB M CPE/ICTB
BBIYUCITUTEIHLHON
TEXHUKH MPH
OpraHu3alHy Tpolecca
pa3paboTku u
HCCIIEI0BaHUS OOBEKTOB
npodeccuoHaIbHON
JeSITEIIbHOCTH.

Or1ieHKa COTJIHYHOY - TEXHUUECKOE
3aj1aHue MPOAHATU3UPOBAHO, aJITOPUTM
pa3paboTaH, COOTBETCTBYET
TEXHUYECKOMY 3a/IaHHI0 H 0OPMIICH B
COOTBETCTBHHU CO CTAHIAPTaMH,
IIOSCHEHBI €70 OCHOBHBIE CTPYKTYPBI.

OreHKa «X0POIIO -aJTOPUTM
pa3pabotaH, 0()OpMIIEH B COOTBETCTBHU
CO CTaHJAPTaMH U COOTBETCTBYET
3aJJaHHI0, TIOSICHEHBI €T0 OCHOBHBIE

CTPYKTYPBI.

OHCHKa «KYAOBJIETBOPUTEIBHO» -
AJITOpUTM pa3pa60TaH " COOTBCTCTBYCT
3aJIaHHUIO.

Ok3amen/3aueT B Gpopme
cobece1oBaHHUs:
HPAKTHYECKOE 3a1aHHE 10
HOCTPOCHHIO AITOPUTMA B
COOTBETCTBUHU C
TEXHHUYCCKHUM 3aJaHUEM

3amuTa OT4ETOB 110
MPaKTHYECKUM U
J1abopaTOPHEIM paboTam
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IIK 1. 3. ObOecrnieunBaTh
3aluUTy UHPOPMAIIHH B
CETH C UCIOIb30BaHUEM
MIPOrPaMMHO-
anmapaTHBIX CPEJICTB.

O1ieHKa «OTJIMYHOY - TEXHUYECKOE
3aJjaHKe MPOAHATTU3UPOBAHO, AITOPUTM
pa3paboTaH, COOTBETCTBYET
TEXHUYECKOMY 3aIaHUI0 U O(DOPMJICH B
COOTBETCTBHU CO CTAHIAPTaMH,
MOSICHEHBI €0 OCHOBHBIC CTPYKTYPBHI.

O11eHKa «X0POILL0» -aJrTOPUTM
pa3paboTaH, opopMIICH B COOTBETCTBUH
CO CTaHJAPTaMH U COOTBETCTBYET
3a/1aHUIO, TIOSICHEHBI €T0 OCHOBHBIE

CTPYKTYPBHI.

OreHka «y10BJA€TBOPUTEIBHO -
AITOPUTM pa3pabOTaH U COOTBETCTBYET
3aJIaHUIO.

Dx3amen/3adeT B popme
co0eceI0BaHus:
MIPAKTHYECKOE 3aJaHUE 110
MOCTPOCHHUIO aJITOPUTMA B
COOTBETCTBHH C
TEXHUYECKUM 3aJaHHEM

3amuTa OT4ETOB 10
MPaKTUYECKUM U
nmabopaTopHBIM paboTam

[IK 1. 4. [IpuaumMats
y4acTHe B IPUEMO-
CIaTOYHBIX HCIIBITAHUIX
KOMIIBIOTEPHBIX CETEH U
CETeBOr0 000pyIOBaHUS
Pa3NUYHOrO YPOBHS U B
OLIEHKE KayecTBa U
3KOHOMUYECKOMI

3¢ (HeKTUBHOCTH CETeBOU
TOTIOJIOTHH.

Or1leHKa «OTJIHYHOY - TEXHUUECKOE
3aj1aHie MPOAHATU3UPOBAHO, aJITOPUTM
pa3paboTaH, COOTBETCTBYET
TEXHUIECKOMY 3a/IaHHIO i 0(DOPMIICH B
COOTBETCTBHH CO CTaHIAPTaMH,
MOSCHEHBI €70 OCHOBHBIE CTPYKTYPHL.

OI1ieHKa «XOPOI0Y -aITOPUTM
pa3paboTaH, opopMIICH B COOTBETCTBUH
CO CTaHIAPTaMH U COOTBETCTBYET
3aJIaHHT0, TIOSICHEHBI €T0 OCHOBHBIE

CTPYKTYPBHI.

O1eHKa «yT0BJICTBOPUTEIBHO) -
ITOPUTM pa3padOTaH U COOTBETCTBYET
3aJaHHUIO.

Ok3amen/3aueT B popme
cobecemoBaHUs:
NPaKTHYECKOE 3aJIaHKE 10
MOCTPOCHHUIO aJITOPUTMA B
COOTBETCTBHH C
TEXHHUYCCKHUM 3aJaHUEM

3ammra 0T4eTOB 0
MPAaKTUYCCKUM U
J1a00paTOpHBIM paboTaM

[IK 1. 5. BelnonHsTh
TpeboBaHMs
HOPMAaTHBHO-
TEXHUYECKOH
JIOKyMEHTAIU1, UMETh
OTIBIT 0(OPMIIEHHUS
MIPOEKTHOMN
JIOKyMEHTAIUH.

O1eHKa «OTJIMYHOY - TEXHUYECKOE
3aJjaHue IPOAHAIU3UPOBAHO, AITOPUTM
pa3paboTaH, COOTBETCTBYET
TEXHUYECKOMY 3aJaHHI0 U 0(OPMIICH B
COOTBETCTBHH CO CTaHAAPTAMH,
MIOSICHEHBI €M0 OCHOBHBIE CTPYKTYPBHI.

OreHKa «X0poIIoY -aJTOPUTM
pa3pabotan, ohopMIIEH B COOTBETCTBHU
CO CTaHJApPTaMH U COOTBETCTBYET
3aJJaHHIO, TIOSICHEHBI €r0 OCHOBHBIE

CTPYKTYPBI.

OLeHKa «y10BJIETBOPUTEIbHOY -
anropuTM pa3paboTaH U COOTBETCTBYET

Ok3ameH/3a4eT B hopme
cobece10BaHMS:
NPaKTHYECKOE 3a/IaHKE 10
MOCTPOCHUIO allTOpPUTMa B
COOTBETCTBHH C
TEXHUYECKUM 3aJaHHEM

3ammra OT4ETOB MO
MPaKTUYECKUM H
nabopaTtopHbIM paboTam
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3aJIaHUIO.

OK 01. Beibupats
CHocOo0bI pemeHns 3a1a4y
PO ECCHOHATTEHOM
JeSITEITBHOCTH,
MPUMEHHUTENBHO K
Pa3NUYHBIM KOHTEKCTaM.

— 000CHOBaHHOCTh TIOCTAHOBKH LIEITH,
BEIOOPA U IPUMEHEHHS METOJIOB U
CIoco00B pelIeHus MpodhecCHOHATBHBIX
3a1a4;

- aJIcKBaTHAs OIICHKA U CaMOOIICHKa

3¢ (EeKTUBHOCTH U Ka4eCTBa
BBITIOJTHEHUS TTPO(ECCUOHAIBHBIX 3a7a4

OII 02.0OcymiecTBisITh
IIOMCK, aHaJIN3 U
HMHTEPIPETAIUIO
nH(bOpMaIu,
HEOOXOIMMOH 11
BBINTOJIHEHHMS 33134

- UCIIOJIb30BAHUE PA3JINYHBIX
MCTOYHHKOB, BKITFOYAsl 3JIEKTPOHHBIE
pecypcel, Meauapecypcebl, MHTepHeT-
pecypchl, IEPUOANYESCKUE U3IAHUS IO
CIICIMATBHOCTH JUIsl PELICHHUS
npogecCHOHANBHBIX 3aa4

npodecCuoHaIbHON

JeSITETLHOCTH.

OK 03. [InanupoBats u - IEMOHCTpALMs OTBETCTBEHHOCTH 32
PCaIN30BLIBATH IMPUHATHIC PCIICHUA

COOCTBEHHOE - 000CHOBaHHOCTh CaMOaHaIH3a H

npoeccuoHagbHOE U
JUYHOCTHOE pa3BUTHE.

KOPPEKILHS Pe3yJIbTaTOB COOCTBEHHON
paboTsI,

OK 04. Paborath B
KOJUIEKTHBE M KOMaH/E,
a¢hekTHuBHO
B3aMMOJIEMCTBOBATH C
KOJUIETaMHU,
PYKOBOZICTBOM,
KJIMEHTAMH.

- B3aUMO/IeiCTBUE ¢ 00YYAIOLIMUCS,
IpenoJaBaTeNs MU U MacTepaMu B X0OJ€
o0ydeHus1, ¢ pyKOBOJUTEISIMHA yIeOHOMH
Y IIPOU3BOJICTBEHHOM IIPAKTHK;

- 000CHOBAaHHOCTP aHAH3a PabOTHI
YJIEHOB KOMaHAb! (IOJUNHEHHBIX )

OK 05. OcymiecTBiaTh
YCTHYIO U MUCBMEHHYIO
KOMMYHHKAIIHIO HA
rOCY/IapCTBECHHOM SI3BbIKE
C Y4ETOM OCOOCHHOCTEH
COIIMATIBLHOIO U
KYJIBTYPHOTO KOHTEKCTA.

-TPaMOTHOCTb YCTHOW U IUCBMEHHOMN
peun,

- ICHOCTh (POPMYITMPOBAHUS U
W3JI0KEHUS MBICIIEN

OK 06. IIposBnsaTh
IpaKIaHCKO-
MaTPUOTHUYECKYIO
MO3HUIIHIO,
JeMOHCTPHPOBATh
OCO3HAHHOE IOBEJICHUE
Ha OCHOBE

- COOJIIOJICHIE HOPM TIOBEJICHHSI BO
BpeMsl YUeOHBIX 3aHATHHA U
MIPOXOXKICHUS YIeOHOH 1
MPOU3BOJICTBEHHOM MPAKTHK,

00IIIeYeT0BEYECKIX

LIEHHOCTEM.

OK 07. ConericTBoBaTh - 3¢ eKTUBHOCTD BBITIOJTHEHUS TIPABHII
COXPAHEHUIO Tb Bo Bpems y4eOHBIX 3aHATHIA, IPU
OKpy>Karolei cpesl, MIPOXOKACHUH yueOHOU U
pecypcocOepekeHuto, MIPOM3BOJCTBEHHOH MPaKTHK;

3¢ heKTUBHO - 3HaHWE U UCTIOJF30BAHNE
JIeiCTBOBAThH B pecypcocOeperaroinmx TeXHOIOTHH B
Ype3BhIYaHBIX 001aCTH TeIEKOMMYHUKAIAN

HNurepnperanus
pe3yIbTaTOB HAOIIOCHIH
32 JeATebHOCTBI0
o0yuarolerocs B mpouecce
OCBOCHHUS
o0Opa3oBaTeIbHON
IpOTrPaMMBbI

DKcnepTHOE HAOMIOICHUE H
OLICHKA Ha JIAOOPATOPHO -
MMPAKTUYCCKUX 3aHATHUAX,
TP BBITTOJTHEHUH PadoT 0
yueOHOI U
MIPOU3BOJICTBEHHOM
MPaKTHKaM

DK3aMeH
KBaTM(DUKAIIMOHHBII
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CUTyalusiaX.

OK 08. Ucnonb3oBaTh
cpencTBa QpU3nIeCKoi
KYJIBTYPBI JUIS
COXpaHCHHUS U
YKpEIUIEHHsI 30POBbS B
nporiecce

- 3(h(}EeKTHBHO UCIIOJIb30BaTh CPEICTBA
(DUBUYECKOM KYJIBTYPHI JISI COXPAHCHUS
W YKPEIUICHHUS 3I0POBbsI B TIpOIIecce
po(heCCUOHANBHOM NIEATEIILHOCTU U

Mo IJIepKaHUE HEOOXOAUMOTO YPOBHS
(bU3NYECKON OATOTOBICHHOCTH.

PO ECCHOHATTEHOM

JeSITeTbHOCTH

HoJAEpKaHue

HE00XO0JMMOTO YPOBHS

(usnueckoit

MOJrOTOBICHHOCTH.

OK 09. Ucnionp30BaTh - 3Q(eKTHBHOCTH UCITOJIH30BAHUS
nHGOPMaLMOHHbIE MH(POPMALMTOHHO-KOMMYHHUKAIIHOHHBIX
TEXHOJIOTUH B TEXHOJIOTHH B TPO(heCCHOHATBHOM
npoeccnoHaIbHON JIESATEIIbHOCTH COTIIACHO (POpMHUPYEMBIM
NeSITebHOCTH. YMEHUSIM U TI0Iy4aeMOMY

IIPAaKTUYECKOMY OIIBITY;

OK 10. ITonb3oBatbes
npoeccnoHaIbHON
JOKyMEHTaIMel Ha
roCy1apCTBEHHOM U
HWHOCTPAaHHOM SI3BIKE.

- 3(0hEeKTUBHOCTH UCIIOJIb30BAHUS B
mpo(hecCHOHATBHON NEATENbHOCTH
HEOOXOINMOH TEXHUIECKOU
JIOKYMEHTAI[HH, B TOM YHCJIC Ha
AHTIIUHCKOM SI3BIKE.

OK.11. IInanupoBaTh
MpeaNPUHUMATENbCKYIO
JACATCIBbHOCTD B
npodeccuoHaIbHON

chepe

- 3(hpeKTHBHO TITAHUPOBATH
mpeaANnpUHUMATEILCKYIO ICATCIIbHOCTL B
npoeccHoHANBHOM cepe nmpu
NpoBeAeHHH paldoT 110
KOHCTPYUPOBAHHIO CETEBOM

UHPPACTPYKTYPHI
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