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1. OBIASA XAPAKTEPHCTHKA PAFOYEH IIPOTPAMMBI
ITPO®ECCHOHAJIBHOI' O MOAYJIA
«I[IM.03 SKCIUTYATALS OB bEKTOB CETEBOU MH®PACTPYKTYPhI»

1.1. Ilenb u nnanupyemoie pe3yibmanvl 0C80EHUSA NPOPECCUOHAIbHOZ0 MOOYA

B pesymprare wu3ydeHHs NpOoQECCHOHAIBHOTO MOXIYJIS CTYICHT JMOJDKEH OCBOMTH OCHOBHOW BHUJ
JIESTEIbHOCTH OJKCIUTyaTalusd OOBEKTOB CETeBOW HMH(MPACTPYKTYpPHl M COOTBETCTBYIOIIHE €My OOIue
KOMIIETEHIIMU U TIpodeccHoHabHbIe KOMIIETCHIINH:

1.1.1. [lepeueHb 0OMUX KOMIIETCHIIUH

Kox HaumeHnoBanue 001X KOMIIETCHIIUIH

OK 1. BreiObupare  cmocoObl  pemieHuss  3amad Mpo(ecCHOHAIBHOW — JIEATENbHOCTH,
IPUMEHHUTENIBHO K Pa3IMYHbIM KOHTEKCTaM

OK 2. Ocy1ecTBISITh MOUCK, aHATIU3 U UHTEPIIPEeTalno HH(popMauu, HEOOXOIUMOMN AJIs
BBINOJIHEHUS 3a/1a4 PO ECCHOHATIBHON AEATEIbHOCTH

OK 3. [TnanupoBaTh U peann30BbIBATE COOCTBEHHOE MPOGECCHOHATBHOE U TMYHOCTHOE
pa3BUTHE.

OK 4. PaGoTath B KOJIEKTHBE U KOMaHe, 3(pPEeKTUBHO B3aMMOAEHCTBOBATh C KOJJIETaMH,
PYKOBOJICTBOM, KJIIMEHTAMHU.

OK 5. OcCy1iecTBIATh YCTHYIO U MUCbMEHHYI0 KOMMYHHKAIIMIO HA TOCY1apCTBEHHOM
A3BIKE C YUETOM OCOOEHHOCTEHN COLUAIbHOTO U KYJIbTYPHOTO KOHTEKCTA.

OK 6. [TposiBnsATH IpakJaHCKO-MATPHUOTHYECKYIO MO3UIIHIO, JIEMOHCTPUPOBATh
OCO3HaHHOE MOBE/ICHUE HAa OCHOBE O0I1€YETI0BEYECKUX LIEHHOCTEH.

OK 7. ConelicTBOBaTh ~ COXPAHEHHIO  OKpY)KaloLIeH  Ccpelbl, pecypcocOepekeHHIo,
3 PEKTUBHO AEHCTBOBAThH B UPE3BBIYANHBIX CUTYALIUAX.

OK 8. Hcnonb30BaThk cpecTBa PU3MUECKON KyJIbTYpHhI AJISi COXPAHEHUS M YKPEIUICHUs
3I0pOBbsl B Tpolecce Mpo(hecCHOHATBHOW JEATENILHOCTH M MOJIep’KaHue
HEO0OXOAUMOT0 YPOBHS (PU3UYECKOM MOITOTOBIEHHOCTH.

OK 9. Hcnonb3oBath nH(POpMALIMOHHBIE TEXHOJIOTHH B TPO(ECCHOHATIBHOM NEATENIbHOCTH

OK 10. [Tonb3oBatrbest mpodecCHOHAIbHOW JTOKYMEHTAallMed Ha TOCYJapCTBEHHOM H
MHOCTPAHHOM SI3bIKE.

OK 11. [1nanupoBaTh NpeaNpPUHUMATENBCKYIO JEITENLHOCTD B MPOPECCUOHANBHOM cdepe

1.1.2. Ilepeuens npodhecCuoHaTbHBIX KOMIICTCHIINH

Kon HaumeHoBaHue BHIOB JeITEJbHOCTH H MPO(eCCHOHAIBHBIX KOMITETeHIHIA

BJI 3. Dxcnnyamayust 00beKmog cemesoi UHGPAcmpyKmypul

11K 3.1 'Y cTaHaBIIMBaTh, HACTPAUBATh, KCILTYaTUPOBATh M 0OCTYKHBATh TEXHUYECKUE U IPOTPAMMHO-
arnapaTHbIE CPEACTBA KOMIIBIOTEPHBIX CETEH.

11K 3.2 [IpoBoauTh npoduaakTHyeckue padoThl Ha 00bEKTaxX CeTeBOH HHPPACTPYKTYPHI U pabounx
CTaHIISX.

11K 3.3. 'Y cTaHaBNMBAaTh, HACTPANBATh, IKCILTYaTHPOBAThH U OOCIYKHBATh CETEBbIE KOH(PUTYpAIINH.

11K 3.4. Y4acTBOBaTh B pa3pabOTKe CXeMbI TIOCIEaBAPUITHOIO BOCCTAHOBIIEHHUS paOOTOCIIOCOOHOCTH
KOMITBIOTEPHOMW CETH, BBITIOJIHATH BOCCTAHOBJIICHUE U PE3ePBHOE KOMMPOBaHHE WHPOPMAIHH.

11K 3.5. Opranu30BBIBATh MHBEHTAPU3AINIO TEXHUYECKHUX CPE/ICTB CETEBON MHPPACTPYKTYPHI,
OCYILLIECTBIISITH KOHTPOJIb 000PYAOBAaHHS MOCIIE €r0 PEMOHTA.

11K 3.6. BBIMOTHATE 3aMEHY pacXOIHBIX MAaTEPHAIOB M MEJIKUI pEMOHT nieprudepruitHOTO

000pYJI0BaHMsI, OIIPEIEIISATh ycTapeBIiee 000PyI0BaHNE H IPOTPaAMMHBIE CPEJICTBA CETEBON

MHGPACTPYKTYPHI.




B PE3YyIbTAaTC OCBOCHUA HpO(l)eCCI/IOHaJ'H:HOFO MOAyJIA CTYACHT OJOJIKCH:

VIMeTh MpakTHIECKHHA OIIBIT B 0oOCTyXKMBaHMM  CETEBOW  WHQPACTPYKTYPHI,
BOCCTaHOBJICHHH PabOTOCTIOCOOHOCTH CETH IOCITe
cOos;
yIAICHHOM aJIMHHACTPUPOBAHUN u

BOCCTAHOBJICHHH Pa0OTOCIIOCOOHOCTH CETEBOU
HHPPACTPYKTYPHI;

NOAJNEPKKE TIOJIb30BATENECH CEeTH, HaCTpoilke
anmapaTHOTO ¥ MIPOTPaMMHOTO OOecTieueHus
CeTeBOU HHPPACTPYKTYPHI

YMETh BBHIMOJIHATH MOHUTOPUHT W aHalu3 paboThI
JIOKAJIbHOM CEeTHM C TIOMOILBI0 IPOrpaMMHO-
anmapaTHbIX CPEICTB;

OCYILECTBIIATh JIUAaTHOCTHUKY u TIOMCK
HEHUCIIPABHOCTEH BCEX KOMIIOHEHTOB CETH;
BBITOJIHATD JIercTBUs 1o YCTPaHEHHIO
HEUCIIPaBHOCTEN

3HATh APXUTEKTYPY U PYHKIIUU CHCTEM YIIPABICHUS
CEeTSIMHU, CTAaHIAPTHI CUCTEM YIPaBIICHHS,;
Cpe/IcTBa MOHUTOPUHTA M aHATIN3a JIOKATBLHBIX
CeTeH;

METO/IbI YCTpaHEHUs HEHUCTIPaBHOCTEN B
TEXHUYECKUX CPEICTBAX

1.2 KoainvecTBO 4acoB, 0TBOHMOE HA OCBOEHHE MPO(eCcCHOHATLHOT0 MOIYJIs
Bcero wacos 538
N3 vux Ha ocBoenne MJIK. 03.01_186

Ha ocBoeaue MJIK. 03.02_118

Ha MPaKTHKH, B TOM yucie ydyeOnyo 108 Y IPOM3BOJCTBEHHYIO 108



2. CTpyKTypa U coaep:kaHue NpogecCHOHAIBLHOT0 MOAYJIs

2.1. CtpykTypa npodeccuonanbuoro mouyst «JIM.03 IKCIVIVATAIINA OFbEKTOB CETEBOH HHPPACTPYKTYPbI»

O06weM poecCHOHATFHOTO MOYJIA, Yac.

Kobl CyMMapHbI Ob6yuenue no MJIK Ipaxmuxu IMpomesxy | Koncynbra
npo¢ecCHOHATBHBIX Hanvenoatis pasaeiion it 06BeM TlaGonato IIpou3BoACTBEHHAS | TOYHAS iiZvs Camoctos
P po¢eCCHOHATHHOTO HATPYSK, | Beoro PaTOpHEI KypcoBbix Vaetia (ecu aTTecTalH TeHLHa;l[
KOMIIETEHIINH Moyt yac. : pa X pabor HebHad npedycmompena | g pabora
PAKTHIACCKIX (TIpoexToB) paccpedomoyeHHast
3aHATHHU
npaKkmuKa)
1 2 3 4 5 6 7 8 9 10
OK 01-11 Paznmen 1. DxcrutyaTtanus 2
K 3.1-3.6 00BEKTOB CETEBOH 186 182 108 2
WHPPACTPYKTYPHI
OK 01-11 Paspgen 2. be3omacHOCTb 118 112 52 2 4
K 3.1-3.6 KOMIIBIOTEPHBIX CeTer
OK 01-11 Y4eOHas mpakTuka (1o 108 106
IIK 3.1-3.6 npouITEo
CHEINATFHOCTH), YaCOB
(ecnu mpegycMoOTpeHa 2
UTOTrOBast
(KOHIIEHTpHUPOBaHHAs)
MIPAKTHKA)
OK 01-11 [IpousBoacTBeHHAs 108 106
MK 3.1-3.6 npakTuKa (1o MpoQuITo
CHEINATBFHOCTH), YaCOB
(ecnm mpegycMoTpeHa 2
UTOTrOBast
(KOHIIEHTpHPOBaHHAS)
MIPAKTHKA)
IIpomercymounaa ammecmayuu (IK3amen 18 6 ) 10
no M00Y10)
| Bcezo: 769 327 120 216 144 12 12 26

' O6BeM caMOCTOSTEIEHOM PAGOTH 06YYAIOIINXCS ONPEACIIETCS 06Pa30BaTEIbHON OpraHu3aImeil B cooTBeTcTBHH ¢ Tpeboanmsamu PTOC CIIO B mpenenax obbeMa yaeGHOI
JICHUTUIAHBI B KOJUYECTBE YacOB, HEOOXOAMMOM JUIs BBIITOJTHECHHUS 3aJaHUI CAMOCTOSTEIBHOM Pa0OTHI 00yJarOIIUXCsl, TPETYCMOTPECHHBIM TEMATHICCKUM TUIAHOM U COJICPIKAHUEM
Y4eOHOM TUCHUTUTAHBI (MEXIUCIUILTHHAPHOTO Kypca).




2.2. TemaTHYeCKHIi IJIaH U coAepKaHue npodeccuonaabLuoro moxy.as «JIM.03 IKCILIVATAIIUA OB bEKTOB CETEBOH HH®PACTPYKTYPBI»

HaumeHoBaHue pa3aesioB
U TeM
Coaepsxanue y4eOHOro MaTepmuaJa, ..
npodeccCuoHATBHOT0 O0bém B
moyast (TIM), JlabopaTopHble padoThl M MPAKTHYECKHE 3aHATHS, CAMOCTONITEIbHAA YueOHasi padoTa 00y4yaoluxcs, KypcoBast qacax
padoTa (IPOEKT) (eciu npedycmompeHul)
MEKTUCHUIIIMHAPHBIX
kypcoB (MIK)
1 2 3
Pazpen 1.
IKcmnyarauus 00beKTOB
ceTeBoH
HH(PaCTPYKTYyphI
MJIK 03.01 182
OkcIutyaraius 00beKTOB
CeTeBOM MHPPACTPYKTYPBI
Tema 1.1. Oxcrmyaranust Cooepsrcanue 82
TEXHUYECKUX CPEICTB 1. ®usnyeckue acneKkTsl KcIuTyaTauy. Ou3ndeckoe BMEIATeNbCTBO B HHPPACTPYKTYPY CETH.
ceTeBOil HHPPACTPYKTYpbl | 2. AKTHBHOE U MACCHBHOE CETEBOE 00OpYI0BaHUE: KabelbHbIe KaHabl, Kabellb, MaTd-MaHet, PO3ETKH.
3. INonoca npormyckanus, napa3uTHast Harpy3Ka.
4. Pacmmmpsiemocth cetn. Macmrabupyemocts cetr. J[oO6aBneHne OTIeIbHBIX AIIEMEHTOB CETH (MTOIb30BaTeNeH,
KOMITBIOTEPOB, MPUIIOKEHUH, CITYkKO).
5. HapamuBanue JUTHHBI CETMEHTOB CETH; 3aMEeHAa CYIIECTBYIOICH anmapaTypbl.
6. YBennueHre KOJIMYECTBA Y3JI0B CETH; YBEINYCHHE MPOTSHKEHHOCTH CBS3EH MEXITy 00BEKTaMH CETH.
7. TexHu4eckasi ¥ IpOEKTHasI TIOKyMeHTaIus. [lacnopT TeXHuYecKuX yCTpONCTB.
8. dusnyeckas KapTa Bcel CeTH; JOrnyecKas TONOIOTHSI KOMITBIOTEPHON CETH.
9. Kimaccudukanus perinaMeHTOB TEXHUIECKAX OCMOTPOB, TEXHUYECKHUE OCMOTPBI OOEKTOB CETEBOI MHPPACTPYKTYPHI.
10. IIpoBepka 00bEKTOB cETEBOM MHPPACTPYKTYPHI M MPOPHIAKTHUECKHE PAOOTHI
11. IIpoBenenue perynsapHoro pesepupoBanusi. O0cayxuBaHnue pU3NIECKUX KOMIIOHEHTOB; KOHTPOJIb COCTOSHUS
anmapaTHOro o0ecrevYeH s ; OpraHu3alys yJAICHHOTO OIIOBEIECHHS O HETOJIaIKax.
12. IIporpammHOe o6ecriedeHrie MOHUTOPHUHTa KOMITBIOTEPHBIX CETEH M CETEBBIX YCTPOUCTB.
13. TIporokost SNMP, ero xapakTepucTuku, popmar cooOIeHu i, HAOOp YCIIyT.
14. 3amaun ynpaBieHus: aHAJIN3 IPOU3BOAUTENILHOCTH U HAIEKHOCTH CETH.
15. O6opynoBanue U AMATHOCTUKU ¥ CEPTUPHUKANNT KaOelbHBIX cicTeM. CeTeBble MOHUTOPBI, TPUOOPHI IS
cepTU(UKALNN KaOETbHBIX CHCTEM, KaOeJIbHbIE CKaHEPBI U TECTEPHI.
B mom uucne npakmuueckux 3anamuil u 1a00pamopHuvix padom
1. OkoHIIOBKa Ka0es BUTas mapa S8




. 3agenka KabeIst BUTas mapa B PO3ETKY

. KpoccupoBanne 1 MOHTaX TaTd-aHe M B KOMMYTAIlMOHHBIN mIKad, Ha CTEHY

. TectupoBanme kades

. llonnepxka nmoip30BaTeeil CETH.

. DKcIuTyaTanusi TEXHUYECKUX CPEICTB ceTeBOH HHMPACTPYKTYPHI (IPUHTEPHI, KOMITBIOTEPHI, CEPBEPHI)

. Beimonnenue I[eI‘/'ICTBI/II‘/'I 0 YCTPAHCHUIO HeHCHpaBHOCTCﬁ

el IRNIRo Y RO, | NN RUST R S}

. BermonHeHre MOHUTOpPWHTA U aHAJ3a PaOOTHI JJOKAJIHHON CETH C TIOMOIIBIO TTPOTPAMMHBIX CPEJICTB.

9. OdopmieHne TEXHUIECKOW JOKYMEHTALWH, paBuia ohopMIIEHHsI JOKYMEHTOB

10. IIporokon ynpasnenus SNMP

11. OcHOBHBIE XapaKTEPUCTUKHU MpoTokosia SNMP

12. Habop ycayr (PDU) nporokona SNMP

13. ®opmart coobuierniit SNMP

14. 3apaum ynpaBieHUs: aHAJIU3 OPOU3BOJUTEIBHOCTH CETH

15. 3amaym ynpaBiaeHUs: aHAJIU3 HAIEKHOCTH CETH

16. YrpasneHnre 6€30MacHOCTHIO B CETH.

17. Yuer Tpaduka B cetn

18. CpencTBa MOHUTOPUHIAa KOMITBIOTEPHBIX CETEH

19. CpencTBa aHayid3a CETU ¢ IOMOILIBI0 KOMaH]T CETEBOM ONEPAIMOHHON CUCTEMBbI

20. duHanbpHAsE KOMIDIEKCHAS MMPAKTHYeCKasi paboTa MO IKCILTyaTallud 0OBEKTOB CETEeBOW HHPPACTPYKTYPHI

Tema 1.2. Jkemiryaranus
cucreM IP-tesiedonun

Cooeporcanue

1. Hactpoiika H.323. Onucanne H.323 u ob6mue pekomennanuu. OyHKImonanpHble koMoneHTsl H.323. Y cranoBka u
nonnepxka coequaenns H.323. Coenunenns 6e3 u ¢ ucnois3zoBanneM GateKeeper. CoennHEHHs ¢ NCIIOIB30BaHUEM
Heckonbkux GateKeeper. MHoronosnbs3oBarensckue koHpepeHun. OdecreyeHne 0TKa30yCTOMYNBOCTH.

2. Hacrpoiika SIP. Onucanne u o0mue pekomennanuu. Texnonorus SIP u cBs3aHHbBIE ¢ HEll CTaHAAPTHI.
Oynkimonanbabie KoMIoHEHTH SIP. Coobmenwns SIP. Anpecarus SIP. Mojenb yCTaHOBIICHHUS COSTHMHECHISL.
[ImarupoBaHne 0TKa30yCTONYUBOCTH.

3. YcraHOBKA U MHCTAUIALUS IPOrPaMMHOT0 KoMMyTaTtopa. MoHTaxkHbIe Ipoueaypsl. [Ipouenypbl HHCTAIUISIUN.
YrpasieHue anmapaTHEIMHU cpeacTBaMu U iopTamu. [Ipotokomsr ynpasineanss MGCP, H.248. Co3nanne aHajIorOBBIX
a00HEHTOB. BHYTpHCTaHITMOHHAS MapIIPyTH3AIIHA.

4. YrpapieHue MporpaMMHBIM KOMMYyTaTopoM. Mapripytusanus. ['pynnsl coeuHuTenbHBIX TuHUHA. [logkmouenne
crarnuii ¢ TDM (a6onentckuit noctyn TDM). Curnanuzarus SIP, SIP-T, H.323 u SIGTRAN. IP
-aboHeHThI. ['pyriel a00HEHTOB. JlonoaHUTEIbHBbIE a00HEHTCKUE YCIYTH.

5. Opranuzanus sxcrtyatauuu cucteM [P-tenedonun. Texandueckoe o0cimyxuBaHue, MIIaHOBBIN TEKYLIHA PEMOHT,
IJIAHOBBIM KaNUTaIbHBIN PEMOHT, BHEIIJIAHOBBIM PEMOHT.

6. BoccranoBnenue paboThl ceTH mocie aBapun. CXeMBbI MOCIeaBapHHOTO0 BOCCTAHOBJICHHS pa00TOCIIOCOOHOCTH CETH,
TEXHUYECKasi ¥ IPOCKTHAS IOKYMEHTAIIHSI, CIIOCOOBI pe3epBHOTO KOMMMPOBAHHS JAHHBIX, IPUHIIATIBI PAOOTHI XPaHUITUIIL

JIaHHBIX;
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B mom uucne npakmuueckux 3anamuii u 1a60pamopHuvix padom 50
1. Hactpotiika anmapatseix [P-Tenedonos
2. Hacrpoiika mporpammasix IP-renedonos, pakcor
3. Pa3BepTriBanme ceTn ¢ ucnoib3oBanreM VLAN mis [P-renedormm
4. Hactpoiika nuiro3a
5. YcTaHOBKa, OJKIIOYEHUE U NTEPBOHAYATIBHBIE HACTPOHKH T'OJIOCOBOTO MapUIpyTH3aTOpa
6. HacTpoiika TaOIuUIIEI TOTB30BaTENIEH B TOJIOCOBOM MapIIPyTH3aTOpPe
7. HacTpoiika rpymnmn B roJJOCOBOM MapIIpyTH3aTOpPE
8. Hactpoiika TaGnuisl MapIpyTH3aLud BEI30BOB B FOJI0COBOM MapLIPyTHU3aTOPE
9. HacTpoiika rojiocoOBbIX COOOIICHHIA B MapIIPyTH3ATOPE
10. HacTpotika nporpammuo-amnmapaTtHoit [P-ATC
11. Ycranoska u HacTpoiika nporpamMmmuoit [P-ATC (manpumep, Asterisk)
12. TectupoBanue kogexos. VccieoBanne mapaMeTpoB KauecTBa O0CITy)KUBaHUS
13. MOHUTOPHHT U aHAIHU3 COEAUHEHUHN MO PA3IUYHBIM IIPOTOKOIAM
14. MOHUTOPHUHT BBI30BOB B IPOrPAMMHOM KOMMYTAaTOpE
15. Co3maHune pe3epBHBIX KOIWH 6a3 JaHHBIX
16. JIlnarHocTrka 1 ycTpaHeHHE HEHCIIPaBHOCTEH B cuctemax IP-temedonnu
17. ®unHanpHas KOMIUIEKCHAsI IPaKTHUecKas paboTa 1o 3kciuryaranuu cucreM IP-renedonnn
MJK.03.02. BCSOHaCE-IOCTL 112
KOMITBIOTEPHBIX CETEH
Tema 2.1. be3onacHocTh Cooepiicanue
KOMIILIOTEPHBIX CeTeH 1 dyHIaMeHTaJIbHbIe IPUHLIUIIBI 0€30aCHOM ceTH
CoBpeMeHHBIE YTpO3bl ceTeBOM Oe30macHOCTH. BUpychl, 4epBu U TposSTHCKHE KOHU. MeTOIbI aTax.
2 Be3onacnocth CeTeBbIX yeTpoiicTB OSI
bezonacHslii jocTyn K ycrpoiicTBaM. HazHaueHue aiMUHACTPATUBHBIX POJieii. MOHUTOPHUHT U YIIpaBIeHUE
ycrporictBamu. Vcnionb3oBanue GyHKIIUSI aBTOMAaTH3UPOBAHHON HACTPOWKH 0E30IIaCHOCTH.
3 ABTopu3anusi, ayrTeHTHGUKANMA U YUeT AocTyna (AAA)
CroiictBa AAA. JlokanbHas AAA ayrentudukarus. Server-based AAA 112
4 Peanu3zanus TexHosoruii opanamayspa
ACL. Texunomnorus Opanamayspa. KonrekctHbiit kouTposib goctyna (CBAC). [onutnku 6panamayspa
OCHOBaHHBIE HA 30HAX.
5 Peanm3anus TexHo 0ruii NpeA0TBPallleHUsS BTOP KeHUsI
IPS Texnomoruu. IPS curnatypsl. Peanmzanus IPS. IIpoBepka u monutopusr IPS
6 Be3omacHoCTh JT0KaJBLHON ceTH

Obecneuenne 6€30MacHOCTH MOJIb30BATENBCKUX KOMITbIOTEpOB. CooOpaxkeHus o 0€30MacHOCTH BTOPOTO YPOBHS
(Layer-2). Kongwurypamus 6e3onacHoctu Broporo ypoHs. besonacnocts 6ecipoBoanbix ceteid, VoIP u SAN




Kpunrorpadguyeckue cucreMbl

Kpunrorpaduueckue cepucel. bazoBas enocTHOCTh U ayTeHTHYHOCTh. KoHpuaeHnaasaocts. Kpunrorpadus
OTKPBITBIX KITFOUEH.

Peanuzanua rexuosoruii VPN

VPN. GRE VPN. Komnonents! u pynknuonuposanue [PSec VPN. Peanuzauus Site-to-site [PSec VPN ¢
ucnons3oBanueM CLI. Peanuzanus Site-to-site IPSec VPN ¢ ucnonb3osanuem CCP. Peanmuzamusa Remote-access
VPN

Ynpasjienue 6e30acHOM CeThIO

[Tpunnuner 6e30macHOCTH ceTeBOro nu3aiiHa. bezonacHas apxutekTypa. YpaBieHUe MpoleccaMmu u
6e3onacHocTh. TecTupoBanue ceTd Ha ys3BuMocTH. HenpepriBHOCTE OM3HECa, IIIAaHUPOBAaHUE BOCCTAHOBIICHHS
aBapHUIHBIX cUTyarwid. JKM3HEHHBIN UK CETH U TUTaHupoBaHue. Pa3zpaboTka perimaMeHTOB KOMIIAHUN U TIOJTUTHK
0e30macHOCTH.

10

Cisco ASA

Beenenue B AnmantuBHOe ycTpoiicTBo 6e3omacHocTH ASA. Kondurypanus daupBona Ha 6a3e ASA ¢
HCIoJib30BaHueM rpadudeckoro natepgerica ASDM. Konduryparus VPN Ha 6a3e ASA ¢ HCIIOJIb30BaHUEM
rpaduyeckoro naTepdetrica ASDM.

mom

yucie nPaKmuiecKux 3aHAMuUIL u 1a60pamopHvix padom

CouuanbHasi HUHXECHEPUs

HccenenoBanre ceTeBbIX aTak U MHCTPYMEHTOB IIPOBEPKU 3aLIUTHI CETU

Hacrpoiika Oe3omacHOro 1ocTymna K MapupyTuzaTopy

Obecneuenne anmMuHUCTpaTuBHOrO focryna AAA u cepsepa Radius

Hactpoiika nonutruku 6e30MacHOCTA OpaHaMay3poB

Hacrpoiika cuctems! npenoTrspatuenus sropxenuit (IPS)

Hactpoiika 6e30macHOCTH Ha BTOPOM YPOBHE Ha KOMMYTaTOpax

HUccnenoBanre MeTo 0B MAGPOBAHHS

O|oo| | L] | W)=

Hacrpoiika Site-to-Site VPN ucnons3ys naTepdeiic KoMaHIHOW CTPOKH

—_
o

BasoBas HacTpoiika nutro3a 6e3onacHocTd ASA U HacTpolika OpaHIMay3pOB HCIIONB3Yys HHTEPQeiic KOMaHIHON
CTPOKH

—_—
—_—

bazoBas HacTpoiika nutro3a 6e3onacHocTH ASA U HacTpolika OpaHAMay3poB UCIoNb3yss ASDM

—_
(\]

Hacrpoiika Site-to-Site VPN ¢ oHO¥ CTOPOHBI Ha MapIIpyTU3aTOPE UCTIONB3Ys HHTep(eiic KOMaHIHON CTPOKH U C
JPYTO# CTOPOHBI UCTIONB3Y LT3 Oe3onacHocTH ASA nocpenctsom ASDM

13

HacrpoiikaClientless Remote Access SSL VPNs ncnonszyst ASDM

14

Hactpoiika AnyConnect Remote Access SSL VPN wucrnons3yss ASDM

15

dunanpHas KOMITIEKCHast JabopaTopHas padoTa 1Mo 0€30HacHOCTH

52
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TemMaTnKa CaMOCTOATEILHOI y4eOHOI padoThI:

1.  CucremaTuyeckas mpopadOTKa KOHCIICKTOB 3aHATUH, Y4eOHOW U CIICIUAIIEHON TEXHUYECKOW JTUTEPATyPHI.

2.  KoHcmekTupoBaHHE TEKCTa, pad0Ta CO CIOBAPSIMH U CIIPABOYHUKAMH, 03HAKOMIJIEHHE C HOPMAaTUBHBIMA JJOKYMEHTaMH, Y4€0HO-UCCIIeI0BATEIHCKAS
paboTa mpu caMoM MIMPOKOM HcTonb3oBaHuu uTepHeTa u Apyrux IT-Texnomoruii.

3.  IIpoekrtHbie (hOpMBI pabOTHI, TOATOTOBKA COOOIICHHMIA K BEICTYIUICHUIO HAa CEMUHApax U KOH(PEPEHIUIX; MOITOTOBKA pe)epaToB, TOKIA 0B,

4. TloaroroBka K JJa0OPaTOPHBIM H MPAKTHYECKUM pabOTaM C UCIOJIL30BAaHUEM METOIMYCCKIX PEKOMEHIAIUH penojaBaTesis, o(hopMICHHS
71a60PAaTOPHO-TIPAKTHUECKUX PabOT, OTYETOB M TIOATOTOBKA K WX 3aIllUTE.

Y4yeOHas mpaKkTHKA

nepeveHsb pador:

Hacrpoiika npaB goctymna.

OdopmireHre TEXHNIECKON TOKYMEHTAINH, TPaBIIIa 0(OPMIICHUS JOKYMEHTOB.

Hacrpoiika anmapaTHOTo ¥ IpOTrpaMMHOTO 00ECIIEYEHHS CETH.

Hacrpoiika ceTeBoii KapThl, IMsl KOMIBIOTEpa, pabodas rpymnma, BBeICHHE KoMIbloTepa B domain.
IIporpammHas AMarHOCTHKA HEUCIPABHOCTEIN.

AmnmnapaTHasi AMarHOCTHKA HEUCIIPAaBHOCTE.

ITouck HeucnpaBHOCTEH TEXHUYECKUX CPEACTB.

BbalnosHeHue 1EHCTBUM 110 yCTPAHEHUIO HEUCIIPABHOCTEH.

Vcnonp30BaHue akKTUBHOT'O, TACCUBHOTO 000PYIOBaHUS CETH.

YcTpaHeHue napasuTupyromei Harpy3ky B CETH.

[octpoenne pu3ndeckoi KapThl JOKaIbHOH ceTH.Y ctanoBka WEB-cepBepa

Jnarnoctrka u obciryxuanue Web cepsepa

Jlnarsoctrka u odciryxuBanue (aiaoBoro cepsepa 108
JlnarsocTka 1 00CITy>)KMBaHHE TOYTOBOTO CepBepa.
JuarHocTuka u oocimyxxuBanue SQL — cepepa
Kondurypuposanne web-cepsepa.

3amyck, nepe3amyck U OCTaHOB CepBepa.

BsanmopeiicTBue ¢ 6a3amMu JaHHBIX.

VYcranoBka OpanaMayapa.

CoxpaHEeHHE U BOCCTAHOBJICHHE OOJIBIINX HAOOPOB MPABHUIL
ObecnieueHue 6€30aCHOCTH.

AZIMUHHCTPUPOBaHHE CEPBEPOB M PAOOUMX CTAHLIUH.
Opranmu3anys A0CTyNa K JOKaJIbHBIM CeTsIM U MIHTepHeTy.
YcTaHOBKA M COMTPOBOXKACHUE CETEBBIX CEPBHCOB.

Pacuér cromMocTr ceTeBoro 000py10BaHUS M IPOTPAMMHOTO
obecrieueHusl.

COop IaHHBIX AJIS aHAIN3a UCTIONB30BaHMS IPOrPaMMHO-
TEXHUYECKHUX CPEJICTB KOMIIBIOTEPHBIX CETEH.




ITpou3BoacTBEHHASI IPAKTHKA pa3ieia

nepeyeHnb pador:

Vcnonb30BaHue akTUBHOrO 000py10BaHus ceTU. Vcronb30BaHie NaCCUBHOTO 000PYI0BaHUS CETH.

YcTpaHeHne napa3uTHpyOIEel Harpy3Ku B CETH.

3anojHeHUe TeXHUYECKOH nokyMeHTanuu. [loctpoeHne pusnyueckoi KapThl TOKATLHON CETH.

Pabora o cozmanuio, peJaKTHPOBAHUIO, YIAICHUIO moyb3oBareneii B DOMAIN.

PernamMeHThl TEXHUYECKUX OCMOTPOB.

[TpodumnakTuyeckne paboThl B 00bEKTAX CeTEBOW MHPPACTPYKTYpbl. MOHUTOPHHT U aHAJIU3 CETH C MMOMOIIBIO TPOrPAMMHBIX U alllapaTHBIX
CPEACTB.

CtpyKTypa cucTEMBI yIpaBIEHUS, APXUTEKTYpa CUCTEMBI YIIPABICHHUS.

VYnpasienue 00JIacTsIMH CETH: OIIMOKaMH, KOHPUTYpaLuei, J0CTYOM, TIPOU3BOIUTEILHOCTHIO, 0€30MTaCHOCTHIO.
Pa6ota ¢ nporokomamu SNMP; CMIP; TMN; LNMP; ANMP.

OtcnexuBanue padoThI CETH.

Pabota ¢ cepBepom, ureHue royos, pabora Haj omubkamu. KoHTposb 1ocTyma, coxpaHeHne 1eJI0CTHOCTH JaHHBIX U )KypHaJIUPOBaHUE.
VY naneHHoe aAMUHUCTPUPOBaHUE pabOUnX CTaHLUH C cepBepa. Y aJeHHOE aAMUHUCTPUPOBAaHUE cepBepa ¢ pabouMX CTaHLUN, IPOrpPaMMBbI
11 yIaJleHHOT'O JI0CTYTIA.

AHanu3 Tpaduka ceru.

Paborta ¢ kabenbHBIMU CKaHEPaMU U TECTEPaMH.

Pabota co BcTpoeHHBIMH CKaHEpaMU AUArHOCTUKH U YIIPaBICHHUS.

Pabora ¢ 6a3amMu JaHHBIX, CO37aHNE Ta0JINL, BHECEHHE JAHHBIX B TAOJIUIIbI, pEIaKTHPOBAHUE JaHHBIX TaOJIMII.
Boccranosnenue cetu nocine cOosl.

Co3znianue miaHa BOCCTaHOBIIEHUS CETH.

Hcnonb3oBanue B paboTe KOHTPOIBHO-U3MEPUTENIBHON anmnapaTypbl, CEpBUCHBIX ILJIaT, KOMIUIEKCOB.

Pa3paboTka (pyHKIIMOHAIBHBIX CXEM 3JIEMEHTOB aBTOMATU3MPOBAHHOM CUCTEMBI 3aIUThI HH(OPMAIIHH.
Pa3pabotka anroputrma u uHTepdeiica mporpaMmbl aHaJIM3a HHPOPMAIIMOHHBIX PUCKOB U €€ TeCTUPOBAHUE.
AHanu3 BXOJIIero 1 ucxoasuero tpaguka. KoHTponb yreukn KoH(pUIeHINATBHON HH(pOpMAIIHH.

Pa3paboTka nonutrk 6€30MaCHOCTH M BHEJIPEHHUE UX B ONEPALIMOHHBIE CUCTEMBI.

Hacrpoiika ipsec 1 VPN. Hactpoiika MexceTeBbIX IKPaHOB.

[TpoBepka mail u web Tpaduka Ha Hammure BpegoHOCHOTO [10 ¢ MoMOIIbI0 aHTUBUPYCHBIX CPEJCTB.

Hactpoiika 3amutsl 6€CipOBOAHBIX CETEl C MOMOILBIO CUCTEM IU(POBAHHUSL.

ApxuBanus 1 BoccTaHoBlieHHe kimoueid B windowsserver (PKI).

YcTaHoBKa M HACTPOiKa CUCTEMbI OOHApY)KeHUs aTak Snort.

108

HpOMe)KyTO‘lHaﬁ aTTrecranus 3K3aMEH 1Mo MOaYyJI10

18

Bcero

769
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3. YCJI0OBUSA PEAJINBAIIUU ITPOT'PAMMBI ITIPOPECCUOHAJBHOT'O MOAYJIA

«lIM.03 DKCIVIVATAIIHA ObbEKTOB CETEBOU HH®PACTPYKTYPbBI»

3.1. /s peanu3anuu NporpaMmsl NpogeccHoHaTbHOT0 MOAYJIS T0JKHBI ObITH
NMpeayCMOTPEHBI CJISAYIONIHE CTIENNAILHBIE IOMEIeHN s :

Jlaboparopun «OpraHuzaiyss W TPUHIMIB TTOCTPOCHHUS KOMITBIOTEPHBIX CHCTEM», OCHAIICHHBIC B
cootBeTcTBHH C I1. 6.1.2.1. [IpumepHoit nporpammel no cnernuanbHocTy 09.02.06 «CeTeBoe U CUCTEMHOE
aJIMUHUCTPHPOBAHKEY.

OcHarmieHHple  0a3bl TPAaKTHKHA, B COOTBeTCTBUH ¢ T 6.1.2.3 IlpuMepHO# mporpamMMmsbl IO
cnenuanbHocTH09.02.06 «CereBoe U CUCTEMHOE aAMUHUCTPUPOBAHUE.

3.2. UapopmanmnonHoe odecniedyeHne peaaTu3aliy MPOrpaMMmsl

Jns peanuzanuy mporpaMMbl OMOIHOTEYHBIH (QoHA 00pa3oBaTENbHON OpraHM3alM JOJKEH
MMETh TeYaTHbIC W/WIN 3JIEKTPOHHBIC 00pa3oBaTesbHbIe H HHPOPMAMOHHBIE PECYPChI, PEKOMEH/TyeMble
JUIS1 ICTIOJIb30BaHMs B 00pa30BaTeIbHOM IpoLecCe.

3.2.1. IleuaTHBIE M3TAHUA

1. Hazapos A.B., MenbaukoB B.I1., Kynpusaos A.W. DkcmnyaTanusi 00beKTOB CETEBON
nHppacTpykrypsl OUL[ «Axagemus». 2014.

4. KOHTPO.JIb H OLIEHKA PE3YJ/IbTATOB OCBOEHHUA IIPO®ECCHOHAJIBHOI'O MOAYJIA

«IIM.03 DKCIIIVATAIIHA OF BEKTOB CETEBOH HH®PACTPYKTYPhI»

Ko u HanmMeHOBaHKE
po(heCCHOHAIBHBIX U O0IINUX
KOMIIETEHIINH, (HOPMHUPYEMBIX B Kputepuu onenku MeTtop! OrieHKH
paMKax MOJIyJIs

IIK 3.1. YcTaHaBnuBaTh, OneHka «OTJIHYHO - Ok3amMen/3aueT B hopme
HaCTpanBaTh, SKCIUTyaTUPOBATL | TeXHHYECKOE 3aJjaHue co0ece0BaHHUS:
1 00CITY’KMBATH TEXHHIECKHE H | 1106ana mi3upoBaHo, NPaKTHYECKOE 3a1aHUe 110
MPOTpaMMHO-arIapaTHIE
., | anmroput™m paspaboTaH, MOCTPOCHUIO allTOpPUTMa B
CpeACTBa KOMIIBIOTEPHBIX CETEH.
COOTBETCTBYET COOTBETCTBHHU C TEXHUYECKUM

TEXHUYECKOMY 3aJIaHHI0 U | 3aJaHHEM
o(opMIIEH B COOTBETCTBUU
CO CTaHJapTaMH, MOSICHEHBI
€r0 OCHOBHBIE CTPYKTYPBI.

OrneHka «X0pouo -
3ammTa OT4ETOB 110

aJTOPUTM pazpadboTaH, IPAKTHYECKIM H

0(OpMIICH B COOTBETCTBHUHU
CO CTaHAapTaMH U

nabopaTtopHbIM paboTam

COOTBCTCTBYCT 3a/1aHUIO,

MOACHCHEBI €I'0 OCHOBHEBIC
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CTPYKTYPBHI.

OrneHka
«y/10BJIETBOPUTEJILHO) -
aJropuTM pa3paboTaH u
COOTBETCTBYET 3aIaHHUIO.

IIK 3.2. IIpoBoanTh

npo(uIaKTHUECKHEe padOThI HA

00BEKTaX CETEBOM
HHPPACTPYKTYPHI U pabouux
CTaHIIMSAX.

Ol1ieHKa «OTJIHYHO) -
TEXHUYECKOE 3aaHHE
IIPOAHAIN3UPOBAHO,
aNropuTM pa3paboTaH,
COOTBETCTBYET
TEXHUYECKOMY 3aJIlaHHIO U
0o(OopMIICH B COOTBETCTBUU
CO CTaHJapTaMU, MOSICHEHBI
€r0 OCHOBHBIE CTPYKTYpBI.

OLEeHKa «X0pOoLIo) -
aJIrOpuTM pa3paboTaH,

o OopMIIEH B COOTBETCTBHU
CO CTaHJapTaMH H
COOTBETCTBYET 3a/IaHHIO,
HOSICHEHBI €T'0 OCHOBHBIE

CTPYKTYPBL.

Onenka
«Y/IOBJIETBOPUTEJILHO) -
aJrOpUTM pa3paboTaH u
COOTBETCTBYET 33/JaHHUIO.

Ok3amen/3aueT B hopme
co0ece0BaHHUS:
MPaKTUYECKOE 3a/aHHE 110
HIOCTPOCHHUIO aJITOPUTMA B
COOTBETCTBHH C TEXHUYECKUM
3a/1aHAeM

3ammTa OTYETOB I10
MIPaKTHIECKAM U
n1ab0paTOPHBIM paboTaM

IIK 3.3. YcraHaBIuBaTh,

HaCTpanBaTh, SKCILNTyaTUPOBATh

1 00CITy)KHBATh CETEBBIC
KOH(UTYpaluu

OI1lcHKa «OTJIUYHOY -
TEXHUYECKOE 3a/IaHHe
NPOaHATM3UPOBAHO,
aJIrOpUTM pa3paboTaH,
COOTBETCTBYET
TEXHUYECKOMY 3aJaHHI0 U
o(opMIIEH B COOTBETCTBUU
CO CTaHJapTaMH, MOSICHEHBI
€ro OCHOBHBIE CTPYKTYPBI.

O1eHKa «X0POoIIo) -
aNTOPUTM pa3paboTaH,
o(opMIIEH B COOTBETCTBUU
CO CTaHAapTaMH U
COOTBETCTBYET 3a/IaHUIO,
IIOSACHEHBI €0 OCHOBHBIC

CTPYKTYPBHI.

Ouenka
«y/10BJIETBOPUTEJIHLHO)) -
aJIrOPUTM pa3paboTaH U

Ok3amMen/3aueT B hopme
cobece10BaHMUS:
HPaKTHIECKOE 3aJaHUe T10
MOCTPOCHUIO aliTOPUTMa B
COOTBETCTBHHU C TEXHUYECKUM
3aJaHIEM

3ammTa 0T4ETOB TI0
MPAKTHYECKUM U
nmabopaTOpHBIM paboTam
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COOTBCTCTBYCT 3a/IaHUTIO.

1IK 3.4. Y4acTBOBAaTh B
pa3paboTKe cXeMbl
MOC€aBapuitHOr 0
BOCCTaHOBJICHHSA
paboTOCIIOCOOHOCTH
KOMIIBIOTEPHOM CETH,
BEITIOJHSTHh BOCCTAHOBJICHUE 1
pe3epBHOE KOMMPOBAHNE
nH(pOpMAITHH.

OlLeHKa «OTJIUYHO)) -
TEXHUYECKOE 3a7aHue
MPOaHaIM3UPOBAHO,
anropuTM paszpaboTaH,
COOTBETCTBYET
TEXHUYECKOMY 3aJIaHHIO U
0o OopMIIEH B COOTBETCTBHU
CO CTaHJapTaMU, MOSICHEHBI
€ro OCHOBHBIE CTPYKTYDBI.

O1ieHKa «XOPOLI0 -
aJIrOpuTM pa3paboTaH,
o(opMIIeH B COOTBETCTBUH
CO CTaHIapTaAMHU H
COOTBETCTBYET 3aJIaHHUIO,
MOSICHEHBI €70 OCHOBHBIE

CTPYKTYPBHL.

Onenka
«Y/IOBJIETBOPUTEJILHO) -
aJTOPUTM pa3padboTaH U
COOTBETCTBYET 3aaHHUIO.

Dx3amen/3a4er B popme
cobecemoBaHU:
MPAKTHYECKOE 3aIaHuUE 110
MOCTPOCHHUIO AJITOPUTMA B
COOTBETCTBUU C TEXHUYCCKUM
3aJlaHueM

3amuTa OT4ETOB 110
NPaKTUIECKUM U
nabopaTopHBIM paboTaM
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IIK 3.5. Y4dacTBOBaTh B
pa3paboTKe CXEMBI
[IOCJIEaBaPUMHOIO
BOCCTaHOBJICHHSA
paboTocrocoOHOCTH
KOMITBIOTEPHOM CETH,
BBITIOJHSTH BOCCTAHOBJICHUE 1
pe3epBHOE KOMMPOBaHHE
nHPOpPMALIUH.

OreHKa «OTIHIHO) -
TEXHUYECKOE 3a7aHue
MPOaHaIM3uPOBAHO,
aJTOPUTM pa3padoTaH,
COOTBETCTBYET
TEXHUYECKOMY 3aJaHHIO U
0(hopMIIEH B COOTBETCTBHH
CO CTaHJapTaMH, TIOSICHEHBI
€ro OCHOBHBIE CTPYKTYPHI.

OreHKa «X0pouo -
aJTOPUTM pa3padoTaH,
0o(OopMIICH B COOTBETCTBUU
CO CTaHJapTaMH U
COOTBETCTBYET 33]JaHHIO,
IIOSAACHEHBI €I'0 OCHOBHBIC

CTPYKTYPBHI.

Onenka
«Y/I0BJIETBOPUTEJILHO -
aJIrOpUTM pa3paboTaH U
COOTBETCTBYET 33JAHHUIO.

Ok3amen/3aueT B hopme
cobece0BaHMUA:
NPaKTUIECKOE 3aJaHUE 10
MIOCTPOCHHUIO aJITOPUTMA B
COOTBETCTBHHU C TEXHUIECKHM
3aJaHiEM

3amuTa OTI4ETOB IO
NPaKTUIECKUM U
nabopaTopHBIM paboTaM

1IK 3.6. BBITIONHATH 3aMEHY
pacxoJHBIX MaTepPUaIoOB U
MEJKUH pEMOHT Tiepru()epUIHOTO
000pyIOBaHUSI, OTPEACIAT
ycrapesliee 000pyIOBaHHE U
HIpOrpaMMHBIE CPEACTBA CETEBOM

UHPPACTPYKTYPHI.

O11eHKa «OTJIUYHOY -
TEXHUYECKOE 3a/IaHHe
NPOaHATM3UPOBAHO,
aJIrOpUTM pa3paboTaH,
COOTBETCTBYET
TEXHUYECKOMY 3aIaHHI0 U
o(opMIIeH B COOTBETCTBUH
CO CTaHIapTaMH, MOSICHEHBI
€r0 OCHOBHBIE CTPYKTYPBI.

OreHKa «X0pouo» -
aNropuTM paszpaboTaH,

0 opMIIEH B COOTBETCTBUH
CO CTaHAApPTaMH U
COOTBETCTBYET 3a/1aHUIO,
MOSICHEHBI €70 OCHOBHBIE

CTPYKTYPBI.

Ouenka
«YIOBJIETBOPUTELHO -
aJIrOPUTM pa3paboTaH U
COOTBETCTBYET 33/JaHHUIO.

Ok3amen/3aueT B hopme
cobece10BaHuUs:
IPAKTHYECKOE 3aIaHHe 110
HOCTPOCHHUIO AJITOPUTMA B
COOTBETCTBHH C TEXHUYECKUM
3a/1aHueM

3amuTa OTY4ETOB 110
IMPAKTHYCCKHUM U
nmabopaTOpHBIM paboTam
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OK 01. Beibupats

CIIOCOOBI PEIICHUS 3a1a4

PO ECCHOHATTEHOM
JESATSILHOCTH,
MPUMEHHTENLHO K
Pa3INIHBIM KOHTEKCTAM.

U 060CHOBaHHOCTH ITOCTAHOBKH IICITH,
BHIOOpA U IPUMEHEHHS METOJIOB H
c1Iroco0oB pemreHus mpodeccHoOHATBHBIX
3ajay;

- aJIcKBaTHAs OIICHKA U CaMOOIICHKa

3¢ (EeKTUBHOCTH U Ka4eCTBa
BBITTOJTHEHUS TIPO(ECCHOHATIBHBIX 3a/1a4

OII 02.0OcymiecTBisITh
[TOMCK, aHAJIN3 U
HHTEPIIPETALIUIO
nHpopMaIuy,
HEOOXOMMMOM 15
BBITIOJIHEHHS 3a/1a4

- HICTIOJIb30BaHUE PA3ITUIHBIX
WCTOYHHUKOB, BKJIFOUAs 3JICKTPOHHBIE
pecypcel, Meauapecypcesl, IHTepaeT-
PECypCHI, IEPUOANYECKIE U3TAHUS 10
CHEUUAIBHOCTH ISl PEIICHHS
npodecCHOHANBHBIX 3a1a4

PO eCCHOHATTEHOM

JeSITEIbHOCTH.

OK 03. [InanupoBats u - IEMOHCTpALMs OTBETCTBEHHOCTH 3a
peann30BbIBaTh MIPUHATHIE PEIIEHUS

COOCTBEHHOE - 000CHOBaHHOCTh CaMOaHaN3a 1

npoeccuoHagbHOE U
JUYHOCTHOE pa3BUTHE.

KOPPEKILHS pPe3yJIbTaTOB COOCTBEHHOI
paboTsI,

OK 04. Paborats B
KOJUIEKTHBE U KOMaH]IE,
a¢hekTHBHO
B3aMMO/IEMCTBOBATH C
KOJIJIETAMH,
PYKOBOJICTBOM,
KJIMEHTAMH.

- B3aUMO/IeCTBUE C 00YJaIOIMMUCH,
IpenoJaBaTeNsIMU U MacTepaMu B X0J€
o0ydeHus1, ¢ pyKOBOJIUTEISAMHU YIeOHOM
Y IIPOU3BOJICTBEHHOMN IIPAKTHK;

- 000CHOBaHHOCTh aHAIIN3a pabOTHI
9JICHOB KOMaH/BI (ITOAIHMHEHHBIX )

OK 05. Ocy1iecTBiaTh
YCTHYIO U MIMCEMEHHYIO
KOMMYHUKAIIHIO Ha
TOCY/IapCTBEHHOM SI3bIKE
C y4eToM ocoOeHHOCTel
COLIMAJILHOIO 1
KYJIBTYPHOTO KOHTEKCTA.

-rPaMOTHOCTh YCTHOM M MMHCbMEHHOU
peun,

- ICHOCTh (POPMYITHPOBAHUS U
U3JI0KEHUS MBICIIEN

OK 06. IIposBnate
IpaKIaHCKO-
MaTPHOTUYECKYIO
MO3HUIHIO,
JeMOHCTPHPOBATh
OCO3HAHHOE IOBEJICHUE
Ha OCHOBE

- COOJIIOJICHIE HOPM TIOBEICHHSI BO
BpeMsl YUeOHBIX 3aHATHHA U
MIPOXOXKIEHUS YIeOHOH 1
MPOU3BOJICTBEHHOMN MPAKTHK,

00II1eYeT0BEYEeCKIX

LICHHOCTE.

OK 07. ConericTBoBaTh - 3¢ EKTUBHOCTD BBITIOJTHEHHSI TPABUIT
COXPAHEHUIO Tb Bo Bpems ydeOHBIX 3aHATHIA, IPU
OKpY>Karollleu cpeibl, MIPOXOXKIICHNN yIeOHOH 1
pecypcocOepekeHuIo, MIPOM3BOJCTBEHHOH MPaKTHK;

3¢ heKTUBHO - 3HaHWE U UCTIOJF30BAHME
JIeiCTBOBATH B pecypcocOeperaroimx TeXHOJIOTHH B
Ype3BhIYATHBIX 001aCTH TEIEKOMMYHUKALAN
CUTYyalHUsIX.

OK 08. Ucnonp3oBaTh
cpeacTBa pU3MYECKON
KYJBTYPBI IS
COXPaHEHHUS U
YKPETUICHUS 3I0POBbS B
rporecce

- 3¢(eKTUBHO HCIIOIB30BATh CPEICTBA
¢$u3nUeCcKor KyJIbTYpHI AJIsl COXPaHEHHS
Y YKPEIUIeHHUS 37I0POBbs B MpOIIECcCe
npo¢ecCHOHANTEHON ISATENLHOCTH U
nojyiep;kaHre HeoOXOAMMOTO YPOBHS
(u3nUecKoi NOATOTOBICHHOCTH.;

Hutepnperanus
pe3yIbTaTOB HAOIIOCHIH
3a IeATENbHOCTHIO
o0yJaroIerocs B mporecce
OCBOCHHS
o0Opa3oBaTeIbHOMN
IpOTrpaMMBbl

DKCHepTHOE HAOIOICHUE U
OIIEHKAa Ha JJA0OPaTOPHO -
MPAaKTHYECKUX 3aHATHSIX,
NP BBIIOJTHEHUH PadoT 1O
yaeOHOU U
MPOU3BOACTBEHHOU
HpaKTHKaM

DK3aMeH
KBaTM(DUKAIIMOHHBII
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PO eCCUOHATTEHOM
JESTSIILHOCTH U

MoJIepKaHue

HE00XO0JMMOTO YPOBHS

(uznyeckoit

MOJrOTOBJICHHOCTH.

OK 09. Ucnonp30BaTh - 3 (heKTHBHOCTH UCITOJIH30BAHUS
WHPOPMAITUOHHBIC UHPOPMAITUOHHO-KOMMYHUKAITHOHHBIX
TEXHOJIOTHH B TEXHOJIOTHH B TPO(eCCHOHATBHOM

PO ECCHOHATTEHOM JIeSITEIIbHOCTH COTIIaCHO (hOpMHUPYEMBIM
NeSITEIIbHOCTH. YMCHHSIM U TIOJTy4aeMOMY

IMPAaKTHUICCKOMY OIIBITY,

OK 10. [Tonp3oBaThCs
PO ECCHOHATTEHOM
JOKyMEHTaIUel Ha
rOCyJIapCTBCHHOM H
WHOCTPAHHOM SI3BIKE.

- 3(0pEeKTUBHOCTH UCIIOJIb30BaHUS B
mpohecCHOHATBHOHN NEATENbHOCTH
HEOOXOMMOMN TEXHUIECKOH
JIOKYMEHTAI[HH, B TOM YHCJIC Ha
AHTJIUHCKOM SI3BIKE.

OK.11. [InanupoBathb
MpeaNpUHUMATETBCKYIO
NeSITebHOCTD B
npoeccnoHaIbHON

chepe

- 3(hpeKTHBHO TITAHUPOBATH
mpeaANNpUHNUMATCILCKYIO ICATCIIbHOCTL B
npodeccuoHanbpHOM chepe mpu
MpOBeJIeHNH PadoT 1o
KOHCTPYHPOBAHUIO CETEBOM

UHPPACTPYKTYPHI
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